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Abstract

Securitygateways provide a practical and widely-
deployedway to limit the �ow of packets between
administrative domainsof an internetwork. Net-
work layergatewaysbasedon IPsecpromiseto pro-
vide a general foundationfor this kind of control.
While there has beenprogresson how to dynami-
cally establishsecurityassociationsbetweengate-
ways,there is a needfor discoveryprotocolsthatdy-
namicallylocategatewaysona communicationpath
andgeneratelow-level policiesfromhigh-level poli-
ciesto enablesecure traversal of the gateways. We
look at someof thechallengesto befacedin making
this step. Theseinclude how to expresshigh-level
policiesandusethemto generate low-level policies,
howto designthebaseprotocolsto enabledynamic
operation, and how to expressand prove expected
properties. We presentsomeideasfor progresson
thesechallengesbasedona formalismcalledthetun-
nel calculus.

1 Intr oduction

IP network-layersecurityhasbeenstandardizedby
theIPsecsuiteof protocols.IPsecis basedon Secu-
rity Associations(SAs)storedin aSecurityAssocia-
tionDatabase(SAD)andpacket �lters storedin aSe-
curity Policy Database(SPD).By matchingagainst
�lters in theSPDa gateway determineswhich pack-
etsrequireIPsecprocessingandassociatesSAswith
thosethatneeda cryptographictransformationsuch
as encryption(for outboundpackets) or decryption
(for inboundpackets). Existing implementationsof
IPsecsupportSPD�lters thatmatchsourceanddes-

tinationaddressranges.WhenanSA is requiredby
the SPD to processa packet but noneexists, then
InternetKey Exchange(IKE) may be usedto carry
out a sequenceof communicationsthatestablishthe
necessarySA. This combinationof SAs,�lter -based
policies, and dynamic key establishmentprovides
anelegantfoundationfor ef�ciently enforcinghigh-
level securityrulesoninternetworks.However, IPsec
hasbeenchallengedby designand implementation
problemsabouthow to combinetunnels(suchasthe
casewheretunnelsarenested)andwith thequestion
of how theSPDsareestablishedandkeptconsistent.
Thereare con�guration wizardsthat can designor
analyzeSPDsfor afamily of gateways,but SPDcon-
�guration could be improved if it were possibleto
formulatehigh-level policiesat gatewaysandusea
protocol that createsSPDsdynamically to support
them. Discovery protocolsthat �nd gateways and
usethemto con�gureSPDsbasedonhigh-level poli-
ciesandcredentialscando this in anef�cient decen-
tralizedmannerwith algorithmsthat have provable
soundnessandcompletenessproperties.

There are three major short-comingsin current
protocolsandarchitecturesthatlimit progresstoward
gatewaydiscovery protocolsof thiskind. First, there
needsto be a betterway to expresshigh-level poli-
cies. While IPsecis able to expresspolicies in its
SPDs,thesepoliciesaretoo low-level. Ideally, poli-
cies that describeoverall communication�o w per-
missionswould be usedto derive �lters in SPDs.
Second,thecurrentprotocolsarenotsuf�ciently dy-
namic. While IKE providesa way to establishSAs,
it is not able to dynamicallyalter SPDsto enforce
high-level policy asnew credentialsarepropagated.
Third and�nally , thereis inadequatesupportfor pre-
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cisemodellingandanalysisof IPsecanddiscovery
protocols. There has beenconsiderablefocus on
the correctnessof key exchangeprotocols,but new
modelsandtechniquesareneededto analyzefunc-
tional propertiesof discovery protocolsdueto com-
plex concurrency issues.

The aim of this paperis to look in more detail
at eachof thesechallengesand suggestbeginning
stepsthat make progressagainstthem. We argue
that currentdigital credentialtechniquesprovide an
adequateway to expressinterestinghigh-level poli-
cies. Thesetechniquescansupporta �e xible range
of low-level �lter policies,sucha nestedtunnels,to
ef�ciently enforcethe high-level policies. We de-
scribe how to designdiscovery protocolsthat can
�nd gateways,propagatecredentials,andcon�gure
tunnelsto provideef�cient policy enforcement.This
designleadsto ideasfor improvementsin the base
network protocolsto supportmore �e xible tunnel
con�gurationsandmoredynamicoperation.We ar-
gue that formal techniquescan be usedto provide
precisemeansof analysisandcanaid designefforts
by providing a quick way to build prototypes.Since
existing formal modelsarenot well adaptedto this
typeof modelingwesketchanalternative systemwe
call the`tunnelcalculus'.Thetunnelcalculuscanbe
usedasa foundationfor expressingkey propertiesof
discovery protocols.

2 High Level Policies

IKE key exchangeresolvesmany of the dif�culties
in con�guring securityassociations,but theentriesin
theSPDmuststill be con�gured by theadministra-
tor. This meansthattheadministratormusttranslate
a suitablyhigh-level descriptionof securitypolicies
into the packet �lter format of the SPD.Tools such
as Solsoft's Policy Manager[28] facilitate central-
izedmanagementby allowing thenetwork manager
to specifyanddistribute thesecuritypolicy database
entriesto network devicesthroughoutthe organiza-
tion. A moresophisticatedapproachto centralized
managementgeneratesIPsecpolicies from a high-
level speci�cationandincludesalgorithmsto check
theconsistency of thegeneratedpolicies[15, 16, 22].

Securitygatewayslimit accessto partsof aninter-
network to enforcepoliciesfor the �o w of packets.

They apply thesesecuritypolicies to traf�c enter-
ing andexiting a gateway's administrative domain.
Organizationscan createa layereddefenceby par-
titioning their internetwork into nestedsecuritydo-
mainswherethe inner domainsmay supportmore
granularaccesscontrol. The high-level policies at
eachgateway may control only ingresstraf�c to a
gateway in orderto control what traf�c is on a net-
work. On the otherhand,policesmay control only
egresstraf�c from agateway. This is a commonfea-
tureof wirelessgatewaysthatarebilling for services.
Policiesexertingstrongercontrolover theiradminis-
trative domainmay control both egressandingress
traf�c. This is increasinglycommonin organizations
subjectto governmentalregulatorycontrol. Secure
tunnelscanbeusedto enforcethesehigh-level poli-
cies.Weproposeconstructingprotocolsthatin effect
mapthe high-level policiesinto SPDentries. Thus
creatinganoverlaynetwork governedby theadmis-
sibletraf�c �o ws in thehigh-level policies.

Let us consideran exampleto illustratesomeof
what is wantedfrom high-level policiesthat canbe
usedto con�gure IPsecgateways. SupposeAlice
works for a small company called ACME Inc and
collaborateswith Bob working in the SoftwareDe-
velopmentGroupof CoyoteCorporation.Alice be-
longsto theadministrative domainof gatewayGW 1
while Bob belongsto the administrative domainof
gateway GW 3, which is a memberof the adminis-
trative domainof thecorporategateway GW 2. The
high-level policesof thetwo organizationsplacethe
following requirementson the gateways. Traf�c
must be authorizedand authenticatedbeforebeing
allowed to exit the administrative domainof GW 1.
GatewaysGW 2 andGW 3 requireall traf�c enter-
ing their administrative domainto be authenticated
andauthorized.Gateway GW 1 allows ingresstraf-
�c to �o w into its administrative domainunimpeded.
GatewaysGW 2 andGW 3 allow egresstraf�c from
theiradministrative domainto �o w unimpeded.This
collectionof policiescanbeimplementedby there-
spectivegatewaysusingacollectionof IPsectunnels.
One possibletunnel con�guration is given in Fig-
ure 1. A tunnel is establishedfrom Alice to GW 1.
The tunnelfrom Alice to GW 2 is nestedinsidethe
�rst tunnel and the tunnel from Alice to GW 3 is
nestedinsideof the othertwo tunnels. The tunnels
to the gateways perform authenticationand autho-
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Figure1: Example

rization, but do not encrypttraf�c. The end-to-end
tunnel performsencryptionto securecommunica-
tion betweenAlice andBob. The processingof an
outboundpacket at Alice's hostmust�rst apply the
end-to-endtunnelfollowedby thetunnelto gateway
GW 3 followedby thetunnelto GW 2 and�nally the
tunnelto GW 1. The packet that exits the tunnelat
GW 1 belongsto the tunnel �o wing from Alice to
GW 2 andsimilarly the packet that exits the tunnel
at GW 2 belongsto thetunnel�o wing from Alice to
GW 3.

This set of policies can be describedand con-
�gured using digital credentialssuch as those in
theSimplePublicKey Infrastructure(SPKI)system,
whichprovidesa modelfor decentralizeddelegation
andpermissioninference.SPKI hasbeenstandard-
ized [12, 13] and formally analyzed[23, 21] and
suchtechniqueshave beenappliedto IPsecin par-
ticular [4].

Without gettinginto any extensive notation(from
SPKIor otherwise)thecredentialsfor Figure1might
be given asfollows. Saythatpoliceshave the form
hK ; � i , where K is a list of keys and � is a list
of addressranges.ACME Inc (controlling gateway
GW 1) will allow Alice to communicatewith the
Software DevelopmentGroup at Coyote Corpora-
tion. Sothepolicy at thegateway is

hK Alice; dom(GW 1) $ dom(GW 3)i

CoyoteCorporation(controllinggateway GW 2) al-
lows any principal who canprove that they belong
to ACME Inc to communicatewith theSoftwareDe-
velopmentGroup.

hK ACME Inc; dom(GW 1) $ dom(GW 2)i

TheSoftwareDevelopmentGroup(controllinggate-
way GW 3) allows any principalwho canprove that

they areareAlice to communicatewith Bob.

hK Alice; � $ Bobi

For Alice to communicatewith Bob shewill have to
presenther identity credentialto GW 1, a credential
proving shebelongsto ACME Inc to GW 2, andher
identity credentialto GW 3. The policy enginesat
the gatewayscanprocessthesecredentialsto deter-
minetheproperauthorizations.

Thiscredential-basedapproachhassigni�cant ad-
vantagesovercentralizedarchitectures.Negotiations
over network connectivity arenatively decentralized
so building the architectureon this premiseyields
a more �e xible solution. This is especiallytrue of
interdomaincommunicationscenarioslike the one
conjecturedhere.A moresubtlepoint raisedby the
exampleis the needto enablediverseimplementa-
tionsof high-level policies. In particular, theexam-
ple hereusesnestedtunnelsof the kind that have
given the IPseccommunityso much trouble. Bet-
ter linkagewith high-level policiesprovidesclearer
motivation for theseconstructs. Suf�cient support
requiresdesignextensionsin IPsecandIKE thatwe
will explain shortly. Theseperspectives are impor-
tant if thereis to be any furtherprogresson design-
ing an IP SecurityPolicy systemasthe IETF IPSP
workinggroupattempted[5, 24].

3 Dynamic Path Establishment

Let us considerthe current IPsectunnel establish-
mentprocess.In processinganoutboundpacket, the
systemchecksthe SPDto seeif this packet should
be protectedby a securityassociation. Supposeit
shouldtravel in an association,but that association
doesnot yet exist, then IKE is invoked to set up
theassociation.Thesystemis usuallycon�guredso
that IKE traf�c is not checked againstthe �lters in
theSPDbecausethis would triggeranotherIKE ex-
changeandan in�nite loop would ensue.Whereas
thebasicIPsecestablishmentprocessis drivenby re-
questsplacedagainstexisting SPD entries,a fully
dynamic protocol needsto createthe SPD entries
themselves. That is, a protocol where the packet
�lters andassociationsareinstalledduringdynamic
pathestablishment.Protocolsthatinstallandmanip-
ulatestateat network elementson thedata�ow path
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pathareknown assignalingprotocols. Perhapsthe
bestknown signalingprotocolis RSVP[6]. We ad-
vocatethepositionthatsignalingprotocolsthatmap
high-level policy into SPDentriesarerequiredif we
want to achieve thepotentialgainsthatarepossible
by combiningdistributedcredentialmechanismsand
securetunnels.

Theneedfor a moredynamicVPN con�guration
hasnot beenignoredby industry. A limited degree
of �e xibility in con�guring hub andspoke con�gu-
rationsis provided by Cisco's DynamicMultipoint
VPN (DM VPN) [9] feature. Cisco's TunnelEnd-
point Discovery (TED) [14] protocol more closely
resemblesour vision in that it performsa limited
form of discovery. Theprotocolpresumestwo hosts
aresitting behinda VPN gateway. Whenonehost
wishesto communicatewith another, its gatewaydis-
coversthegateway protectingtheotherhostandin-
vokesIKE tosetupapairof associationsbetweenthe
gateways.Theprotocoldoesnotmaphigh-level pol-
icy into SPDentries.TheLayer3 Accounting(L3A)
protocol[19] is anexampleof adynamictunnelcon-
�guration protocolthatdynamicallycreatesSPDsto
protectthewirelessaccountinginfrastructure.

SupposeAlice wants to securelycommunicate
with Bobandrunsadiscoveryprotocolthatproduces
the tunnel con�guration given in Figure 2. Alice

Alice
 GW1


Internet


GW3

Bob


GW2


Figure2: Example

must producecredentialsthat satisfy the policesat
thethreegatewaysonthepath.Giventhetunnelsare
in a concatenatedcon�guration, the questionarises
as to how the protocoldelivers thesecredentialsto
the gatewayson the path. In this case,Alice must
presenthercredentialsto the�rst gatewayGW 1 and
this gateway mustpassthemalongto thenext gate-
way GW 2. Similarly, eachgateway mustpassthe
credentialsalongto thenext gateway on thepath.A
sketchof sucha protocol follows. A distinguished
discovery packet is releasedwith thesourceaddress

A anddestinationaddressB . A nodeonthedata�ow
pathinterceptsthediscoverypacket. Thisnodesends
a requestto thenodethat lastreleasedthediscovery
packet demandingcredentialsthat satisfyits policy.
Uponreceiptof thismessage,theSAD is updatedfor
the association�o wing from the interceptinggate-
way to this gateway anda �lter B � ! A is written
to the SPDdirectingtraf�c into this association.A
messageis sentto the interceptinggateway contain-
ing thecredentialset.A credentialis includedin this
setgiving thenewly discoveredgateway permission
to continuerunning the protocol. The SAD is up-
datedfor the association�o wing from the gateway
that last releasedthe discovery packet to the inter-
ceptinggateway and a �lter A � ! B is installed
directing traf�c into this association.Upon receiv-
ing theresponse,thegatewaychecksthatthecreden-
tials satisfy its policy andif so, entriesto the SAD
andSPDareupdatedaccordingly. If this nodeis the
�nal destinationB , thenan end-to-endtunnelis set
up;otherwise,thediscoverypacket is released.More
detailson thisprocessareprovidedwhenwediscuss
theformalmodelin thenext section.

In additionto settingup tunnels,thisprotocolacts
asacredentialdeliverymechanism.Thehostthatini-
tiated discovery is presumedto possesscredentials
necessaryto satisfy the gatewayson the path. The
gatewaysdo not explicitly exposetheir policiesdur-
ing the executionof the protocol. As eachnodeon
thedata�ow pathis discovered,acredentialis added
delegatingto that nodepermissionto continueexe-
cutingtheprotocol.In thisway, thecredentialsform
a delegationchainrootedat thenodecurrentlypro-
cessingthe discovery packet andgoing backto the
credentialsetproducedby theinitiating source.The
keysnecessaryto satisfythepolicy mustbefoundin
thedelegationchain.

Our protocoldiffers from IPsecin two important
ways.First,the�lters andassociationsarebothwrit-
tenduringestablishmentasopposedto the�lters be-
ing written and traf�c latter triggering the key ex-
change. Secondly, in order to supportnestedtun-
nels, the exchangetraf�c in our systemis not ex-
emptedfrom the �lters. Unfortunately, this canbe
a potentialsourceof problems. Considerthe situa-
tion wheretwo nodes,A andB , simultaneouslyini-
tiateestablishmentwith eachother. Bothsessionsof
theprotocolwrite �lters with selectorsA � ! B and
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B � ! A. Considerthe establishmentsessionthat
is initiatedat B . In processingthe requestmessage
for thissession,nodeA writesthe�lter B � ! A di-
rectingtraf�c into a speci�edassociation.All traf�c
�o wing from nodeB to A is now expectedto arrive
in thatassociation.Yet therearelegitimateinterleav-
ingsof theexecutionof thetwo protocolswherethe
protocolsessioninitiatedby nodeA hasits response
message,containingtherequestedcredentials,return
to nodeA in theclear. Sinceit hasnot arrivedin the
prescribedassociation,themessageis dropped.

Theproblemdescribedabove canbesummarized
asfollows: �lters for onesessionof theprotocolun-
intentionally captureestablishmentpackets from a
secondsessionthuspreventingprogressof the sec-
ondsession.In effect,therearesituationswherepro-
tocol executionsmaydeadlock.Our solutionto this
problemis to associateeachrunof theprotocolwith
a uniquesessionidenti�er. Theidenti�er is included
in theheaderof securepacketsaswell asthe�lters.
A �lter only matchestraf�c were the headerhasa
sessionidenti�er matchingthe sessionidenti�er in
theSPD.Notethat thesessionidenti�er is boundto
theprotocolrunasopposedto theIPsecSecurityPa-
rameterIndex (SPI),whichactsasauniqueidenti�er
for an individual association.The sessionidenti�er
maybeusedbymultiplesessionsandasinglesession
may travel over many associations.It is alsopossi-
ble to shareassociationsamongdifferent sessions.
This solutionallows usto accommodatenestedtun-
nelsby subjectingestablishmenttraf�c to the �lters
while ensuringthatthe�lters only capturetraf�c for
theprotocolrun thatwasintended.

4 Formal Modeling

The formal modellingandanalysisof securitypro-
tocolshasproved fruitful in uncovering �a ws in ex-
isting and proposedprotocols. The focus of much
of thiswork hasbeenon reasoningabouttheprotec-
tion of sessionkeys. As such,key-exchangeproto-
colshave beena particularpopularsubjectof inves-
tigation. Several casestudieshave beenappliedto
key-exchangeprotocolsfor IPsec.Meadows[26, 27]
usesthe NRL protocol analyzer to analyzeIKE.
Abadi et. al. [1] usethe � -calculus[2] to verify the
JustFastKeying (JFK) protocol[3], a protocolthat

informedthe designof IKEv2. Rewriting logic has
beenusedin systemslike the Multi Set Rewriting
(MSR)system[8, 7] andDenkeret.al. [11] to reason
aboutsecurityprotocols.Theformalismsemployed
in thesestudiesabstractaway both thedetailsof IP
processingandnetwork elementssuchasroutersand
gateways in order to focus on the security of the
sessionkeys. The focus of our work is a classof
signalingprotocolsthat install andmanipulatestate
at network elements.Theseprotocolsinteractwith
IPsecandthe detailsof IPsecprocessingcannotbe
ignored. As a consequencewe requirea formalism
in which it is naturalto expresstheSAD, SPD,and
IPsecpacket headerprocessing.Guttmanet.al. [25]
usean automata-basedapproachto modelIPsecse-
curity associationprocessingto provecon�dentiality
andauthenticationpropertiesof IPsectunnels. Al-
thoughthis formalism works well for suchproper-
ties, it lacksmodularity. Also, modelingdatabases
in automatacan be rather awkward. Instead,we
have chosento designa modular formalism based
onequationalrewriting logic thatnaturallyexpresses
the associationand policy databases,IPsecpacket
processing,as well as the processingof high-level
policies. We call this new formalismthetunnelcal-
culus[17, 18].

We would like to be ableto usethe tunnelcalcu-
lus to explore the designspaceof differentdiscov-
eryprotocols.To facilitatethis thetunnelcalculusis
built in layers. This allows us to changea layer as
long asthe interfacesremainconsistent.The layers
form a setof primitivesthatmaybeusedto express
andreasonaboutdiscoveryprotocols.Themodelab-
stractsawaymany of thedetailsof thecryptographic
operations. In doing so, we assumethe existence
of key exchangeprotocol that generatesthe session
keys andpreserves their secrecy. It remainsto ad-
dressotherpotentialproblemsin theprotocol.In par-
ticular, therearethepreviously illustratedsubtleties
with availability becauseof threatsto deadlockand
therearechallengeswith authorizationarisingfrom
the high-level policies and how they generatelow-
level policies.

A network is modeledin our framework asa col-
lectionof nodesthatareconnectedby a topologyin-
ducedby forwarding tablesresidingat eachnode.
The lowest layer of the tunnel calculusis the for-
warding layer that modelsthe movementof pack-
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etsbasedon forwardingtables.Whenprocessingan
outboundpacket, the forwardinglayer looks up the
next nodeon the pathto the packet's destinationin
the forwardingtableandrewrites the packet to that
node.If this nodeis a router, theforwardingprocess
is repeated.If thepackethasreachedagatewayor its
destination,thenit is passedup to a higherlayerfor
furtherprocessing.We do not modeldetailssuchas
packet fragmentation.The secure processinglayer
provides an abstractmodel of IPsecthat hasbeen
modi�ed to betteraccommodatetheneedsof discov-
ery andtraversalprotocols.An associationis identi-
�ed by its uniqueSPI andcryptographicoperations
are modeledabstractlyas a constructor. The con-
structoris appliedto eachpacket that �o ws through
the associationanda destructoris appliedas it ex-
its theassociation.Theassociationdatabaseis mod-
eled as a set of suchconstructorsand destructors.
An SPDentry is a packet �lter , a sessionidenti�er,
anda bundleof associationsthatgetappliedto traf-
�c thatmatchesthesessionidenti�er andpacket �l-
ter. EachnodemaintainsseparateSPDsfor inbound
and outboundtraf�c �o ws. When a packet is sent
to thesecureprocessinglayerfor outboundprocess-
ing, a semanticfunction is invoked that references
the SPDandreturnsthe bundle �eld of the match-
ing SPDentry. Theconstructorfor eachassociation
in the bundleis appliedto the packet andthe result
is sentto theforwardinglayerfor outboundprocess-
ing. Inboundprocessingis morecomplex. Whena
securepacket arrivesat a node,a semanticfunction
is invoked to apply destructorsfor associationster-
minatingat this node. A checkis madeagainstthe
inboundSPD to con�rm that the packet arrived in
theexpectedassociations.Theprocessingof there-
sulting packet may vary dependingon the shapeof
the packet. Therearedistinguishedpacketssuchas
discovery andestablishmentpacketsthatarealways
passedup to higher layersfor processing.Regular
packets undergo the following processing. If they
havearrivedattheirdestination,they arepassedupto
a higherlayer. Otherwise,thesecurelayeroutbound
processingis invoked to sendthepacket to thenext
nodeon thepath.

The processingassociatedwith verifying confor-
manceto high-level policy is modeledat the au-
thorization layer. This layer includesa model for
high-level policiesandthe certi�cates that areused

to prove complianceto thosepolicies. The policies
aremaintainedin the formatdescribedabove. Each
nodemaintainsa databaseof the policesthat it en-
forces. This layer is invoked with a numberof pa-
rametersthatincludesourceanddestinationhostad-
dressesaswell asthecredentialsetbeingpresented
as satisfying the policies. The authorizationlayer
�rst identi�es the applicablepolicesandcalls a se-
manticfunction to verify that thecredentialssatisfy
thosepolices. This function veri�es the credentials
andformsacredentialdelegationchainwith thecur-
rent nodeasthe root. It thenveri�es that the chain
containsakey satisfyingthepolicy.

Themechanismestablishmentlayer setsup a pair
of unidirectionalsecurityassociationsandwritesthe
packet �lter entriesto the SPD.Historically the fo-
cusat this layer hasbeenon the key exchange.In-
stead,our focusis ontheestablishmentof stateat the
nodesfor the associationsandthe �lters that direct
traf�c into the associations.The mechanismestab-
lishmentlayer is assumedto be invoked on a node
that hasjust intercepteda discovery packet andthe
responderis assumedto be locatedat the nodethat
lastreleasedthediscovery packet. Theinitiator gen-
eratesa SPI for thetheassociation�o wing from the
responderto the initiator. It then forms a message
requestingthata pair of associationsbesetup. This
messagecontainsthe SPI, anda credentialthat the
responderusesto verify that the initiator is a node
with which it is willing to communicate.Therequest
messageis signedandsentto the respondervia the
secureprocessinglayer andwaits for the receiptof
a response.Uponreceiving therequestmessage,the
responderveri�es the signatureandinvokes the au-
thorizationlayerto con�rm thattheinitiator is anode
with which it is willing to communicate. If these
checkssucceed,thena SPI is generatedfor the tun-
nel �o wing from theinitiator to theresponderandan
entryis written to theSAD for this association.Pol-
icy databaseentriesarealsoinstalledfor theinbound
policy database.A responsemessageis formedthat
includesthe two SPIsanda setof credentials.The
credentialsetincludesa credentialissuedby there-
sponderthatdelegatestheright to executetheproto-
col to theinitiator. Thismessageis signedandsentto
theinitiator. Theresponderthenaddsanentryto the
SAD for theassociation�o wing from theresponder
to the initiator andupdatesthe outboundSPDwith
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theappropriateSPDentry. Uponreceiving themech-
anismestablishmentresponsemessage,the initiator
checksthesignatureandcallstheauthorizationlayer
to verify thatthecredentialssatisfythepoliciesgov-
erningtraf�c �o wing from theoriginatingsourceto
the �nal destination.If successful,the initiator up-
datestheSAD with bothassociationsandwritesthe
appropriateSPDentriesfor both associations.The
messagesat this layerweresignedto preventattack-
ersfrom interferingwith the installationof theSPD
entries.Theaim is to describemechanismestablish-
mentthatabstractsawayfrom detailsin IKE likeper-
fect forward secrecy andthe negotiationof ciphers.
When discovery protocolsare betterunderstood,it
shouldbepossibleto addthesefeatureswithout cre-
atingexcessive complexity.

The compositionof the layersof the tunnel cal-
culusform a foundationfor thedesignandanalysis
of discovery protocols.An executableversionof the
tunnelcalculushasbeenconstructedin Maude[10].
Prototypesof protocolsmay be constructedusing
this framework andsimulationandmodelchecking
applied to uncover errors. This methodologywas
adaptedby Goodloeet.al. [20] to prototypeandan-
alyzeanetwork layeraccountingprotocolL3A [19].

The tunnel calculusis suf�ciently formal to be
usedto formulateandprove propertiesof protocols.
Insteadof reasoningabout the secrecy of session
keys asonedoeswith the� -calculus,thetunnelcal-
culusis intendedto be usedasa tool for reasoning
aboutpropertiessuchasthecorrectnessof themech-
anismestablishmentlayer. It is alsousedto reason
aboutthesecurityof discovery protocols.Giventhat
weassumethesecurityof sessionkeys,onemightin-
quireaboutthesecuritymodel. Theprimary threats
to theprotocolareattackersthatpreventprogressof
the protocol. This canbe viewed asa form of de-
nial of service.Althoughwehavenotcompletedour
work in this area,theneedto prove severaldifferent
propertiesa discovery protocol seemsapparent.A
non-interferencetheoremthatstatesthatthepossible
actionstakenin onesessionof theprotocolcannotin
any way impedethe sendinganddelivery of secure
messagesthat are sent in anothersession. So this
statesthat onerun of the protocolwill not interfere
with theprogressof anothersession.Whataboutan
attacker deliberatelytrying to foil the protocol? A
Dolev-Yaomodelfor anattacker seemstoopowerful

in thatsuchanattacker canalwayspreventprogress
by interceptingand droppingpackets. Instead,we
feel a moreappropriatemodelis of an attacker that
canreadmessagesbeingsentin theprotocolanduse
thisinformationto generatemessagesto sendtoprin-
cipalsparticipatingin theprotocol.Wehopeto soon
have a proof that suchan attacker can not prevent
progressof theprotocoloutlinedin theprevioussec-
tion thatsetsup a complex of concatenatedtunnels.
Thusfar, the proofshave beenperformedby hand,
but we feel that the formalism is a goodcandidate
for automatingproofs.

5 Conclusion

Securitygatewaysin thecurrentstate-of-the-arthave
a lot in commonwith routersbeforethe ideaof dy-
namicrouting protocolswas introduced. Gateways
arelikerouterswhoseforwardingtablesarestatically
con�gured basedon a plannedtopology. However,
discovery protocolsoffer a way in which gateways
canbemorelike routers,providing anability to dy-
namicallyadaptto change.To realizethis ambition
requiresintroducingthe kind of rigor that was ap-
plied to routingprotocols,a level of rigor thatis now
missingfor gateway discovery andcon�guration.
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