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Abstract

Securitygatevays provide a practical and widely-

deployedway to limit the ow of padets between
administative domainsof an internetwork. Net-

work layer gatavaysbasedon IPsecpromiseto pro-

vide a genenl foundationfor this kind of contol.

While there has beenprogresson how to dynami-
cally establishsecurity associationsbetweengate-
ways,thereis a needfor discorery protocolsthatdy-

namicallylocategatevayson a communicatiorpath

andgenegte low-level policiesfromhigh-level poli-

ciesto enablesecue traversal of the gatevays. We

look at someof the challengesto befacedin making
this step. Theseinclude how to expresshigh-level

policiesand usethemto geneate low-level policies,
howto designthe baseprotocolsto enabledynamic
opeiation, and how to expressand prove expected
properties. We presentsomeideasfor progresson

thesechallengesbasedna formalismcalledthetun-

nelcalculus

1 Intr oduction

IP network-layer securityhasbeenstandardizedy

theIPsecsuiteof protocols.IPsecis basedn Secu-
rity AssociationgSAs)storedin a SecurityAssocia-
tion Databas€SAD) andpaclet Iters storedn aSe-
curity Policy Databas€SPD). By matchingagainst
Iters in the SPDa gatavay determinesvhich pack-
etsrequirelPsecprocessingandassociateSAswith

thosethat needa cryptographiaransformatiorsuch
asencryption(for outboundpaclets) or decryption
(for inboundpaclets). Existingimplementation®f

IPsecsupportSPD lters thatmatchsourceanddes-
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tinationaddressanges.Whenan SA is requiredby
the SPD to processa paclet but none exists, then
InternetKey Exchangeg(IKE) may be usedto carry
outasequenc®f communicationshatestablishthe
necessarpA. This combinationof SAs, Iter -based
policies, and dynamic key establishmenprovides
an elegantfoundationfor ef ciently enforcinghigh-
level securityrulesoninternetvorks. However, IPsec
hasbeenchallengedby designandimplementation
problemsabouthow to combinetunnels(suchasthe
casewheretunnelsarenestedandwith the question
of how the SPDsareestablishe@ndkeptconsistent.
Thereare con guration wizardsthat can designor
analyzeSPDsfor afamily of gatevays,but SPDcon-
guration could be improved if it were possibleto
formulatehigh-level policies at gatavaysandusea
protocol that createsSPDsdynamicallyto support
them. Discovery protocolsthat nd gatevays and
usethemto con gure SPDsbaseddn high-level poli-
ciesandcredentialzandothisin anefcient decen-
tralized mannerwith algorithmsthat have provable
soundnesandcompletenesproperties.

There are three major short-comingsin current
protocolsandarchitectureghatlimit progressoward
gatevay discovery protocolsof thiskind. First,there
needsto be a betterway to expresshigh-level poli-
cies. While IPsecis ableto expresspoliciesin its
SPDs thesepoliciesaretoo low-level. Ideally, poli-
ciesthat describeoverall communicationo w per
missionswould be usedto derive lters in SPDs.
Secondthe currentprotocolsarenot sufciently dy-
namic. While IKE providesa way to establishSAs,
it is not ableto dynamicallyalter SPDsto enforce
high-level policy asnew credentialsare propagated.
Third and nally, thereis inadequatsupportfor pre-



cise modellingand analysisof IPsecand discovery
protocols. There has beenconsiderablefocus on
the correctnes®f key exchangeprotocols,but new
modelsandtechniquesare neededo analyzefunc-
tional propertiesof discovery protocolsdueto com-
plex concurreng issues.

The aim of this paperis to look in more detalil
at eachof thesechallengesand suggestbeginning
stepsthat make progressagainstthem. We amue
that currentdigital credentiattechniquegprovide an
adequateavay to expressinterestinghigh-level poli-
cies. Thesetechniquesansupporta e xible range
of low-level Iter policies,sucha nestedunnels,to
efciently enforcethe high-level policies. We de-
scribe how to designdiscovery protocolsthat can
nd gatevays, propagatecredentialsandcon gure
tunnelsto provide ef cient policy enforcementThis
designleadsto ideasfor improvementsin the base
network protocolsto supportmore e xible tunnel
con gurationsandmoredynamicoperation.We ar
gue that formal techniquescan be usedto provide
precisemeansof analysisandcanaid designefforts
by providing a quick way to build prototypes.Since
existing formal modelsare not well adaptedo this
typeof modelingwe sketchanalternatve systemwe
call the tunnelcalculus'. Thetunnelcalculuscanbe
usedasafoundationfor expressingkey propertieof
discovery protocols.

2 High Level Policies

IKE key exchangeresohes mary of the dif culties

in con guring securityassociationdyut theentriesin

the SPDmuststill be con gured by the administra-
tor. This meanghatthe administratomusttranslate
a suitablyhigh-level descriptionof securitypolicies
into the paclet Iter format of the SPD. Tools such
as Solsofts Policy Manager[28] facilitate central-

They apply thesesecurity policiesto trafc enter
ing and exiting a gatevay's administratre domain.
Organizationscan createa layereddefenceby par
titioning their internetvork into nestedsecuritydo-
mainswherethe inner domainsmay supportmore
granularaccesscontrol. The high-lesel policies at
eachgatevay may control only ingresstrafc to a
gatavay in orderto controlwhattrafc is on a net-
work. On the otherhand,policesmay control only
egresdrafc from agatevay. Thisis acommonfea-
tureof wirelessgatavaysthatarebilling for services.
Policiesexertingstrongercontrolover theiradminis-
trative domainmay control both egressandingress
trafc. Thisisincreasinglycommonin organizations
subjectto governmentalregulatory control. Secure
tunnelscanbe usedto enforcethesehigh-level poli-
cies.We proposeconstructingprotocolsthatin effect
map the high-level policiesinto SPD entries. Thus
creatingan overlay network governedby the admis-
sibletrafc o wsin thehigh-level policies.

Let us consideran exampleto illustrate someof
whatis wantedfrom high-level policiesthat canbe
usedto con gure IPsecgatavays. SupposeAlice
works for a small company called ACME Inc and
collaboratesvith Bob working in the Software De-
velopmentGroupof Caoyote Corporation.Alice be-
longsto theadministratre domainof gatevay GW 1
while Bob belongsto the administratre domainof
gatevay GW 3, which is a memberof the adminis-
trative domainof the corporategatevay GW 2. The
high-level policesof thetwo organizationglacethe
following requirementson the gatevays. Trafc
must be authorizedand authenticatedefore being
allowed to exit the administratre domainof GW 1.
Gatavays GW 2 and GW 3 requireall trafc enter
ing their administratre domainto be authenticated
andauthorized.Gatevay GW 1 allows ingresstraf-
c to ow intoits administratre domainunimpeded.
GatavaysGW 2 andGW 3 allow egresstrafc from

ized managemenby allowing the network manager theiradministratre domainto o w unimpededThis
to specifyanddistribute the securitypolicy database collectionof policiescanbeimplementedy there-
entriesto network devicesthroughoutthe organiza- spectve gatevaysusingacollectionof IPsedunnels.
tion. A more sophisticatechpproachto centralized One possibletunnel con guration is given in Fig-
managemengieneratedPsecpolicies from a high- urel. A tunnelis establishedrom Alice to GW 1.
level speci cationandincludesalgorithmsto check The tunnelfrom Alice to GW 2 is nestedinsidethe
theconsisteng of thegenerategbolicies[15, 16, 22]. rst tunnel and the tunnel from Alice to GW 3 is
Securitygatavayslimit accesso partsof aninter nestedinside of the othertwo tunnels. The tunnels
network to enforcepoliciesfor the o w of paclets. to the gatavays perform authenticationand autho-
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Internet

Figurel: Example

rization, but do not encrypttrafc. The end-to-end
tunnel performsencryptionto securecommunica-
tion betweenAlice andBoh. The processingf an

outboundpaclet at Alice's hostmust rst applythe

end-to-endunnelfollowed by thetunnelto gatavay

GW 3followedby thetunnelto GW 2 and nally the

tunnelto GW 1. The paclet that exits the tunnelat

GW 1 belongsto the tunnel o wing from Alice to

GW 2 andsimilarly the paclet that exits the tunnel
at GW 2 belonggto thetunnel o wing from Alice to

GW3.

This set of policies can be describedand con-
gured using digital credentialssuch as thosein
the SimplePublicKey InfrastructurgSPKI) system,
which providesa modelfor decentralizedlelegation
andpermissioninference. SPKI hasbeenstandard-
ized [12, 13] and formally analyzed[23, 21] and
suchtechniqueshave beenappliedto IPsecin par
ticular [4].

Without gettinginto ary extensve notation(from
SPKIlorotherwisethecredential$or Figurel might
be given asfollows. Saythatpoliceshave the form
hK; i, whereK is a list of keys and is a list
of addresganges.ACME Inc (controlling gatavay
GW 1) will allow Alice to communicatewith the
Software DevelopmentGroup at Coyote Corpora-
tion. Sothepolicy atthegatevay is

MK plice; dOMGW 1) $ dom(GW 3)i

Coyote Corporation(controlling gatevay GW 2) al-
lows ary principal who can prove that they belong
to ACME Inc to communicatevith the SoftwareDe-
velopmeniGroup.

H(ACME Inc dom(GW1) $ domGW 2)i

The SoftwareDevelopmentGroup(controllinggate-
way GW 3) allows ary principalwho canprove that

they areareAlice to communicatavith Bob,
MK plice; $ Bobi

For Alice to communicatevith Bob shewill have to
presentheridentity credentialto GW 1, a credential
proving shebelongsto ACME Inc to GW 2, andher
identity credentialto GW 3. The policy enginesat
the gatevays can processhesecredentialdo deter
minethe properauthorizations.

This credential-basedpproachassigni cant ad-
vantage®ver centralizedarchitecturesNegotiations
over network connectiity arenatively decentralized
so building the architectureon this premiseyields
a more e xible solution. This is especiallytrue of
interdomaincommunicationscenariodike the one
conjecturechere. A moresubtlepoint raisedby the
exampleis the needto enablediverseimplementa-
tions of high-level policies. In particular the exam-
ple here usesnestedtunnelsof the kind that have
given the IPseccommunity so much trouble. Bet-
ter linkage with high-level policies providesclearer
motivation for theseconstructs. Sufcient support
requiresdesignextensionsn IPsecandIKE thatwe
will explain shortly Theseperspecties areimpor-
tantif thereis to be ary further progresson design-
ing an IP SecurityPolicy systemasthe IETF IPSP
working groupattempted5, 24).

3 Dynamic Path Establishment

Let us considerthe currentIPsectunnel establish-
mentprocessin processingnoutboundpaclet, the
systemchecksthe SPDto seeif this paclet should
be protectedby a security association. Supposeat
shouldtravel in an associationput that association
doesnot yet exist, then IKE is invoked to setup
theassociationThe systemis usuallycon gured so
that IKE trafc is not checled againstthe Iters in
the SPDbecausehis would triggeranothenKE ex-
changeandanin nite loop would ensue. Whereas
thebasiclPsecestablishmerprocesss drivenby re-
guestsplacedagainstexisting SPD entries, a fully
dynamic protocol needsto createthe SPD entries
themseles. Thatis, a protocol where the paclet
Iters andassociationgreinstalledduring dynamic
pathestablishmentProtocolghatinstallandmanip-
ulatestateat network elementn the data ow path



pathare knowvn assignalingprotocols. Perhapghe
bestknown signalingprotocolis RSVP[6]. We ad-
vocatethe positionthatsignalingprotocolsthatmap
high-level policy into SPDentriesarerequiredif we
wantto achieve the potentialgainsthat are possible
by combiningdistributedcredentiaimechanismand
securdunnels.

The needfor a moredynamicVPN con guration
hasnot beenignoredby industry A limited degree
of exibility in con guring hub andspole con gu-
rationsis provided by Ciscos Dynamic Multipoint
VPN (DM VPN) [9] feature. Ciscos Tunnel End-
point Discovery (TED) [14] protocol more closely
resemblesour vision in that it performsa limited
form of discovery. The protocolpresumesgwo hosts
are sitting behinda VPN gatevay. Whenone host
wishegsto communicatevith anotherits gatevay dis-
coversthe gatavay protectingthe otherhostandin-
vokeslKE to setup apairof associationbetweerthe
gatevays. Theprotocoldoesnot maphigh-level pol-
icy into SPDentries.TheLayer3 Accounting(L3A)
protocol[19] is anexampleof adynamictunnelcon-
guration protocolthatdynamicallycreatesSPDsto
protectthe wirelessaccountingnfrastructure.

SupposeAlice wantsto securelycommunicate
with Bobandrunsadiscovery protocolthatproduces
the tunnel con guration given in Figure 2. Alice

Internet

Figure2: Example

must producecredentialghat satisfy the policesat
thethreegatevaysonthepath.Giventhetunnelsare
in a concatenatedon guration, the questionarises
asto how the protocol delivers thesecredentialso
the gatavays on the path. In this case,Alice must
presenhercredentialdo the rst gatavay GW 1 and
this gatevay mustpassthemalongto the next gate-
way GW 2. Similarly, eachgatevay mustpassthe
credentialsalongto the next gatavay on the path. A
sketch of sucha protocolfollows. A distinguished
discovery paclet is releasedvith the sourceaddress
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A anddestinatioraddres® . A nodeonthedata ow
pathinterceptshediscovery paclet. Thisnodesends
arequesto thenodethatlastreleasedhediscovery
paclet demandingcredentialghat satisfyits policy.
Uponreceiptof thismessagaheSAD is updatedor
the associationo wing from the interceptinggate-
way to this gatevay anda Iter B | A is written
to the SPDdirectingtrafc into this association.A
messagés sentto theinterceptinggatavay contain-
ing thecredentiaket.A credentials includedin this
setgiving the newly discoveredgatavay permission
to continuerunningthe protocol. The SAD is up-
datedfor the associationo wing from the gatavay
that last releasedhe discovery paclet to the inter
ceptinggatevay anda Iter A ! B is installed
directingtrafc into this association.Upon recev-
ing theresponsethegatavay checkshatthecreden-
tials satisfyits policy andif so, entriesto the SAD
andSPDareupdatedaccordingly If this nodeis the
nal destinationB, thenan end-to-endunnelis set
up; otherwisethediscovery pacletis releasedMore
detailson this processareprovidedwhenwe discuss
theformal modelin the next section.

In additionto settingup tunnels this protocolacts
asacredentiatlelivery mechanismThehostthatini-
tiated discovery is presumedo possessredentials
necessaryo satisfy the gatevayson the path. The
gatavaysdo not explicitly exposetheir policiesdur
ing the executionof the protocol. As eachnodeon
thedata ow pathis discovered,a credentials added
delegatingto that nodepermissionto continueexe-
cutingthe protocol.In thisway, the credentialform
a delgyationchainrootedat the nodecurrently pro-
cessingthe discovery paclet and going backto the
credentiaketproducedby theinitiating source.The
keys necessaryo satisfythe policy mustbefoundin
thedelayationchain.

Our protocoldiffers from IPsecin two important
ways.First,the lters andassociationarebothwrit-
tenduringestablishmenasopposedo the lters be-
ing written andtrafc latter triggering the key ex-
change. Secondly in orderto supportnestedtun-
nels, the exchangetrafc in our systemis not ex-
emptedfrom the Iters. Unfortunately this canbe
a potentialsourceof problems. Considerthe situa-
tion wheretwo nodes A andB, simultaneouslyni-
tiate establishmenith eachother Both session®f
theprotocolwrite Iters with selectorsA ! B and



B ! A. Considerthe establishmensessiorthat

informedthe designof IKEv2. Rewriting logic has

is initiatedat B. In processinghe requesimessage beenusedin systemsdike the Multi Set Rewriting

for thissessionnodeA writesthe Iter B ! A di-
rectingtraf ¢ into aspeci edassociationAll trafc
o wing from nodeB to A is now expectedto arrive
in thatassociationYettherearelegitimateinterlear-
ings of the executionof thetwo protocolswherethe
protocolsessiorinitiatedby nodeA hasits response
message;ontainingtherequestedredentialsreturn
to nodeA in theclear Sinceit hasnotarrivedin the
prescribedassociationthe messagés dropped.

The problemdescribedabove canbe summarized
asfollows: Iters for onesessiorof the protocolun-
intentionally captureestablishmenpaclets from a
secondsessiorthus preventing progressof the sec-
ondsessionln effect, therearesituationswvherepro-
tocol executionsmay deadlock.Our solutionto this
problemis to associat@achrun of the protocolwith
auniquesessioridenti er. Theidenti er isincluded
in the heademf securepacletsaswell asthe lters.
A lter only matchedrafc werethe headerhasa
sessionidenti er matchingthe sessionidenti er in
the SPD.Notethatthe sessioridenti er is boundto
the protocolrun asopposedo the IPsecSecurityPa-
rameteidndex (SPI),whichactsasauniqueidenti er
for anindividual association.The sessioridenti er
maybeusedoy multiple sessionandasinglesession
may travel over mary associationslt is alsopossi-
ble to shareassociation@amongdifferent sessions.
This solutionallows usto accommodat@estedun-
nelsby subjectingestablishmentrafc to the lters
while ensuringhatthe Iters only capturetrafc for
the protocolrunthatwasintended.

4 Formal Modeling

The formal modellingand analysisof securitypro-
tocolshasproved fruitful in uncovering awsin ex-
isting and proposedprotocols. The focus of much
of thiswork hasbeenon reasoningaboutthe protec-
tion of sessiorkeys. As such,key-exchangeproto-
cols have beena particularpopularsubjectof inves-
tigation. Several casestudieshave beenappliedto
key-exchangeprotocolsfor IPsec.Meadavs[26, 27]
usesthe NRL protocol analyzerto analyze IKE.
Abadi et. al. [1] usethe -calculus[2] to verify the
JustFastKeying (JFK) protocol[3], a protocolthat

(MSR)systeni8, 7] andDenlkeret.al. [11] to reason
aboutsecurityprotocols. The formalismsemplged
in thesestudiesabstractaway both the detailsof IP
processing@ndnetwork elementsuchasroutersand
gatevays in order to focus on the security of the
sessionkeys. The focus of our work is a classof
signalingprotocolsthatinstall and manipulatestate
at network elements. Theseprotocolsinteractwith
IPsecandthe detailsof IPsecprocessingcannotbe
ignored. As a consequencee requirea formalism
in which it is naturalto expressthe SAD, SPD,and
IPsecpaclet heademprocessingGuttmanet. al. [25]
usean automata-baseapproacho modellPsecse-
curity associatiorprocessingo prove con dentiality
and authenticatiorpropertiesof IPsectunnels. Al-
thoughthis formalism works well for suchproper
ties, it lacks modularity Also, modelingdatabases
in automatacan be rather awkward. Instead,we
have chosento designa modularformalism based
onequationatewriting logic thatnaturallyexpresses
the associationand policy databaseslPsecpaclet
processingas well asthe processingof high-level
policies. We call this new formalismthetunnelcal-
culus[17, 18].

We would like to be ableto usethe tunnelcalcu-
lus to explore the designspaceof differentdiscor-
ery protocols.To facilitatethis the tunnelcalculusis
built in layers. This allows us to changea layer as
long astheinterfacesremainconsistent.The layers
form a setof primitivesthatmay be usedto express
andreasoraboutdiscorery protocols.Themodelab-
stractsaway mary of the detailsof thecryptographic
operations. In doing so, we assumethe existence
of key exchangeprotocolthat generateshe session
keys and preserestheir secreg. It remainsto ad-
dresstherpotentialproblemsdn theprotocol.In par
ticular, therearethe previously illustratedsubtleties
with availability becausef threatsto deadlockand
thereare challengesvith authorizatiorarisingfrom
the high-level policies and how they generatdow-
level policies.

A network is modeledin our framevork asa col-
lectionof nodeshatareconnectedy atopologyin-
ducedby forwarding tablesresiding at eachnode.
The lowest layer of the tunnel calculusis the for-
warding layer that modelsthe movementof pack-



etsbasedon forwardingtables.Whenprocessingn
outboundpaclet, the forwarding layer looks up the
next nodeon the pathto the paclet's destinationin
the forwarding table and rewrites the paclet to that
node.If this nodeis arouter the forwardingprocess
is repeatedlIf thepaclethasreachedhgatavay or its
destinationthenit is passedip to a higherlayerfor
further processingWe do not modeldetailssuchas
paclet fragmentation. The secue processingayer
provides an abstractmodel of IPsecthat hasbeen
modi ed to betteraccommodatéhe needof discor-
ery andtraversalprotocols.An associations identi-
ed by its unigueSPlandcryptographicoperations
are modeledabstractlyas a constructar The con-
structoris appliedto eachpaclet that o ws through
the associatiorand a destructoris appliedasit ex-
its the associationThe associatiordatabasés mod-
eled as a set of such constructorsand destructors.
An SPDentryis a paclet Iter, a sessiondenti er,
anda bundleof associationshatgetappliedto traf-
¢ thatmatcheghe sessioridenti er andpaclet |-
ter. Eachnodemaintainsseparaté&SPDsfor inbound
and outboundtrafc o ws. Whena paclet is sent
to the secureprocessindayerfor outboundprocess-
ing, a semanticfunction is invoked that references
the SPD andreturnsthe bundle eld of the match-
ing SPDentry The constructorfor eachassociation
in the bundleis appliedto the paclet andthe result
is sentto theforwardinglayerfor outboundprocess-
ing. Inboundprocessings morecomple. Whena
securepaclet arrivesat a node,a semantidunction
is invoked to apply destructordor associationser
minating at this node. A checkis madeagainstthe
inbound SPD to con rm that the paclet arrived in
the expectedassociationsThe processingf there-
sulting paclet may vary dependingon the shapeof
the paclet. Therearedistinguishedpacletssuchas
discovery andestablishmenpacletsthatarealways
passedup to higherlayersfor processing.Regular
paclets undego the following processing. If they
have arrivedattheirdestinationthey arepassedipto
a higherlayer Otherwisethe securdayeroutbound
processings invoked to sendthe paclet to the next
nodeonthepath.

The processingassociatedvith verifying confor
manceto high-level policy is modeledat the au-
thorization layer. This layer includesa modelfor
high-level policiesandthe certi catesthat areused

to prove complianceto thosepolicies. The policies
aremaintainedn the formatdescribedabore. Each
nodemaintainsa databasef the policesthatit en-
forces. This layeris invoked with a numberof pa-
rameterghatincludesourceanddestinatiorhostad-
dressemswell asthe credentialsetbeingpresented
as satisfyingthe policies. The authorizationlayer
rst identi es the applicablepolicesandcalls a se-
manticfunctionto verify thatthe credentialssatisfy
thosepolices. This function veri es the credentials
andformsacredentiadelegationchainwith the cur
rentnodeastheroot. It thenveri es thatthe chain
containsakey satisfyingthe policy.

The medanismestablishmentayer setsup a pair
of unidirectionalsecurityassociationandwritesthe
paclet Iter entriesto the SPD. Historically the fo-
cusat this layer hasbeenon the key exchange.In-
steadpurfocusis ontheestablishmendf stateatthe
nodesfor the associationandthe lters thatdirect
trafc into the associations.The mechanisnestab-
lishmentlayer is assumedo be invoked on a node
that hasjust intercepteda discovery paclet andthe
respondeis assumedo be locatedat the nodethat
lastreleasedhediscovery paclet. Theinitiator gen-
eratesa SPIfor the theassociationo wing from the
respondeto the initiator. It thenforms a message
requestinghata pair of associationge setup. This
messageontainsthe SPI, and a credentialthat the
respondetusesto verify that the initiator is a node
with whichit is willing to communicateTherequest
messagés signedand sentto the respondewia the
secureprocessindayer and waits for the receiptof
aresponselponreceving therequesimessagethe
respondeweri es the signatureand invokes the au-
thorizationlayerto con rm thattheinitiatoris anode
with which it is willing to communicate. If these
checkssucceedthena SPlis generatedor the tun-
nel o wing from theinitiator to therespondeandan
entryis written to the SAD for this associationPol-
icy databasentriesarealsoinstalledfor theinbound
policy databaseA responsenessagés formedthat
includesthe two SPIsanda setof credentials.The
credentialsetincludesa credentialissuedby there-
spondethatdelegatestheright to executethe proto-
coltotheinitiator. Thismessagés signedandsentto
theinitiator. Therespondethenaddsanentryto the
SAD for the associationo wing from the responder
to the initiator and updateshe outboundSPD with



theappropriatesSPDentry Uponreceving themech-
anismestablishmentesponsenessagethe initiator
checkghesignatureandcallstheauthorizatioriayer
to verify thatthe credentialsatisfythe policiesgov-
erningtrafc o wing from the originatingsourceto
the nal destination.If successfulthe initiator up-
datesthe SAD with bothassociationsndwritesthe
appropriateSPD entriesfor both associations.The
messageat this layerweresignedto preventattack-
ersfrom interferingwith theinstallationof the SPD
entries.Theaim s to describemechanisnestablish-
mentthatabstractsway from detailsin IKE like per
fect forward secreyg andthe negotiationof ciphers.
Whendiscorery protocolsare betterunderstoodjt
shouldbe possibleto addthesefeatureswithout cre-
atingexcessie compleity.

The compositionof the layersof the tunnel cal-
culusform a foundationfor the designandanalysis
of discorery protocols.An executableversionof the
tunnelcalculushasbeenconstructedn Maude[10].
Prototypesof protocolsmay be constructedusing
this framewvork and simulationand modelchecking
appliedto uncover errors. This methodologywas
adaptedy Goodloeet. al. [20] to prototypeandan-
alyzeanetwork layeraccountingorotocolL3A [19].

The tunnel calculusis sufciently formal to be
usedto formulateandprove propertiesof protocols.
Insteadof reasoningaboutthe secreg of session
keys asonedoeswith the -calculusthetunnelcal-
culusis intendedto be usedasa tool for reasoning
aboutpropertiesuchasthecorrectnessf themech-
anismestablishmenlayer It is alsousedto reason
aboutthe securityof discovery protocols.Giventhat
we assumeéhesecurityof sessiorkeys,onemightin-
quire aboutthe securitymodel. The primary threats
to the protocolareattaclersthatprevent progresof
the protocol. This canbe viewed asa form of de-
nial of service.Althoughwe have not completecbur
work in this areathe needto prove several different
propertiesa discovery protocol seemsapparent. A
non-interferencéheorenthatstateghatthepossible
actionstakenin onesessiorof theprotocolcannotin
ary way impedethe sendinganddelivery of secure
messageshat are sentin anothersession. So this
statesthat onerun of the protocolwill not interfere
with the progressf anothersessionWhataboutan
attacler deliberatelytrying to foil the protocol? A
Dolev-Yaomodelfor anattacler seemdoo powerful

in thatsuchan attacler canalwaysprevent progress
by interceptingand dropping paclets. Instead,we
feel a moreappropriatemodelis of an attacler that
canreadmessagebeingsentin theprotocolanduse
thisinformationto generatenessaget® sendo prin-
cipalsparticipatingin the protocol. We hopeto soon
have a proof that suchan attacler can not prevent
progres®f the protocoloutlinedin the previoussec-
tion that setsup a complex of concatenatetlnnels.
Thusfar, the proofshave beenperformedby hand,
but we feel that the formalismis a good candidate
for automatingproofs.

5 Conclusion

Securitygatevaysin thecurrentstate-of-the-arhave
alot in commonwith routersbeforethe ideaof dy-
namic routing protocolswas introduced. Gatavays
arelikerouterswhoseforwardingtablesarestatically
con gured basedon a plannedtopology However,
discovery protocolsoffer a way in which gatevays
canbemorelike routers,providing an ability to dy-
namicallyadaptto change.To realizethis ambition
requiresintroducingthe kind of rigor that was ap-
pliedto routingprotocols.alevel of rigor thatis nov
missingfor gatevay discovery andcon guration.
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