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Abstract— Advancesin networking, sensors,and embedded
devices have made it feasible to monitor and provide medical
and other assistanceto peoplein their homes. Aging popula-
tions will benet from reducedcostsand improved healthcare
through assistedliving based on these technologies.However,
these systemschallenge curr ent state-of-the-art techniquesfor
usability, reliability, and security. This is a particular chal-
lenge for open and extensible systemsthat combine software
and hardware from many vendors and provide information
to diverse clinicians. In this paper we presentthe I-Living
architecture for assistedliving that allows independentparties
work together in a dependable, secure, and low-cost fashion
with predictable properties. Our approach is based on an
AssistedLiving Sewice Provider (ALSP) who provides a server
that collects and maintains encrypted Assisted Persons (APs)'
records. Our ALSP can be a third party distinct from APs,
communication providers, and clinicians; or it can be part
of an ISP, hospital or similar enterprise. We have explored
the architecture by developing a collection of applications and
implementing them in a prototype system.Our systemshows
the feasibility and opportunity of an open approachto assisted
living systems.

|. INTRODUCTION

The aging of baby boomershas becomea social and
economicchallenge. Accordingto MIT's magazineTECH-
NOLOGY REVIEW, July/August2003,“In the United States
alone,the numberof peopleover age 65 is expectedto hit
70 million by 2030, doubling from 35 million in 2000, and
similar increasesare expectedworldwide”. Along with the
increaseof populationof elderly people,the expenditures
of the United Statesfor health-carewill grow projectingto
rise to 15.9% of the GDP ($2.6 trillion) by 2010 (Digital
4Sight's Health care Industry Study). Unless the cost of
senior care can be signi cantly reducedby technological
means,it could bankruptthe alreadyshaly social security
and medicaresystems.

Another social trend that affects senior careis the move
away from the nuclearfamily householdandtheincreasingly
youth-orientedsociety This leavesmary peopleto their own
meansin receving health care and satisaction from life.
They areincreasinglyrestrictedto living aloneor in assisted
living facilities. Accordingto a report by National Institute
on Aging, only 10% of elderly peopleof age65-85and25%
of thoseof age85 and above in the United Statesare insti-
tutionalized.Similarly, it hasbeenreportedthatthe numbers
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of elderly peopleliving alonein Koreahasincreasedl00%
in the lasttenyears.Becausef the deterioratingcapabilities
to senseandinteractwith the ervironment,suchasmemory
eye sight, hearing, dexterity and mobility, elderly people
oftenlive with signi cantly degradedlife quality. Many also
suffer from chronic diseasesthat require medicationand
clinic visits on a regularbasis.Without assistancethey often
cannotkeepup with their scheduleand at times are unable
to call for help after a seriousfall or illness.

Becauseof above reasons,researchersat the Univer
sity of lllinois at Urbana-Champaigiave beendesigning,
implementing, and evaluating with testablehypothesisan
assisted-liing supportive software architecturethat allows
disparatetechnologies software componentsand wireless
devices to work togetherin a low cost, dependableand
securefashion and enableselderly peopleto regain their
capability of independentiving. We namethe architecture
I-Living (where “I” standsfor lllinois, Independencend
Information-Technology. Speci cally, we designed-Living
architectureo meetthe following requirements:

1) Dependability: Critical serviceswill be failure safe,
anddeliveredin spiteof the failuresof usefulbut non-
critical servicesMoreover, the systemasa whole will
have high availability and robustness.

2) Low Cost and Flexibility : The assistedliving in-
frastructurewill be openwith well de ned interfaces,
machinecheckableQoS assumptionsand supportthe
use of low-cost, third-party devices. As incompatible
andincompleteassumptionsave beenreportedio bea
majorsourceof unexpectednteractiondeadingto high
maintenancecost, these attributes will signi cantly
reduce systemintegration and deployment time and
promoteindustry standardization.

3) Security and Privacy. Medical and personaldata
will be protectedwith differentlevels of information
disclosureto different roles (health care providers,
medical team, relatives, and assistedpersons).Also,
with wirelessnetworking beingthe predominantom-
municationmedium,securitymechanismsvill be built
in in these communicationfacilities and associated
information storage.

4) Quality-of-Service Provisioning: In spite of the exis-
tenceof variousforms of workload dynamics ranging
from transmissionof reminder messagesmonitoring
information, audio commands,to time-critical mul-
timedia streamssupportingtele-medicine,Quality of
Service (QoS) will be provided at different levels



to applicationssubjectto their timing, reliability and
criticality requirements.

5) Wirelesslinterfer ence Mitigation : Differentwireless
devicesof disparatgrotocolfamiliescaninterferewith
each other when they are in range, e.g., Bluetooth
versusl|EEE 802.11b,and IEEE 802.11aversusmi-
crowave. We will ensurethatinterferenceis mitigated
to the maximal possibleextent and QoS is provided
even in the presenceof wireless interferenceand
mediumcontention.

6) Light-W eight, Easy-to-UseHCIs: The userinterfaces
will be easy-to-usesafe,accommodate&vith respecto
user mistales, and provide different control levels of
information disclosure.

7) Thorough Evaluation and User Group Studies The
assistediving systemwill be evaluatedin termsof the
extentto which thesetechnologieselp elderly people
with their independentiving in the home or assisted
living facilities, their attitudestoward deploying these
technologiesn the ervironment.Differenthypotheses
that are amenableto theoretically-groundedestswill
be establishedand a detailed,comprehensie evalua-
tion will be carriedout by professionalquality-of-care
expertsto (in-)validatethe hypotheses.

In what follows, we begin in Sectionll with a discussion
of example applicationsthat are enabledwith the proposed
I-Living architecture.Then we elaborateon the designs
of various componentsin the architecturein Section IlI.
Following that, we summarizeour implementatiorstatusof
thearchitectureandits associate@pplicationsn SectionlV,
and give a succinctsummaryof relatedwork in SectionV.
Finally we concludethe paperin SectionVI.

Il. EXAMPLE SCENARIOS

We ervision an assistediving supportve ervironmentin
which various embeddeddevices (sensors,actuators,dis-
plays,andbluetooth-enabledhedicaldevices)eitheroperate
independenthor arecoordinatedunderthe local intelligence
node,called the AssistedLiving Hub (ALH). The ALH can
be a specialized”C, PDA, or a black box equippedwith one
or more wirelessinterface cards (IEEE 802.11, Bluetooth,
Ultra Wide Band, or Infrared). Independentdevices (also
called smartdevices) and the ALH can communicatewith
the AssistedLiving Service Provider (ALSP) sener over
the Internet. The ALSP sener also provides web-based
interfacesto allow caragivers, health care providers and
medicalexperts,to monitorthe environment retrieve/analyze
measurementlata, and issue instructions/feedbackUnder
the assistedliving system architecture,we ervision the
following assistediving applicationscenarios:

1) Activity Reminder: The ALH obtainsfrom the ALSP
sener (to which health care providers have access)
updatedprescriptionand appointmentrecordsof the
AssistedPerson (AP) through securechannels When
it is time for the AP to carry out his/hertime driven
routines,suchastaking medicineor taking vital signs,
the ALH locatesactive wireless-enabledevices(e.g.,

2)

3)

4)

TVs, cell phones,wearable headsets,and/or active
badges[1]) in range,and sendsreminder messages
to one or more devices that are in the proximity
of the AP. (The AP can also prioritize the order in
which deviceswill be used.)For example,if the AP is
watchingTV atthetime whentheremindemmessagés
scheduledthe TV will be switchedto an information
channel(with the useof Infrared remotecontrol) and
a remindermessagevill be displayed.In this manner
the AP canberemindedof his/hertime drivenroutines.
Whetheror not theseroutinesare followed asadvised
is detectedin a non-intrusve mannerby exploiting
sensorlocalization technologiessuch as RFID [2] or
Ubisensg3] — the prescriptionbottlescanbe attached
with light-weight RFID or Ubisensetags(with unique
barcodesknd one or more RFID/Ubisensereadersin
the ervironmentare activated (by the ALH) to track
location changes(if ary) of thesebottles. Note that
eachRFID tag costsapproximately40 centstoday and
the costis expectedto further decreasen the future.
Vital Sign Measurement In the current practice of
glucose monitoring for diabetics patients,a patient
measuresis/her glucoselevel on a daily basis,and
brings the OneTouch [4] device to his/her monthly
clinic visits where the measurementsre retrieved
and interpretedby health care providers. With the
proposedervironmentin place, vital signs (such as
the glucoselevel, blood pressureheartbit rate,arterial
oxyhemoglobinsaturationlevel) can be measuredand
transmittedby Bluetooth-enabledneters[5][6][7] to
the ALH and then to the ALSP sener (through the
secure channelsestablishedbetweenthe ALH and
the sener). In this fashion,health care providers can
monitor variousvital signsat desirabletime granular
ity. Shouldthe readingssuggestary abnormalhealth
situationsmedicalinstructionscanbe givenbeforethe
situationsdeteriorate.

Personal Belonging Localization: Personalbelong-
ings such as eyeglasseshearingaids, and key chains
canbe attachedwith tags,andlocatedthroughthe use
of RFID/UbisensaeadersWhena personcannot nd
his/her belongings(becauseof forgetfulness),he/she
canissuea simplevocalcommandthrough,for exam-
ple, a light-weight, Bluetooth-enabledheadset)o the
ALH which thenscheduleshe RFID/Ubisensaeaders
to scanthe ervironmentand help locatethe object.
Personal Behavior Pro ling : With the sameset of
sensotocalizationtechniquesthe assistediving ervi-
ronmentcanpro le the movementof APsin a privacy
preservingmanner(e.g., without the use of suneil-
lance video cameras)and detectearly warning signs
for depression(no longer taking medicine regularly,
giving up routine actvwities, or stayingin bedfor long
periodsof time) and/orotherchronicdiseasesuchas
Parkinsons diseaseand Alzheimer's diseaseThe AP
wearsa RFID tag or an active badge(turnedinto, for
example, a braceletor a button on his clothes).The



RFID readersinstalled in the ervironmentwill keep
track of his location,and hencewill be ableto detect
abnormalkpatio-temporaiovementwithoutintrusion
of privagy.

5) Emergency Detection In caseof the needfor emer
gengy attention (e.g., the blood pressure/sugahas
beendangeroushhigh/low, and/orthe personhasbeen
detectedvia localization techniquesto be immobile
on the oor for an unreasonablylong time), real-
time communicationchannelscan be establishedto
notify on-sitecarayivers(in the caseof assistediving),
health care providers (in the caseof clinical use),
and/ordesignatedelatives, andfacilitate transmission
of electrocardiogram(EKG) and other measuresin
real-time.

To realizethe above scenariosye have to considerseveral

designissuesFirst, the variousapplicationscenariogequire
effective communicationand coordinationof disparateem-

beddedhardware,software and communicatiorcomponents.

For example, in the reminder application, the ALH has
to coordinate,and effectively transportmessagesamonga

Bluetooth earplug, Infrared TV, cable-connectegbrojector

and localization systemssuch as Ubisense(e.g., to verify

the person has taken the medicine). What makes things
more complicatedis that as the systemevolves, different
embeddedomponentsnay be broughtinto the ervironment.
Therefore,the assistediving architecturemust be e xible

enoughto accommodatéybrid embeddedystemsSecond,
several assistediving applications,such as daily reminder
of taking medicinesfor chronicaldiseasesmonitoring vital

signs, and detectingemegenciesand abnormalsituations,
mustoperateall-yeararoundwithout disruption.Availability

is thusanotherimportantdesignrequirementMoreover, this

requirementhasto be met even whenthe ALH is down or

whenthe AP is away from home.Finally, asa large amount
of medicaldatais transportedn the proposednfrastructure,
security and privagy is anotherindispensableconcern.The
systemmust provide meansto authenticatedistributed en-
tities, protect communicationresourcesand presere user
privacy. We have laid out an opensystemarchitecturecalled
I-Living, to meetthe above designrequirementsThe next

section presentsthe various componentsof the I-Living

architecture.

Il. 1-LIVING SYSTEM ARCHITECTURE

A. Ovenll Architectue

The basicsystemarchitectures depictedin Figurel. The
home ervironment of the AssistedPerson (AP) is covered
by a WirelessLocal Area Network (WLAN). Devicesin the
WLAN connectto the Internetvia the gatevay router. One
importantdevice in the WLAN is the AssistedLiving Hub
(ALH), which actsasthe local intelligenceand managepe-
ripheral devices (mostof which pertainto actity reminder
andlocalizationservicesthroughits own peripherahetwork
(e.g., Bluetooth). Several assistediving client applications
resideon the ALH anduseits variousperipheraldevices. A

Peripheral
Network
(e.g. Bluetooth)

WLAN
(e.g. IEEE 802.11)

Fig. 1. Overall SystemArchitecture— Gatavay Mode

smartor independentievice, on the otherhand,canalsoact
as an autonomousWLAN node, and doesnot rely on the
ALH. In particular if the smartdevice is equippedwith the
internetstack,it canconnectto the AssistedLiving Service
Provider (ALSP) sener directly. Incorporatingsuch smart
devices in the infrastructurepromotesend-to-endsecurity
andreducegshe numberof intermediatecontrol entitiesthat
are subjectto potential security leaks. Moreover, with the
peer smart devices in place in addition to the ALH, the
systemavailability will be overally improved, becausethe
ALH will not becomea potentialsingle point-of-failure.
Thedesignin Figurel maystill suffer from a singlepoint-
of-failure: the gatavay router To ensurehigh availability,
we proposea backup alternatve (Figure 2) in which a
Bluetooth-enabledellphone (that the AP owns) senes as
the replacementvhen the gatevay router fails or is absent
(e.g.,whenthe AP is away from home). Speci cally, upon
detectionof the failure/absenceof the gatevay router a
smart device (or the ALH) triggers the Bluetooth Dial-
Up Networking Prole (DUN) mechanism[B to turn the
cellphoneinto a wireless modemfor Internet access.For
corvenienceof discussione call the former systemarchi-
tecturethe “gateway mode”, and the latter the “cellphone
mode”. Introducing the cellphoneand its associatedUN

mechanismenhancesvailability.

Internet

Peripheral
Network
(e.g. Bluetooth)

Bluetooth

Fig. 2. Overall SystemArchitecture— CellphoneMode



B. SystemArchitectue of ALH Node
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The ALH node senes an important role in the home
ervironment. Its detailed internal architectureis depicted
in Figure 3. The architectureconsistsof threelayers: OS,
middleware,and application.

The OS layer is equippedwith various communication
stacks and correspondingplatform-dependentApplication
Programminglinterfaces(APIs). The TCP/IP API and stack
is installed by default, so that the ALH can accessthe
Internet.Dependingon the family of peripheralsto support,
the otherstacksand APls may includeBluetooth,ZigBee[9,
Infrared etc.

The middlewvare layer wrapps platform-dependenfAPls
with uni ed Java APIs, and provides standardservicesto
assistediving applications.From middlewvare layer above,
the runnablesare Java [10] byte codes,which are platform-
independentSpeci cally, the middlewvareconsistsof follow-
ing components:

1) Device Monitoring Daemons Thesedaemonsmon-
itors the join/leave of peripheraldevicesin the ervi-
ronment,and registers/de-rgistersthe devicesin the
Device Registry Service.

2) Device Registry Sewice: This maintainsa database
of peripheralsvailablein the environment.Eachentry
is an XML [11] le describingthe device. The XML
le speci es at leastthe following properties:Device
CommunicationParadigm Address and Application
Protocol The Device CommunicationParadigm can
be (but not limited to): Bluetooth,ZigBee,Wi, USB,
and Infrared. Address is the unique addressof the
device under its communicationparadigm. Applica-
tion Protocol speci es the applicationlayer protocol
that should be usedto interact with the device, for
example, “mp3 player”, “text messagalisplay”. Dif-
ferent devices may comply with the sameapplication
layer protocols. Use of XML allows the standard,
human-readablgndmachine-checkablgpeci cations
of the above propertiesNote alsothatwith the Device
Monitoring Daemonsandthe Device Rejistry Service,

applicationsdo not have to bind with speci ¢ devices,
but ratherlocateproperdevicesat runtimeby querying
the Device Registry Service.

3) Unied Application-Peripheral Communication
APIs: Specic programming APIs under various
communicationparadigmsare different. For example,
theJava API for Wi is thestandardava.net.*package
[12], while the API for Bluetooth is JSR-82[13].
The Unied Application-PeripheralCommunication
APIs abstractsdifferent communication APIs in a
consistenparadigm which basicallyfollows the well-
known java.net.* APIs. This allows applicationsto be
developed independentlyof speci c communication
APIs. Another feature of the Unied Application-
Peripheral CommunicationAPIs is the adoption of
QoSrequestparametersUserscan specify their QoS
demandswvhen establishingcommunicationinks, and
the middleware returns approved QoS guarantees.
All QoS related parametersconform to a prede ned
extensibleXML schema.

4) Other APIs from J2ME/J2SE: Either J22ME[14] (if
the ALH is a PDA) or J2SE[15 (if the ALH is a PC)
is installed on the ALH as the runtime ernvironment.
This meansthe J2ME/SE APIs are also available to
applications.

5) Internet Heartbeat Daemon This daemonperiodi-
cally checksthe availability of Internetaccesghrough
gatevay router (see Figure 1). When the gatevay
routerfails/recwers, this daemonactivates/deactates
the Bluetooth cellphone as a wireless modem (by
invoking/terminatinghe DUN mechanismjor Internet
access.

6) ALH Main Daemon This daemonis in chage of
managing (start, suspend,stop, restart etc.) all the
applicationdaemonsand middlevare daemonson the
ALH.

Theapplicationlayeris wherevariousapplicationgesides.
They are built on top of the unied APIs and services
provided by the middlewvare.Many of themcanbe daemons
that runsall-yeararound.At the time of writing this article,
we have designedand implementedtwo applications:daily
reminderof taking medicationand vital sign measurement,
andwill discussthemin SectionlV.

C. Securityand Privacy Mechanism

The securitymechanismin the assistediving infrastruc-
ture concernsgwo aspects:

1) protectinginformation con dentiality;
2) ensuringdataintegrity in the homeWLAN with link-
level authenticatiorand encryption.

Protectionof information con dentiality implies the need
to differentiateinformationvisibility to differententities.For
example, when the smart medical device sendsa message
that containsvital sign meansurement® the ALSP sener,
the contentof the messagas meantto be interpretedonly
by designatedtlinicians. The ALSP sener itself shouldnot



be ableto readthe vital sign measuremenRather it should
only be able to read administative information contained
in the messagesuchasthe ID of the AP. This requirement
canbe realizedby the partial encryptionmechanisni16] of
SimpleObjectAccessProtocol (SQAP) [17], an XML-based
messageformat for interoperablemessagecommunication
amongheterogeneousystemsFor example,we canencrypt
administratve informationandvital sign measurementsep-
arately: we rst encryptonly the vital sign measurements
usingthe encryptionkey betweenthe smartmedicaldevice
andthe clinician, andthenthe entire messagdthatincludes
both the administratve information and the encryptedvital
sign measurements)sing anotherencryptionkey known to
the smartdevice, the ALSP sener, andthe clinician. In this
fashion,a third-party cannotdecryptthe messagethe ALSP
sener canonly decryptthe administratve information (and
knows to which AP the correspondingvital sign measure-
mentbelongs),andthe designatectlinician can decryptthe
entire message.

To protectcommunicatiorin the homeWLAN with link-
level authenticationand encryption,all the devices in the
home WLAN sharean authenticationtoken (a specialized
encryption key). The gatevay router uses this token to
authenticatea device before allowing it to use the home
WLAN. The authenticatiorschemefollows Wi-Fi Protected
Access 2 (WPA2) [18], a subsetof IEEE 802.11i[19
security standard. WPA2 has two authenticationmodes:
WPA2 Enterprise(WPA2-EAP) andWPA2 Personal (WPA2-
PSK). WPA2-EAP leverageslEEE 802.1x framewvork and
authenticatesetwork nodesusing ExtensibleAuthentication
Protocol (EAP). In spite of its powerfulness,this mode
is, however, too heary-weight due to the use of high-cost
senerssuchas RemoteAuthenticationDial-In User Service
(RADIUS) sener and Certi cation Authority (CA). WPA2-
PSK, on the other hand, authenticatesiodesusing a token
called the Pre-Shaed Key (PSK). It offers a light-weight
solutionthat ts the needfor authenticatingdevicesin the
homeWLAN. As such,we adoptthe latter in the software
architecture.

Encryption is required for both preservingprivacy and
protectingwireless communicationfrom unauthorizeduse.
Context information such as encryptionkeys or certi cates
have to be deliveredto theinvolved devices.We proposethe
useof aspecializedJSB memorystick, calledAuthentication
Manager for You (AMY), for con guring and managing
encryptioncontexts. A device (the gatevay router, the ALH,
or a smart device) is equippedwith AMY software to
automaticallyrecognizeand install the context information
whenan AMY is plugedinto the device.

IV. IMPLEMENTATION OF APPLICATIONS ON TOP OF
PROPOSED SYSTEM ARCHITECTURE

With the softwarearchitecturan place,numerousapplica-
tions canbe built to facilitate elderly peoplewith their inde-
pendent/assistdiving. At thetime of writing the article, We
have designedandimplementedwo demoapplicationsdaily
reminderof taking medicationand vital sign measurement.

In the reminderapplication,eventsare scheduledy clini-
ciansandcaragiversfor the AP (seeFigure4) throughinter-
facesprovidedby the ALSP sener. In thehomeernvironment,
the reminderdaemonthat resideson the ALH periodically
polls the ASLP sener. Whenit is time for reminding APs
of certain events, the reminder daemon picks the most
appropriatedevice and sendsthe reminding messageFor
example,if the remindingmessageas an audioclip, it may
be forwardedto a Bluetoothearplug.On the other hand, if
it is a text messageit may be forwardedto a cellphone.

In the vital sign measuremenéapplication,the AP mea-
sureshis vital signs(suchas glucoselevel, blood pressure,
hearthit rate, arterial oxyhemoglobinsaturationlevel) with
Bluetooth enabledmedicalmetersat home (seeFigure 5).
The measurementesultsare then encrypted(either by the
device or by the ALH if the device is not smart),and sent
to the ALSP sener. In the clinic, an authorizedclinician can
retrieve the vital sign measurementef the AP at arny time.
This mimics the drop-boxwork ow in real-world hospitals:
patientput their blood samplesin a drop-box,the drop-box
storesthe samplesemporarilyuntil the doctor picks up the
bloodsamplesAlso, notethatthe personabehaior pro ling
applicationcanbe readily implementedwith the samesetof
code,exceptthat Bluetooth-enablednedicaldeviceshave to
be replacedby RFID or Ubisensereaders.

V. RELATED WORK

The needfor new technologiego facilitate assistediving
has recently receved increasingattention both in industry
andacademiaesearchandhasbecomethe focus of several
R&D projects. In what follows, we summarize existing
projects, and discussthe differencebetweenthe proposed
and existing research.

At the Centerfor Future Health (CFH) at University of
Rochestef20] the smartmedicalhomeprototypeconsistsof
infrared sensorscomputerspio-sensorsandvideo cameras.
The key servicesto be provided are medicaladvisorywhich
provides a natural corversationalinterface betweenthe pa-
tient and healthcareexpert, motion and activity monitoring,
pathogendetectionand skin care,and personalhealth care
recordfor consumeiproviderdecisionsupport.Thecoresup-
porting technologyto achierse the above servicesis a visual
systemfor objectrecognitionand tracking. The component
project that comes closestto ours is called Middleware
Linking Applicationsand Networks(MiLAN), and aimsto
develop middlewvare solutions to adapt applicationsto a
changingset of available resourcesin the smart medical
home ervironment. Our researchcomplement<CFH in two
aspectsAt the applicationlevel, the applicationdomain of
CFH is health care settings such as nursing homes and
hospitals.In contrast,we focuson improving the quality of
living in anassistediving ervironment.At the infrastructure
level, we focus on laying a robust, dependableand secure
software infrastructurethat allows disparatetechnologies,

1The currentimplementationinvolves Nonin 4100 Oximeter[§. Integra-
tion with A&D UC-321PBTScale[§ andLifeWatchbloodpressureneter[q
is undervay.



Fig. 4. ReminderApplication Scenario

software, and wirelessdevices (of different protocol fami-
lies) to be pluggedin a plug-and-playmannerand operate
with predictability and privacy preseration. (We have also
deliberatelychosen,for privagy reasons,not to use video
cameragor monitoring.)We leveragdow-cost,non-intrusive
technologiessuchas RFID and Ubisensetechnologiesand
diversewirelessdevices to help elderly peopleto interact,
and make sensewith the ervironment. Moreover, we will
carry out ethnography-basestudiesand usergroup assess-
mentwith cleartestablehypotheses.

The Aware Home project at Geogia Tech [21] tamgets
to createa home ervironmentthat is aware of its occu-
pants' whereabout@nd actiities. The servicesprovided by
“aware home” rangefrom enhancingsocial communication
suchas providing digital portrait of elderly peopleto their
family members,to memory aids that assistusersin re-
suming interrupted actvities basedon playbacksof past
eventsrecordedby video camera.At the systemlevel, the
“aware home” project focuseson contet-aware computing
to supportrapid prototyping of home applications.lt does
not, however, addressQoS provisioning, wireless network-
ing, security/prvagy, human-computerinterface issuesin
a dynamic ervironment that allows integration of various
hardware,software,andwirelesstechnologiesn a plug-and-

play fashion.A clinical studythat explorespotentialclinical
utilities is alsolacking.

The smart in-home monitoring systemat University of
Virginia[22] focusendatacollectionwith theuseof a suite
of low-cost,non-intrusve sensorsThe informationcollected
is logged and analyzedin an integrated data management
system(thatis linkedto the Internet). The systemessentially
collects information in a passie manner and does not
directly interactwith elderly people.The datamanagement
systemis complementanyto our researchas the behaior
pro le gatheredby the RFID/Ubisensecomponentsn our
assistediving infrastructurecan be fed into their sener for
early diagnosisof behaiior changesand/orelderly diseases.

The major industry researcheffort is perhapsled by the
age-in-placeadvancedsmart-homesystemat Intel [23]. It
aims to help elderly peoplewith Alzheimers diseasespy
integratingfour majortechnologiessensorshomenetworks,
activity tracking,andambientdisplays.The sensordocated
in the home ervironmentsensethe locationsof the people
and the objectsin the home. The home network usesa
combinationof motion sensorscamerasgcontactswitches,
and magnetic switchesto keep track of actiities and to
display the ervironment. Again the focus of this projectis
not on systemsreliability, robustnesssecurity and wireless



Fig. 5. Vital Sign MeasuremenScenario

device coexistenceissues.

We expectour researctwill complementxisting projects
at the application level by developing newv applications
(suchastime-driven, event-driven andsituationalreminders,
servicesfor locating personabelongings servicesfor trans-
porting AP-measuredital signsto healthcareprovidersand
medicalexperts);andat theinfrastructurdevel by addressing
researchissueson laying an open,dependableand secure
software infrastructurethat allows elderly peopleto interact
with the ervironmentwith low-costlocalizationandwireless
technologies.In addition, we are the rst to adwcate an
openenvironmentthat provideswell-de ned, QoS-annotated
APIs and allows devices of different vendorsto co-exist
and collaboratvely improve the quality of life of elderly
people.This is the key to industry standardizationandwide
deployment, of thesedevices.We are alsoin the processof
working with experiencedmedical and health care experts
at WashingtonUniversity in Saint Louis, in employing a
comprehensie, systematidHCl-basednethodologyfor eval-
uatinghow elderlyfeel aboutleveragingnew technologiego
facilitate their independentiving.

VI. CONCLUSION

The needfor the assistediving supportve ervironment
is compelling, due to the increasingeconomicand social

problemsposedby aging.In this article,we have proposed-

Living, an openassistediving systemarhitecturethatallows

integrationof various,hybrid embeddedievicesin a e xible,

secure,and highly available fashionwith predictableprop-

erties.Flexibility is provided by deplgying the Device Rey-

istry Service,Uni ed Application-PeripheraCommunication
APIs, XML, andJava technology Availability is ensuredby

enablingthe systemto operateboth in the gatavay mode
and in the cellphone mode. When the gatevay router is

unavailable, the ervironmentwill activate the cellphoneto

act as a wirelessmodemfor Internetaccess.Security and
privacy areaddresseth the context of protectinginformation
con dentiality and providing link-level authentication.We

proposethe use of SOAP to provide information con den-

tiality and differentiatedprivacy, and AMY basedauthenti-
cationto protecthome WLAN resourcefrom unauthorized
accesseskor proof-of-conceptwe have also implemented
two representatie applications:daily reminderapplication
and vital sign measuremenéapplicationto demonstratehe

usefullnessof the proposedsystem.

As partof our futurework, we will addmorefunctionality;
suchas QoS provisioning, wirelessinterferencemitigation,
anda rich setof easy-to-usend erroraccommodatingiCl
componentsnto the assistediving system.We areincorpo-



rating role-basedrust managemenin the HCl components
so as to provide different levels of information disclosure
to different people.We are also in the processof working
with medicalexpertsat WashingtoriJniversityin SaintLouis
to de ne testablehypothesesidentify a group of volunteers
from elderly peopleand clincians,and carry out usergroup
studies.
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