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Abstract— Advancesin networking, sensors,and embedded
devices have made it feasible to monitor and provide medical
and other assistanceto people in their homes.Aging popula-
tions will bene�t fr om reducedcostsand impr oved healthcare
thr ough assistedliving based on these technologies.However,
thesesystemschallengecurr ent state-of-the-art techniquesfor
usability, reliability , and security. This is a particular chal-
lenge for open and extensible systemsthat combine software
and hardware fr om many vendors and provide information
to diverse clinicians. In this paper we present the I-Living
architecture for assistedliving that allows independent parties
work together in a dependable,secure, and low-cost fashion
with predictable properties. Our approach is based on an
AssistedLi ving Service Provider (ALSP) who provides a server
that collects and maintains encrypted AssistedPersons(APs)'
records. Our ALSP can be a third party distinct fr om APs,
communication providers, and clinicians; or it can be part
of an ISP, hospital or similar enterprise. We have explored
the architecture by developing a collection of applications and
implementing them in a prototype system.Our system shows
the feasibility and opportunity of an open approach to assisted
living systems.

I . INTRODUCTION

The aging of baby boomershas becomea social and
economicchallenge.According to MIT' s magazineTECH-
NOLOGY REVIEW, July/August2003,“In theUnitedStates
alone,the numberof peopleover age65 is expectedto hit
70 million by 2030,doubling from 35 million in 2000,and
similar increasesare expectedworldwide”. Along with the
increaseof populationof elderly people, the expenditures
of the United Statesfor health-carewill grow projectingto
rise to 15.9% of the GDP ($2.6 trillion) by 2010 (Digital
4Sight's Health care Industry Study). Unless the cost of
senior care can be signi�cantly reducedby technological
means,it could bankruptthe alreadyshaky social security
andmedicaresystems.

Another social trend that affects seniorcare is the move
away from thenuclearfamily householdandtheincreasingly
youth-orientedsociety. This leavesmany peopleto their own
meansin receiving health care and satisfaction from life.
They areincreasinglyrestrictedto living aloneor in assisted
living facilities. According to a report by National Institute
on Aging, only 10%of elderlypeopleof age65-85and25%
of thoseof age85 andabove in the United Statesare insti-
tutionalized.Similarly, it hasbeenreportedthat thenumbers
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of elderly peopleliving alonein Koreahasincreased100%
in the last tenyears.Becauseof thedeterioratingcapabilities
to senseandinteractwith theenvironment,suchasmemory,
eye sight, hearing, dexterity and mobility, elderly people
often live with signi�cantly degradedlife quality. Many also
suffer from chronic diseasesthat require medication and
clinic visits on a regularbasis.Without assistance,they often
cannotkeepup with their scheduleandat times are unable
to call for help after a seriousfall or illness.

Becauseof above reasons,researchersat the Univer-
sity of Illinois at Urbana-Champaignhave beendesigning,
implementing,and evaluating with testablehypothesisan
assisted-living supportive software architecturethat allows
disparatetechnologies,software components,and wireless
devices to work together in a low cost, dependable,and
securefashion and enableselderly people to regain their
capability of independentliving. We namethe architecture
I-Living (where “I” standsfor Illinois, Independenceand
Information-Technology). Speci�cally, we designedI-Li ving
architectureto meetthe following requirements:

1) Dependability: Critical serviceswill be failure safe,
anddeliveredin spiteof the failuresof usefulbut non-
critical services.Moreover, thesystemasa whole will
have high availability androbustness.

2) Low Cost and Flexibility : The assistedliving in-
frastructurewill be openwith well de�ned interfaces,
machinecheckableQoSassumptions,andsupportthe
useof low-cost, third-party devices. As incompatible
andincompleteassumptionshavebeenreportedto bea
majorsourceof unexpectedinteractionsleadingto high
maintenancecost, these attributes will signi�cantly
reducesystemintegration and deployment time and
promoteindustrystandardization.

3) Security and Privacy: Medical and personaldata
will be protectedwith different levels of information
disclosure to different roles (health care providers,
medical team, relatives, and assistedpersons).Also,
with wirelessnetworking beingthe predominantcom-
municationmedium,securitymechanismswill bebuilt
in in these communicationfacilities and associated
informationstorage.

4) Quality-of-Service Provisioning: In spiteof the exis-
tenceof variousforms of workloaddynamics,ranging
from transmissionof remindermessages,monitoring
information, audio commands,to time-critical mul-
timedia streamssupportingtele-medicine,Quality of
Service (QoS) will be provided at different levels



to applicationssubjectto their timing, reliability and
criticality requirements.

5) Wir elessInterfer enceMitigation : Differentwireless
devicesof disparateprotocolfamiliescaninterferewith
each other when they are in range, e.g., Bluetooth
versusIEEE 802.11b,and IEEE 802.11aversusmi-
crowave. We will ensurethat interferenceis mitigated
to the maximal possibleextent and QoS is provided
even in the presenceof wireless interferenceand
mediumcontention.

6) Light-W eight, Easy-to-UseHCIs: Theuserinterfaces
will beeasy-to-use,safe,accommodatewith respectto
usermistakes, and provide different control levels of
informationdisclosure.

7) Thorough Evaluation and User Group Studies: The
assistedliving systemwill beevaluatedin termsof the
extent to which thesetechnologieshelp elderly people
with their independentliving in the homeor assisted
living facilities, their attitudestoward deploying these
technologiesin the environment.Differenthypotheses
that are amenableto theoretically-groundedtestswill
be established,and a detailed,comprehensive evalua-
tion will becarriedout by professional,quality-of-care
expertsto (in-)validatethe hypotheses.

In what follows, we begin in SectionII with a discussion
of exampleapplicationsthat are enabledwith the proposed
I-Li ving architecture.Then we elaborateon the designs
of various componentsin the architecturein Section III.
Following that, we summarizeour implementationstatusof
thearchitectureandits associatedapplicationsin SectionIV,
andgive a succinctsummaryof relatedwork in SectionV.
Finally we concludethe paperin SectionVI.

I I . EXAMPLE SCENARIOS

We envision an assistedliving supportive environmentin
which various embeddeddevices (sensors,actuators,dis-
plays,andbluetooth-enabledmedicaldevices)eitheroperate
independentlyor arecoordinatedunderthe local intelligence
node,called the AssistedLiving Hub (ALH). The ALH can
bea specializedPC,PDA, or a blackbox equippedwith one
or more wireless interface cards(IEEE 802.11,Bluetooth,
Ultra Wide Band, or Infrared). Independentdevices (also
called smart devices) and the ALH can communicatewith
the AssistedLiving Service Provider (ALSP) server over
the Internet. The ALSP server also provides web-based
interfaces to allow caregivers, health care providers and
medicalexperts,to monitortheenvironment,retrieve/analyze
measurementdata, and issue instructions/feedback.Under
the assistedliving system architecture,we envision the
following assistedliving applicationscenarios:

1) Activity Reminder: TheALH obtainsfrom theALSP
server (to which health care providers have access)
updatedprescriptionand appointmentrecordsof the
AssistedPerson (AP) throughsecurechannels.When
it is time for the AP to carry out his/her time driven
routines,suchastakingmedicineor takingvital signs,
the ALH locatesactive wireless-enableddevices(e.g.,

TVs, cell phones,wearableheadsets,and/or active
badges[1]) in range, and sendsreminder messages
to one or more devices that are in the proximity
of the AP. (The AP can also prioritize the order in
which deviceswill be used.)For example,if theAP is
watchingTV at thetime whentheremindermessageis
scheduled,the TV will be switchedto an information
channel(with the useof Infrared remotecontrol) and
a remindermessagewill be displayed.In this manner,
theAP canberemindedof his/hertimedrivenroutines.
Whetheror not theseroutinesarefollowed asadvised
is detectedin a non-intrusive mannerby exploiting
sensorlocalization technologiessuchas RFID [2] or
Ubisense[3] – theprescriptionbottlescanbe attached
with light-weight RFID or Ubisensetags(with unique
barcodes)and one or more RFID/Ubisensereadersin
the environmentare activated (by the ALH) to track
location changes(if any) of thesebottles. Note that
eachRFID tagcostsapproximately40 centstoday, and
the cost is expectedto further decreasein the future.

2) Vital Sign Measurement: In the current practiceof
glucose monitoring for diabetics patients, a patient
measureshis/her glucoselevel on a daily basis,and
brings the OneTouch [4] device to his/her monthly
clinic visits where the measurementsare retrieved
and interpretedby health care providers. With the
proposedenvironment in place, vital signs (such as
theglucoselevel, bloodpressure,heartbit rate,arterial
oxyhemoglobinsaturationlevel) canbe measuredand
transmittedby Bluetooth-enabledmeters[5][6][7] to
the ALH and then to the ALSP server (through the
secure channelsestablishedbetween the ALH and
the server). In this fashion,healthcareproviders can
monitor variousvital signsat desirabletime granular-
ity. Should the readingssuggestany abnormalhealth
situations,medicalinstructionscanbegivenbeforethe
situationsdeteriorate.

3) Personal Belonging Localization: Personalbelong-
ings suchas eyeglasses,hearingaids,and key chains
canbe attachedwith tags,andlocatedthroughtheuse
of RFID/Ubisensereaders.Whena personcannot�nd
his/her belongings(becauseof forgetfulness),he/she
canissuea simplevocalcommand(through,for exam-
ple, a light-weight, Bluetooth-enabledheadset)to the
ALH which thenschedulestheRFID/Ubisensereaders
to scanthe environmentandhelp locatethe object.

4) Personal Behavior Pro�ling : With the sameset of
sensorlocalizationtechniques,theassistedliving envi-
ronmentcanpro�le themovementof APs in a privacy
preservingmanner(e.g., without the use of surveil-
lance video cameras)and detectearly warning signs
for depression(no longer taking medicine regularly,
giving up routineactivities, or stayingin bedfor long
periodsof time) and/orotherchronicdiseasessuchas
Parkinson's diseaseand Alzheimer's disease.The AP
wearsa RFID tag or an active badge(turnedinto, for
example,a braceletor a button on his clothes).The



RFID readersinstalled in the environment will keep
track of his location,andhencewill be able to detect
abnormalspatio-temporalmovement,without intrusion
of privacy.

5) Emergency Detection: In caseof the needfor emer-
gency attention (e.g., the blood pressure/sugarhas
beendangerouslyhigh/low, and/orthepersonhasbeen
detectedvia localization techniquesto be immobile
on the �oor for an unreasonablylong time), real-
time communicationchannelscan be establishedto
notify on-sitecaregivers(in thecaseof assistedliving),
health care providers (in the case of clinical use),
and/ordesignatedrelatives,andfacilitate transmission
of electrocardiogram(EKG) and other measuresin
real-time.

To realizetheabovescenarios,we have to considerseveral
designissues.First, thevariousapplicationscenariosrequire
effective communicationand coordinationof disparateem-
beddedhardware,softwareandcommunicationcomponents.
For example, in the reminder application, the ALH has
to coordinate,and effectively transportmessages,amonga
Bluetooth earplug, Infrared TV, cable-connectedprojector,
and localization systemssuch as Ubisense(e.g., to verify
the person has taken the medicine). What makes things
more complicatedis that as the systemevolves, different
embeddedcomponentsmaybebroughtinto theenvironment.
Therefore,the assistedliving architecturemust be �e xible
enoughto accommodatehybrid embeddedsystems.Second,
several assistedliving applications,such as daily reminder
of taking medicinesfor chronicaldiseases,monitoringvital
signs, and detectingemergenciesand abnormalsituations,
mustoperateall-year-aroundwithout disruption.Availability
is thusanotherimportantdesignrequirement.Moreover, this
requirementhasto be met even when the ALH is down or
whenthe AP is away from home.Finally, asa large amount
of medicaldatais transportedin theproposedinfrastructure,
security and privacy is anotherindispensableconcern.The
systemmust provide meansto authenticatedistributed en-
tities, protect communicationresources,and preserve user
privacy. We have laid out an opensystemarchitecturecalled
I-Li ving, to meet the above designrequirements.The next
section presentsthe various componentsof the I-Li ving
architecture.

I I I . I -L IV ING SYSTEM ARCHITECTURE

A. Overall Architecture

Thebasicsystemarchitectureis depictedin Figure1. The
home environment of the AssistedPerson (AP) is covered
by a WirelessLocal Area Network(WLAN). Devices in the
WLAN connectto the Internetvia the gateway router. One
importantdevice in the WLAN is the AssistedLiving Hub
(ALH), which actsasthe local intelligenceandmanagespe-
ripheral devices(mostof which pertainto activity reminder
andlocalizationservices)throughits own peripheralnetwork
(e.g., Bluetooth).Several assistedliving client applications
resideon the ALH anduseits variousperipheraldevices.A

Fig. 1. Overall SystemArchitecture– Gateway Mode

smartor independentdevice, on theotherhand,canalsoact
as an autonomousWLAN node,and doesnot rely on the
ALH. In particular, if the smartdevice is equippedwith the
internetstack,it can connectto the AssistedLiving Service
Provider (ALSP) server directly. Incorporatingsuch smart
devices in the infrastructurepromotesend-to-endsecurity
andreducesthe numberof intermediatecontrol entitiesthat
are subject to potential security leaks. Moreover, with the
peer smart devices in place in addition to the ALH, the
systemavailability will be overally improved, becausethe
ALH will not becomea potentialsinglepoint-of-failure.

Thedesignin Figure1 maystill suffer from a singlepoint-
of-failure: the gateway router. To ensurehigh availability,
we proposea backup alternative (Figure 2) in which a
Bluetooth-enabledcellphone(that the AP owns) serves as
the replacementwhen the gateway router fails or is absent
(e.g.,when the AP is away from home).Speci�cally, upon
detection of the failure/absenceof the gateway router, a
smart device (or the ALH) triggers the Bluetooth Dial-
Up Networking Pro�le (DUN) mechanism[8] to turn the
cellphoneinto a wireless modem for Internet access.For
convenienceof discussion,we call the former systemarchi-
tecture the “gateway mode”, and the latter the “cellphone
mode”. Introducing the cellphoneand its associatedDUN
mechanismenhancesavailability.

Fig. 2. Overall SystemArchitecture– CellphoneMode



B. SystemArchitecture of ALH Node

Fig. 3. SystemArchitectureof ALH Node

The ALH node serves an important role in the home
environment. Its detailed internal architectureis depicted
in Figure 3. The architectureconsistsof three layers: OS,
middleware,andapplication.

The OS layer is equippedwith various communication
stacks and correspondingplatform-dependentApplication
ProgrammingInterfaces(APIs). The TCP/IPAPI andstack
is installed by default, so that the ALH can accessthe
Internet.Dependingon the family of peripheralsto support,
theotherstacksandAPIs mayincludeBluetooth,ZigBee[9],
Infraredetc.

The middleware layer wrapps platform-dependentAPIs
with uni�ed Java APIs, and provides standardservicesto
assistedliving applications.From middleware layer above,
the runnablesareJava [10] byte codes,which areplatform-
independent.Speci�cally, themiddlewareconsistsof follow-
ing components:

1) Device Monitoring Daemons: Thesedaemonsmon-
itors the join/leave of peripheraldevices in the envi-
ronment,and registers/de-registersthe devices in the
Device Registry Service.

2) Device Registry Service: This maintainsa database
of peripheralsavailablein theenvironment.Eachentry
is an XML [11] �le describingthe device. The XML
�le speci�es at least the following properties:Device
CommunicationParadigm, Address, and Application
Protocol. The Device CommunicationParadigm can
be (but not limited to): Bluetooth,ZigBee,Wi�, USB,
and Infrared. Address is the unique addressof the
device under its communicationparadigm.Applica-
tion Protocol speci�es the applicationlayer protocol
that should be used to interact with the device, for
example, “mp3 player”, “text messagedisplay”. Dif-
ferent devicesmay comply with the sameapplication
layer protocols. Use of XML allows the standard,
human-readable,andmachine-checkablespeci�cations
of theabove properties.Notealsothatwith theDevice
Monitoring DaemonsandtheDevice Registry Service,

applicationsdo not have to bind with speci�c devices,
but ratherlocateproperdevicesat runtimeby querying
the Device Registry Service.

3) Uni�ed Application-Peripheral Communication
APIs: Speci�c programming APIs under various
communicationparadigmsare different.For example,
theJava API for Wi� is thestandardjava.net.*package
[12], while the API for Bluetooth is JSR-82 [13].
The Uni�ed Application-PeripheralCommunication
APIs abstractsdifferent communicationAPIs in a
consistentparadigm,which basicallyfollows thewell-
known java.net.*APIs. This allows applicationsto be
developed independentlyof speci�c communication
APIs. Another feature of the Uni�ed Application-
PeripheralCommunicationAPIs is the adoption of
QoS requestparameters.Userscan specify their QoS
demandswhenestablishingcommunicationlinks, and
the middleware returns approved QoS guarantees.
All QoS relatedparametersconform to a prede�ned
extensibleXML schema.

4) Other APIs fr om J2ME/J2SE: Either J2ME[14] (if
the ALH is a PDA) or J2SE[15] (if the ALH is a PC)
is installed on the ALH as the runtime environment.
This meansthe J2ME/SEAPIs are also available to
applications.

5) Inter net Heartbeat Daemon: This daemonperiodi-
cally checksthe availability of Internetaccessthrough
gateway router (see Figure 1). When the gateway
router fails/recovers,this daemonactivates/deactivates
the Bluetooth cellphone as a wireless modem (by
invoking/terminatingtheDUN mechanism)for Internet
access.

6) ALH Main Daemon: This daemonis in charge of
managing(start, suspend,stop, restart etc.) all the
applicationdaemonsand middlewaredaemonson the
ALH.

Theapplicationlayeris wherevariousapplicationsresides.
They are built on top of the uni�ed APIs and services
providedby the middleware.Many of themcanbe daemons
that runsall-year-around.At the time of writing this article,
we have designedand implementedtwo applications:daily
reminderof taking medicationand vital sign measurement,
andwill discussthemin SectionIV.

C. Securityand Privacy Mechanism

The securitymechanismin the assistedliving infrastruc-
ture concernstwo aspects:

1) protectinginformationcon�dentiality;
2) ensuringdataintegrity in the homeWLAN with link-

level authenticationandencryption.

Protectionof informationcon�dentiality implies the need
to differentiateinformationvisibility to differententities.For
example,when the smart medical device sendsa message
that containsvital sign meansurementsto the ALSP server,
the contentof the messageis meantto be interpretedonly
by designatedclinicians.The ALSP server itself shouldnot



be ableto readthevital sign measurement.Rather, it should
only be able to read administrative information contained
in the messagesuchas the ID of the AP. This requirement
canbe realizedby thepartial encryptionmechanism[16] of
SimpleObjectAccessProtocol (SOAP) [17], an XML-based
messageformat for interoperablemessagecommunication
amongheterogeneoussystems.For example,we canencrypt
administrative informationandvital sign measurementssep-
arately: we �rst encrypt only the vital sign measurements
using the encryptionkey betweenthe smartmedicaldevice
andthe clinician, andthenthe entiremessage(that includes
both the administrative information and the encryptedvital
sign measurements)usinganotherencryptionkey known to
the smartdevice, the ALSP server, andthe clinician. In this
fashion,a third-partycannotdecryptthemessage,theALSP
server can only decryptthe administrative information (and
knows to which AP the correspondingvital sign measure-
mentbelongs),and the designatedclinician candecryptthe
entiremessage.

To protectcommunicationin the homeWLAN with link-
level authenticationand encryption,all the devices in the
home WLAN sharean authenticationtoken (a specialized
encryption key). The gateway router uses this token to
authenticatea device before allowing it to use the home
WLAN. The authenticationschemefollows Wi-Fi Protected
Access 2 (WPA2) [18], a subset of IEEE 802.11i[19]
security standard.WPA2 has two authenticationmodes:
WPA2 Enterprise(WPA2-EAP) andWPA2 Personal(WPA2-
PSK). WPA2-EAP leveragesIEEE 802.1x framework and
authenticatesnetwork nodesusingExtensibleAuthentication
Protocol (EAP). In spite of its powerfulness,this mode
is, however, too heavy-weight due to the use of high-cost
serverssuchasRemoteAuthenticationDial-In User Service
(RADIUS) server andCerti�cation Authority (CA). WPA2-
PSK, on the other hand,authenticatesnodesusing a token
called the Pre-Shared Key (PSK). It offers a light-weight
solution that �ts the needfor authenticatingdevices in the
homeWLAN. As such,we adoptthe latter in the software
architecture.

Encryption is required for both preservingprivacy and
protectingwirelesscommunicationfrom unauthorizeduse.
Context information suchas encryptionkeys or certi�cates
have to bedeliveredto the involveddevices.We proposethe
useof aspecializedUSBmemorystick,calledAuthentication
Manager for You (AMY), for con�guring and managing
encryptioncontexts. A device (the gateway router, theALH,
or a smart device) is equipped with AMY software to
automaticallyrecognizeand install the context information
whenan AMY is plugedinto the device.

IV. IMPLEMENTATION OF APPLICATIONS ON TOP OF

PROPOSED SYSTEM ARCHITECTURE

With thesoftwarearchitecturein place,numerousapplica-
tionscanbe built to facilitateelderlypeoplewith their inde-
pendent/assistedliving. At thetime of writing thearticle,We
havedesignedandimplementedtwo demoapplications:daily
reminderof taking medicationandvital sign measurement.

In the reminderapplication,eventsarescheduledby clini-
ciansandcaregiversfor theAP (seeFigure4) throughinter-
facesprovidedby theALSPserver. In thehomeenvironment,
the reminderdaemonthat resideson the ALH periodically
polls the ASLP server. When it is time for remindingAPs
of certain events, the reminder daemon picks the most
appropriatedevice and sendsthe reminding message.For
example,if the remindingmessageis an audio clip, it may
be forwardedto a Bluetoothearplug.On the other hand,if
it is a text message,it may be forwardedto a cellphone.

In the vital sign measurementapplication,the AP mea-
sureshis vital signs(suchas glucoselevel, blood pressure,
heartbit rate,arterial oxyhemoglobinsaturationlevel) with
Bluetoothenabledmedicalmetersat home(seeFigure 5)1.
The measurementresultsare then encrypted(either by the
device or by the ALH if the device is not smart),and sent
to theALSP server. In theclinic, anauthorizedclinician can
retrieve the vital sign measurementsof the AP at any time.
This mimics the drop-boxwork�o w in real-world hospitals:
patientput their blood samplesin a drop-box,the drop-box
storesthe samplestemporarilyuntil the doctorpicks up the
bloodsamples.Also, notethatthepersonalbehavior pro�ling
applicationcanbe readily implementedwith thesamesetof
code,exceptthatBluetooth-enabledmedicaldeviceshave to
be replacedby RFID or Ubisensereaders.

V. RELATED WORK

The needfor new technologiesto facilitateassistedliving
has recently received increasingattentionboth in industry
andacademicresearch,andhasbecomethe focusof several
R&D projects. In what follows, we summarizeexisting
projects,and discussthe differencebetweenthe proposed
andexisting research.

At the Center for Future Health (CFH) at University of
Rochester[20] thesmartmedicalhomeprototypeconsistsof
infraredsensors,computers,bio-sensors,andvideocameras.
The key servicesto be providedaremedicaladvisorywhich
provides a naturalconversationalinterfacebetweenthe pa-
tient andhealthcareexpert,motion andactivity monitoring,
pathogendetectionand skin care,and personalhealthcare
recordfor consumer-providerdecisionsupport.Thecoresup-
porting technologyto achieve the above servicesis a visual
systemfor object recognitionand tracking.The component
project that comes closest to ours is called Middleware
Linking Applicationsand Networks(MiLAN), and aims to
develop middleware solutions to adapt applications to a
changingset of available resourcesin the smart medical
homeenvironment.Our researchcomplementsCFH in two
aspects.At the applicationlevel, the applicationdomainof
CFH is health care settings such as nursing homes and
hospitals.In contrast,we focuson improving the quality of
living in anassistedliving environment.At the infrastructure
level, we focus on laying a robust, dependable,and secure
software infrastructurethat allows disparatetechnologies,

1The currentimplementationinvolves Nonin 4100Oximeter[5]. Integra-
tion with A&D UC-321PBTScale[6] andLifeWatchbloodpressuremeter[7]
is underway.



Fig. 4. ReminderApplication Scenario

software, and wirelessdevices (of different protocol fami-
lies) to be pluggedin a plug-and-playmannerand operate
with predictability and privacy preservation. (We have also
deliberatelychosen,for privacy reasons,not to use video
camerasfor monitoring.)We leveragelow-cost,non-intrusive
technologiessuchas RFID and Ubisensetechnologiesand
diversewirelessdevices to help elderly peopleto interact,
and make sense,with the environment.Moreover, we will
carry out ethnography-basedstudiesand usergroup assess-
mentwith clear testablehypotheses.

The Aware Home project at Georgia Tech [21] targets
to createa home environment that is aware of its occu-
pants' whereaboutsandactivities. The servicesprovided by
“aware home” rangefrom enhancingsocial communication
suchas providing digital portrait of elderly peopleto their
family members,to memory aids that assist users in re-
suming interrupted activities basedon playbacksof past
events recordedby video camera.At the systemlevel, the
“aware home” project focuseson context-aware computing
to supportrapid prototyping of home applications.It does
not, however, addressQoS provisioning, wirelessnetwork-
ing, security/privacy, human-computerinterface issues in
a dynamic environment that allows integration of various
hardware,software,andwirelesstechnologiesin a plug-and-

play fashion.A clinical studythat explorespotentialclinical
utilities is also lacking.

The smart in-home monitoring systemat University of
Virginia[22] focusesondatacollectionwith theuseof asuite
of low-cost,non-intrusivesensors.The informationcollected
is logged and analyzedin an integrateddata management
system(that is linkedto theInternet).Thesystemessentially
collects information in a passive manner and does not
directly interactwith elderly people.The datamanagement
systemis complementaryto our research,as the behavior
pro�le gatheredby the RFID/Ubisensecomponentsin our
assistedliving infrastructurecanbe fed into their server for
early diagnosisof behavior changesand/orelderly diseases.

The major industry researcheffort is perhapsled by the
age-in-placeadvancedsmart-homesystemat Intel [23]. It
aims to help elderly peoplewith Alzheimer's diseases,by
integratingfour majortechnologies:sensors,homenetworks,
activity tracking,andambientdisplays.The sensorslocated
in the homeenvironmentsensethe locationsof the people
and the objects in the home. The home network uses a
combinationof motion sensors,cameras,contactswitches,
and magneticswitches to keep track of activities and to
display the environment.Again the focus of this project is
not on systemsreliability, robustness,security, andwireless



Fig. 5. Vital Sign MeasurementScenario

device coexistenceissues.
We expectour researchwill complementexisting projects

at the application level by developing new applications
(suchastime-driven,event-drivenandsituationalreminders,
servicesfor locatingpersonalbelongings,servicesfor trans-
portingAP-measuredvital signsto healthcareprovidersand
medicalexperts);andat theinfrastructurelevel by addressing
researchissueson laying an open,dependable,and secure
software infrastructurethat allows elderly peopleto interact
with theenvironmentwith low-costlocalizationandwireless
technologies.In addition, we are the �rst to advocate an
openenvironmentthatprovideswell-de�ned, QoS-annotated
APIs and allows devices of different vendors to co-exist
and collaboratively improve the quality of life of elderly
people.This is thekey to industrystandardization,andwide
deployment,of thesedevices.We arealso in the processof
working with experiencedmedical and health care experts
at WashingtonUniversity in Saint Louis, in employing a
comprehensive,systematicHCI-basedmethodologyfor eval-
uatinghow elderlyfeel aboutleveragingnew technologiesto
facilitate their independentliving.

VI . CONCLUSION

The needfor the assistedliving supportive environment
is compelling, due to the increasingeconomicand social

problemsposedby aging.In this article,we have proposedI-
Living, anopenassistedliving systemarhitecturethatallows
integrationof various,hybrid embeddeddevicesin a �e xible,
secure,and highly available fashionwith predictableprop-
erties.Flexibility is provided by deploying the Device Reg-
istry Service,Uni�ed Application-PeripheralCommunication
APIs, XML, andJava technology. Availability is ensuredby
enabling the systemto operateboth in the gateway mode
and in the cellphonemode. When the gateway router is
unavailable, the environmentwill activate the cellphoneto
act as a wirelessmodemfor Internet access.Security and
privacy areaddressedin thecontext of protectinginformation
con�dentiality and providing link-level authentication.We
proposethe useof SOAP to provide information con�den-
tiality and differentiatedprivacy, and AMY basedauthenti-
cation to protecthomeWLAN resourcefrom unauthorized
accesses.For proof-of-concept,we have also implemented
two representative applications:daily reminderapplication
and vital sign measurementapplicationto demonstratethe
usefullnessof the proposedsystem.

As partof our futurework, we will addmorefunctionality,
suchas QoS provisioning, wirelessinterferencemitigation,
anda rich setof easy-to-useanderror-accommodatingHCI
componentsinto the assistedliving system.We areincorpo-



rating role-basedtrust managementin the HCI components
so as to provide different levels of information disclosure
to different people.We are also in the processof working
with medicalexpertsatWashingtonUniversityin SaintLouis
to de�ne testablehypotheses,identify a groupof volunteers
from elderly peopleandclincians,andcarry out usergroup
studies.
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