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Abstract- In a shared channel model for internet links,
bandwidth is shared by principled users who abide by
communal principles for sharing and using bandwidth and
unprincipled scofflaws who seek to commandeer as much
of the bandwidth as possible to effect disruptions such as
spam and DoS attacks. Attacks are magnified by the spread
of bots that surreptitiously takewhich an adversary

is assumed to be able to exercise complete control over
the communication network. The key result of these
studies is that cryptographic guarantees can provide a
level of immunity to these twin threats even under this
draconian model of adversarial control of the communi-
cation infrastructure. With the rapid proliferation of the
Internet, however, a new security threat has emerged:
denial of service (DoS) attacks seek not to eavesdrop
on or spoof communications but are content merely
with disrupting interactions by making it impossible to
communicate to select users. The classical cryptographic
approaches to providing integrity and confidentiality do
not provide much guidance on how to deal with this
new threat.

It is clear that the Dolev-Yao model cedes too much
power to an adversary in this setting. Certainly, if an
adversary has control of the network and can con-
sequently select and drop packets at will he is al-
ready assured a DoS capability. The shared channel model
proposed in recent work of the authors [2], [3] is an
effort to relax some of the Dolev-Yao provisions while
still permitting adversaries substantial, but bounded,
resources. The model assumes that a either of these will result

in a prima facie DoS capability for the adversary. Within
the framework of the shared channel model, the results
of the studies [2], [3] were encouraging in so far as it
was shown that in some settings DoS attacks could be
thwarted at low cost.

Even a cursory consideration of any real network
suggests, however, that the shared channel model, for
all its appeal, is somewhat simplistic in its blithe allo-
cation of bandwidth. Nor does it take into account a
possible plethora of inimical sources, zombies, and bots
who take over unwary legitimate users. In such settings
the natural filtering by router policies at ingress nodes
and the rate of growth of link capacities towards the
backbone play key roles in determining what fraction
of the bandwidth is eventually commandeered. These
considerations are presented in detail here for a tree
topology with users scattered at the leaves and with
varying link capacity assignments and idealised router
policies. Wepresent a framework, in a somewhat sani-
tised and idealised setting, in which one can analyse how
the density of bots affects the fraction of the available
bandwidth that adversarial traffic can commandeer.



begin with two stylized drop models that ignore random
effects in trimming flows.

* Agnostic drop model. The router makes no judgement
about the presence or absence of hostile elements in
an incoming flow that exceeds allocated bandwidth
and merely drops packets uniformly across the flow
until the load offered by the link matches the allo-
cated bandwidth. The proportionate mix of users in
the trimmed flow is kept in the same proportion as
in the original incoming flow.

* Pernicious drop model. Packets in the contami-
nated flow that originate with legitimate users are
dropped first (uniformly across all legitimate pack-
ets in the flow under consideration) with bot gen-
erated packets dropped only after all legitimate
packets are exhausted. In the portion (if any) of the
trimmed flow that is occupied by legitimate users,
the users appear in the same proportion vis a vis
each other as they did in the incoming flow. Attacker
friendly drops of this nature may be thought of as
an attempt to model situations where an attacker
exploits knowledge of the router protocol by timing,
replay, or other attacks.

The fraction of the flow of any user that is dropped in the
above proportionate drop models may be identified with
the expected fraction of the flow that is dropped in the
corresponding random drop models. As we shall see, for
reasonable capacity link assignments, the results may be
interpreted in terms of expected loads for random drop
protocols.

On notation: It will be convenient to introduce the
notations xA\ := min{x,1g} and xVg := max{x,lg} for
minimum and maximum, respectively. As is usual, we
write

rx if x > 0,
X+ = 0 if x< 0,

to denote the positive part of x.

III. EDGEFLOWS
Ignoring random effects for the nonce, suppose that

each legitimate user offers a load exactly equal to P.
Write (Pk for the load carried by the outgoing edge of

any vertex in generation k. Wecall y(k the flow emanating
from a vertex in generation k. We write (Pk = ck
if the vertex is contaminated, and (Pk = q4 if it is
uncontaminated.

Vertices in generations r < k < n may be either
uncontaminated or contaminated. Weconsider these in
turn.

The flow emanating from uncontaminated vertices
satisfies the recurrence Wu = d4uc+, (recall that 1d-k <
Ck for each k and that the bandwidth allocation model
supports fair queueing). Together with the boundary
condition Wu : , this leads to the solution

,u = fidUk (r + 1 < k <Ti). (1)

(Bear in mind that all vertices in generations k < r are
contaminated.)

Now each contaminated vertex in generation k (with
r < k < n) has precisely one contaminated child.
Each such vertex will hence accommodate the entire
offered load q c+I + (d -1) u+I if it is less than the
link capacity Ck; else it will accommodate the entire
offered load from each of its uncontaminated children
(as Wu+, = d-k-k 11 <K Ck/d) and limit the bandwidth
allocated to the contaminated child to Ck -(d_1 )1uk+l
Ck- (d-1 )d-k- 11 so that the total traffic carried by
the outgoing link is at link capacity Ck. Accordingly, the
flow emanating from a contaminated vertex in genera-
tion k satisfies the recurrence

(f = Ck A {q4'l, + (d- 1)'+, I} (r < k < Ti).

By induction, we quickly obtain

WC=CkA{Ck++(d -1)d 13}
A{Ck+2 + (d- 1)(d + 1)d -k-2}
A{ Ck+3 + (d-1) (d22+ d + 1) d-k-3k iA}

which leads to the general solution

A{CAcj + (di 1)d U3}
j=k

U

A {Cj+ (d - k
j=k

dn-)13} (2)

for r K k < in.
To finish up, consider vertices in generations 0 < k <

r -1. As all such vertices are contaminated, we obtain
the recurrence

k =ck= CkA(dWck+l)
and induction again quickly yields

kAf(d A(Adr kr ) A(di kC.)
j=k j=k

A n

/\ (A{d T-Cj + (dn- - d-
j =r

j+rk )13}) (3)

for 0 < k < r -1. The convention A0 = oc allows us to
unify our results and write

fc = ( -Cj)A(A {d(rk-k
j=k j=kVr

+ (dT-k - d-j+(rT- k ) 1 })

(Cj

(O < k < rv,).

It follows a fortiori that the flow emanating from the root
satisfies

(Po (A d(CJ)A(A{drCj±dU dn +)P
j=0 j=T~~~~+r3}
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IV. ATTACKRATIOS ANDCOOPTEDBANDWIDTH
Let ak denote the bot generated portion of the flow

emanating from a contaminated vertex at generation k.
Wewill refer to bot generated traffic as attack packets and
in keeping with this vivid terminology we may identify
aXk as the attack flow emanating from a contaminated
vertex in generation k. The attack ratio Pk := aXk / then
connotes the fraction of the total flow emanating from
the vertex that is bot driven.

AGNOSTICDROPMODEL: Begin with the recurrence base

an = a= Cn.

Now consider the flow emanating from any contami-
nated vertex in generation k for r < k < n- 1. Recall
that each such vertex has exactly one incoming contam-
inated flow with the remaining d -1 incoming flows
uncontaminated. If the total flow entering the vertex,
4c+1 + (d-1 ])u+, is no larger than the link capacity Ck
then the vertex passes on the accumulated incoming flow
onto its outgoing link so that 4 c = Wc4+I + (d Il).u
and Xk = ak.+1. If, on the other hand, the net incoming
flow c4+ I + (d -1 ) WP+ , exceeds link capacity Ck then,
as fair queueing mandates that the entire flow from
uncontaminated links is passed on untrammelled, the
bandwidth allocated to the incoming contaminated link
is Ck- (d-1 )IP) + 1 and a random selection of packets
is dropped from the offending incoming link until its
offered load matches the allocated bandwidth. As the
fraction of attack packets in the contaminated incoming
flow is Pk+1 = ak+1 4/4C+I, under a model of uniform
agnostic drops it follows that this is also the fraction
of the allocated bandwidth that is usurped by attack
packets and, consequently, Xk = (Ck- (d-1 I 1 ) Pk+1
Putting the two cases together we obtain the recurrence

To complete the recursive specification, each vertex in
generation k for 0 < k < r -1 sees d contaminated
incoming edges, each carrying traffic ±c+1 = 1k+1 +
(WC+41 - k±+1) of which ak+1 is the portion coopted by
the attack flow. If dylc + < Ck then the entire offered
load dyc+, is accepted and passed on to the outgoing
link whence Xk = dak+I. If d44c+H > Ck, on the other
hand, the incoming traffic is pruned back with traffic on
each incoming link allocated bandwidth Ck/d whence
ak = d(pk+l Ck/d) = Pk+1 Ck. It follows that

ak = (dc+)AA (pk+l C) = {d ACk/(pk+1}ki+1
which leads to the inductive solution

r-1

ak = aCrf{ d A Cj I(P i}

j=k
(0 < k < r-1). (5)

Pooling results, we obtain the desired expression

()=k)
n-1

x f l {1/A(Cj-(d
j =kVr

1 )Wu O/W4+l})
with the convention on products over empty sets allow-
ing us to extend the result to the cases r < k < n as well.
In particular, the attack flow at the root is given by

o = CT(,i{d/C/(Hj+1})
nlI

x (H{lA(Cj-(d
jr

1 )u+ 1)/44+1 }

ak = axk+lA (Ck -( -1) o1q+4) pk+l
{1A (Ck- (d-1) ou+,) /C + lI} xk+1

valid for all r K k Ku 1. An easy induction now leads
to the general solution

ul-I

j=k
(r < k < Ti),

(4)
the usual conventionHo := 1 allowing us to extend the
result to the base case k = n as well.

The product on the right suitably normalises by a
quantity no larger than one. For instance, we may verify

aL_-l = C { 1AI (CR_ 1- (d -1 )yu) /yc }
= Cn A{C(C[ 1 -(d- 13) /C}
= C {C- 1- (d- 11 }

where the right-hand side is in accordance with what we
may write down by direct observation.

PERNICIOUS DROPMODEL: The recurrence base is unaf-
fected with

nX=1 = Cn

as before. For a vertex in generation k with r < k < u- 1,
if the net incoming flow q c+I + (d l-)>p is no
larger than the outgoing link capacity Ck then the entire
incoming flow is passed on to the outgoing link, (Pk.

4±+1 and, a fortiori, X= k+ 1 If, on the other hand,
the net incoming flow exceeds link capacity then, under
the aegis of fair queueing, all uncontaminated incoming
flows are allocated bandwidth sufficient to handle their
flows with the bandwidth allocated to the contaminated
incoming flow restricted perforce to Ck -(d 1 y)Wk+l 1
Under the pernicious drop model, the bot generated
portion of the contaminated incoming flow gets first
access to this bandwidth (up to the allocated maximum)
whence Xk = k+1 A { Ck- (d-1 ) uP+I }. Pooling cases,
we have

ak = Xk+l A{Ck-(d- ])u+,>} (r < k < -1).
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An easy induction mops up and we obtain
n-1

ak A-{ (d _1 )y}ACT}
j=k

(r < k < rt), (6)

with the convention on the minimum over an empty set
allowing us to extend the identity to the base case k = u.

Arguing as before, for 0 < k < r -1, all incoming flows
to a vertex in generation k are contaminated. If d(p c + <
Ck then the entire incoming flow can be accommodated:
y c = dyc +1 and ak = dxk+1. If dyc +1 > Ck then each
of the incoming flows is allocated bandwidth Ck/d. As
the attack segments of these flows grab the allocated
bandwidth first up to the allocated maximum, Xk
d(xk+l A Ck/d) = (dxk+±) A Ck. It follows that

r-1
ak = (dxk+1) ACk A(di-kCj)k (dr k-Lkr) (7)

j=k

for 0 < k <r -1.
Unifying the two cases, the attack flow emanating

from a contaminated vertex in generation k is given by

r-1I n-1
a,= A(di-kCj) A d(T-) + {C,-(d _1)pu }

j=k j=kVr
A { d(r-k)+ C }

for 0 < k < n. In particular, the attack flow emanating
from the root is given by

r-1 l- I

(O = A(dJC) AA dr{Cj
j=O j=r

(d_ 1 ),uy ,I} A{drCn}.

It is instructive to compare these results for the perni-
cious drop model with the corresponding expressions
obtained for the agnostic drop model.

V. BANDWIDTHUTILISATION
Of the traffic entering the sink, the total bandwidth

utilised by legitimate users is yc ao. It is not difficult
now to obtain a finer resolution of bandwidth utilisation
across different categories of legitimate users.

Introduce the natural metric on the vertices of the tree
by setting the the distance between any two vertices to
be the hop count to their closest common ancestor. For
each 1 < t <K r, let Ut be the equivalence class of users
at distance t from the nearest bot. It is easy to see that
a given bot has d -1 users at distance 1 from it, d2 - d
users at distance 2 from it and, in general, dt dt
users at distance t. By symmetry, it follows perforce that
cardUt =dr(dt -dt-l).

For each t and k, let 1t, denote the flow originating
from a user in class Ut that is admitted into the outgoing
link of its ancestor in generation k. Now fix any 1 <
t < - r and consider any user in the class Ut. As
the nearest contaminated ancestor is t hops away, fair

queueing dictates that the entire user flow is preserved
through the lowest t + 1 generations whence

1 = Pt,T= Pt,T- =... = pt,1-t-

Suppose k > r. Then the subtree with root at any
contaminated vertex in generation k has d"-k leaves
consisting of one bot, d -1 users in the class U1, d2- d
users in the class U2, ..., and d-k d 1-- users in
the class UT k* It follows that the flow emanating from
the vertex may be decomposed into

n-k

k = ak+ (dt
t=l

dt )13t,k

Ti-k- I

ak. + (d -1) Lk dt-1 t,k + (d -

t=l

1)d- k 113

as 0,,-k,k= 13.

Now, fix t and consider any given user in class Ut.
For r < k < n- t -1, the kth generation ancestor of the
tagged user sees d -1 uncontaminated incoming flows
in addition to a single contaminated flow containing the
tagged user's packets. The bandwidth allocated by the
vertex to the contaminated flow is hence (p4c- (d- 1) yu
of which ak is coopted by the attack flow. The residual
bandwidth 4c- ak - (d -1 ) d-k- 113 is spread propor-
tionately among the commingled flows of the legitimate
users in the contaminated incoming flow

n-k- I

Wk = ak+1 + y (ds
s=l

dS )13s,k+1.

Accordingly,

_t,k=::
Pt,k+I

t E--1 (d (S-dd- ) 1s dkk
x (ck -ak- (d - )dTk I }

Pt,k+l
k+l1- k+1

-{f' -k- (d -)d-k-k 11}

so that a ready induction yields

ktI 4± c(d- J)d-j-1J±1
(r < k < Ti),

(8)
the usual convention on empty products allowing us to
extend the range of validity of the above equation to

- t < k < r, as well.
To finish up, consider any vertex in generation k with

0 < k < r -1. Such a vertex is necessarily contaminated
and the subtree rooted at the vertex has d'-k leaves
consisting of d'-k bots, d'-k (d- 1) users in class Ul,
dT-k (d2 d) users in class U2, ..., d-k (d 'r- rd 1
users in class U_ . Accordingly,

n-r
(k = ky(+ dr- (dt

t=l

dt )13t,k.
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