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Abstract

Interoperability in a large-scaledistributed systemis
challenged by by the diversity of node policies. We in-
troduceAMPol (Adaptive MessagingPolicy), a service-
orientedarchitecture that facilitatespolicy-aware, end-to-
endadaptivemessaging betweenmultiple parties. AMPol
providesservicesfor expressingnon-functionalQoSpoli-
cies, �nding them,and carrying out systemextensionsto
adaptto them.We implementthis approach with a webser-
vicemiddleware that allowspartiesto usepoliciesfor fea-
tureslikeattachments,payment,encryption,andsignatures.
Our implementationdemonstrateshowAMPol canenhance
thefunctionof emailmessaging by enablingautomaticde-
ploymentanduseof featureslike cycleexhaustionpuzzles,
reverseTuring testsand identity basedencryptionwithout
theneedfor global deploymentor changesto the baseline
messagingsystem.

1. Intr oduction

ServiceOrientedArchitectures(SOAs) usemiddleware
with standardizedinterfaces,languages,and protocolsto
provide interoperability betweenheterogeneoussystems
with loosecoupling. One challengefor this objective is
to supportnon-functionalquality requirementslike secu-
rity, availability or reliability constraintswithout breaking
the interoperabilityof the system. In a highly dynamic
andvaryingenvironmentthesefeaturesandtheirconstraints
may changefrequentlywith eachchangeaffecting inter-
operabilityand�e xibility . Supportingpolicy requirements
in a service-orientedenvironment is more complex than
traditional distributed computingenvironments(basedon
DCOM/COM+, J2EEand CORBA) sincesuchbehaviors
cannotbeassumedby client applicationsandtheremaybe
no couplingbetweenrequesterandprovider. Suchsystems
canbemadeto functionona largescalein aninteroperable
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waybyallowingrequestersto dynamicallyadaptto thepol-
icy requirementsof otherswith whomthey needto interact,
wecall it policyadaptation.

In SOA, the term Quality of Service(QoS) refers to
non-functionalpropertieswhich affect the de�nition and
executionof a service,while QoS policy refers to a set
of constraintsof the non-functionalbehavior of a service.
In this paper, we extend this de�nition to include service
consumersbecausetheremaybenon-functionalconstraints
from a targetservicewhich affect theexecutionof a client,
wecall this featuretwo-waypolicy. Furthermore,thescope
of theseQoSconstraintsmay not be limited to immediate
serviceconsumersandserviceproviders;it mayinvolveall
the intermediateentitiesor endparties(e.g. brokers,com-
positeservices,messagerelaysor endnodemessagerecip-
ients). We call this featureend-to-endpolicy. End-to-end
policy supportsadaptive messagingbetweenthe requester
and the serviceprovider including all the intermediaries.
Currentapproaches[8, 28, 21, 9, 24, 29] lack this end to
endandtwo-waynotionof policies.Also, adaptationbased
on non-functionalquality requirementswould requiresys-
temupdates.SOAs basedon web serviceswith metadata
speci�cationsandadaptive middlewareapproachesoffer a
promisingplatformfor realizingthiskind of scalabilityand
interoperability.

While a varietyof studieshave exploredaspectsof how
the promiseof end-to-endadaptive interoperablesystems
canberealized,new casestudiesareneededto revealmore
requirementsanddesignalternatives. This paperdescribes
onesucheffort in which we explore an adaptive architec-
tureto supportQoSpoliciesfor large-scalemessagingsys-
tems, such as email, instant messaging,chat rooms, list
servers,Wiki pages,blogs,bulletin boards,andso on. In
many cases,thesesystemslack basicfacilities for adapta-
tion, which breakstheir functionalitywith the introduction
of new policy requirements.For instance,emailmessages
areoftendiscardedby mail relaysfor thereasonsunknown
to senders.In somecases,thesepoliciesaresecretsof the
relaysor recipients,suchasmany anti-spam�ltering tech-
niques,while in othercases,they could have beenadver-
tisedto potentialcorrespondentsto facilitatereliablemes-
saging. Examplesinclude rules for the allowed sizesof



messages,typesof attachments,origin guaranteessuchas
DNS listing, requiredsignaturesor encryption,etc. If these
policiescanbecommunicatedto sendersin aneasilyadap-
tive way, the overall messagingsystemcanbe mademore
secureandef�cient without sacri�cing convenience.This
domain-speci�cfocus leadsus to appreciatethe needfor
new featuresin thegeneralsolutions.For instance,in mes-
sagingscenarioswe needto considertheassuranceof poli-
ciesatmultiplenodesin a mannerthatis not justageneral-
izationof thetwo nodeclient-servicemodel.Also, thereis
considerablebene�t in ourapplicationto enablingdynamic
systemupdates.Althoughthecasestudyisdomain-speci�c,
our adaptive service-orientedarchitectureshouldbe appli-
cableto a rangeof othertypesof systems.

In this paper, we proposeAdaptiveMessaging Policy
(AMPol), a referencearchitecturefor adaptive interopera-
blemessagingbasedonadvertisableQoSrequirementsin a
form of policies. AMPol is basedon the ideathat the en-
tities participatingin messageprocessingshouldlearnand
adaptto the policies of eachother in an end-to-endman-
ner. This is achieved throughthreefundamentalarchitec-
tural components:
(1) Policy model:describesQoSrequirementsof theenti-

ties' dynamicbehaviors in theform of policies.
(2) Policy discovery: encapsulatesprotocolsto publish,

discoverandmergesuchpolicies.
(3) ExtensionandEnforcement(EE): addspolicy confor-

mancecapabilitiesandenforcespolicy ruleson mes-
sages.

Our validation case study realizes AMPol basedon
WSEmail[18], an approachto email in which legacy pro-
tocols,suchasSMTP, IMAP, andS/MIME, arereplacedby
familiesof Web service(SOAP) calls andemail messages
areformattedin XML. Weaimto validateAMPol by show-
ing how email servicescould be facilitatedby the AMPol
architectureto supportQoSpoliciesin anend-to-endadapt-
ablemanner. In particular, our implementationis able to
automaticallysupportadditionof new QoSconstraintsfor
availability andsecurityby deploying plug-insfor puzzles
(to raisethe burdenfor spammers)and identity-baseden-
cryption (which allows sendersto encryptmail for recipi-
entsbasedon email addresses).All this canbe donewith
secureandseamlessintegrationin a large-scalemessaging
system.

AMPol's goal is to supportdynamicandcomplex QoS
policies and maintain the interoperabilityof the systems.
Our solutionis basedon the ideaof two-way policy adap-
tion, end-to-endpolicy and an agile middleware to sup-
port thesepolicies. This paper's main contributions are
its end-to-endand two-way policy solution, adaptive and
genericdistributedpolicy framework, referencearchitecture
of adaptive middlewarefor messagingsystems,andappli-
cationof this middlewarefor WSEmail.

Thepaperis dividedinto sevensections.Sections2, 3, 4
arethecoreof thepaper. They describeour policy model,
policy discovery, andEE componentsrespectively by pro-
viding the designsof the componentsandreviewing these
with respectto our implementationof thecasestudy. Sec-
tion 5 describesa casestudyon WSEmail to validatethe
AMPol solution. Section6 discussessomeof the work
relatedto adaptive messagingand policy. Section7 con-
cludes.

2. Policy Model

Theentitiesinvolvedin adaptive messagingwould need
to declaretheir policiesup-frontto allow othersto discover
thepolicies. TheAMPol policy modelprovidestheframe-
work for specifyinga setof rulesor constraintsdescribing
theQoSrequirements.Thepolicy constructsshouldbedis-
tinct, modularandsupportive of variousrule combination
logics, making the policy languageexpressive andunam-
biguous. The policy model shouldunambiguouslyde�ne
which entitiesthepolicy is appliedto andwhich entity en-
forcesthe policy. The languagefor expressingthe policy
shouldbegenericsothatthepolicy schemeandcorepolicy
enginedo not needto bemodi�ed whennew assertionsare
added.TheAMPol policy modelis illustratedin Figure1;
therestof sectionshowshow it satis�estheserequirements.

Thebasicunit of thepolicy is theconstructRule. Each
rule describesan operationor processrequirementfor a
message,e.g. encryptionandsignature.Eachrule hastwo
parts.Oneis theaction, which speci�estheoperation(e.g.
encryption). The other one is the property, which speci-
�es parametersof this operation(e.g. IBE encryption).The
Rulesarecombinedinto aRuleSet with connectivesAND,
OR, EXACTLY-ONE,etc.. Oneor moreRuleSets form a
Policy. A Policy is associatedwith the applicationlevel
usage(usingtheApp attribute). For example,in a messag-
ing system,thepoliciescanbespeci�edasingress,egress,
or local policies covering messagesentering,leaving, or
within the local domain. Finally, PolicySet containsthe
Policy constructs.

Policiesareclassi�edasstaticor dynamic.Staticpolicy
is de�ned by eachentity beforethecommunicationoccurs.
It de�nes rulesthatareeffective for all conversations.Dy-
namic policy, which is basedon static policy, is a set of
run-timerulesfor aparticularconversationsession.If there
aremultipleentitiesinvolvedin asession,eachentityneeds
to know the staticpoliciesof othersandthengeneratethe
dynamicpolicy. Section3 describeshow to obtaindynamic
policies.

AMPol usesmeta-speci�cation,i.e.“thepoliciesof apol-
icy”, to elaboratethepolicy de�nitions. For example,each
Rule or RuleSet needsmeta-information,e.g. who will
performtherequiredoperationandwhowill check whether



Figure 1. AMPol Polic y Model

the policy constraint is satis�ed. In the AMPol policy
model,therulesareapplicableto theSubject entityandthe
rulesareenforcedby theTarget entity. In adistributedsys-
tem,thecreatorof theruleor thepolicy mightnotbetheen-
tity whowill verify or enforcethepolicy. Soit is necessary
to indicatethe targetexplicitly. To conformor enforcethe
rulesof a policy, theentity needssomeextendedfunction-
ality to performtheoperation.We de�ne Transformation
for a Rule thatcontainsall the informationto identify and
downloadaparticularplug-in. Policy enginescanparsethe
transformationinformationandpassit to systemextension
module. The latter candownloadandexecutethe plug-in.
Thus,if differentdomainspeci�c rulesandcorresponding
plug-insare introduced,the policy engineandsystemex-
tensionmoduledonotneedto change.

In serviceorientedsystems,clientsandserviceshave a
built-in logic to enforceor conform to policy constraints.
Evenif theselogicsareindependentlyprovided,theunder-
lying policy frameworksarenot �e xible enoughto dynami-
cally bindpolicy rulesto externalprocessingcomponentsto
handle(i.e. parse,comply, enforceor verify) policy rules.
In AMPol, we have decoupledthepolicy conformanceand
policy enforcementlogic from the corepolicy engineand
provided theselogics in the form of pluggableextensions.
Thebindinglogic of apolicy rulewith aprocessingplug-in
is speci�ed in the meta-speci�cationof a policy rule itself
insteadof hardcodingit in a corepolicy engineor applica-
tion logic.

All of the above meta-informationis encapsulatedby
MetaSpeci�cation , whichalsocontainsentitiesto indicate
the visibility (Visibility) and the priority (Priority) of the
rule. Oneaspectof meta-speci�cationsis that they areap-
plicableat differentgranularities,bothat therule level and
therulessetlevel.

Domainspeci�c policy rulescanbe de�ned by extend-
ing the AMPol policy model. Our casestudyon messag-
ing systemsis basedon a setof rulescalledAPESfor At-
tachment,Payment,EncryptionandSignature. TheEncryp-
tion andSignaturerulesspecifythecryptographicparame-
tersrequiredfor encryptionandsignature.For availability,
the Paymentrule speci�es the type of cost (puzzles)im-

posedon themessagesenders.The Attachmentrule spec-
i�es thepatternsof theattachment�les, which arethepri-
marymediumfor spreadingviruses.Theserulesareusedto
putconstraintsondifferententitiesin themessagingsystem
to achievesecuritygoals.

3. Policy Discovery

After specifyingpolicies individually, the entitiesneed
to exchangethem and negotiatea mutual acceptablepol-
icy set for the currentsession.We call this policy discov-
ery. Thepolicy discoverycomponentconsistsof threefunc-
tional sub-components,which provide theability to adver-
tise,merge,andquerypolicies. This componentis ableto
publisheachentity'spolicy to everyoneinvolvedin theses-
sion and ensuresthe publishedpolicies are accessiblere-
motely. Eachentity is ableto querythe other's staticpol-
icy or the �nal dynamicpolicy. Policy merging of two or
morepolicies is supportedandit hasthe potentialto sup-
portmulti-nodepolicy discovery.

Policy Advertisementis usedto publishstaticpoliciesto
otherentities.Theissuesrelevantto publishingarewhatto
publish,whereto publish,andhow to publish. The pub-
lishablepoliciesaredeterminedusingameta-level attribute
of thepolicy model. Thepublishedpolicy is a public sub-
setof the staticpolicy. Policiesof a particularentity can
be publishedat the local node(e.g. serviceitself), or at a
dedicatedpolicy server (registry or discovery service),or
at any remotecustomizedserver. Themain requirementis
that theserver is availableandremotelyaccessiblethrough
someknown protocols. From the policy consumer's per-
spective, the main issueis theprotocolandthe locationto
�nd thepublishedpolicies.Theprotocolfor �nding (query-
ing) policies is implementationspeci�c (e.g. HTTP, SSL,
WebServiceSOAP interface,LDAP, or custom-built proto-
cols). The locationof a policy-hostingnodecanbeknown
in advanceor canbelearnedby differenttypesof discovery
protocolssuchasUDDI or DNS. We assumepoliciesare
availablesomewhereonaremoteserverandcanbequeried
for a particularsystementity. AMPol haspluggablecom-
ponentsfor advertisingandqueryingpoliciesandthesecus-



tomizedcomponentscanbepluggedto theAMPol system
to con�gure it perapplicationscenario.

Policiesfor email clients(sendersor recipients)canbe
publishedat themail server. Eachmail server is responsi-
blefor providing servicesfor uploading,updating,querying
anddownloadingpoliciesfor aparticularsystementity. The
entity that is publishingthe policy also speci�es how the
policiesareuploadedandmaintainedin apolicy publishing
server. This canbedonein eitherthepushor pull mode.In
pushmode,clientsupload/updatethepoliciesto theserver.
In pull mode,policy server periodically(or whenrequired)
updatesthepolicy for aparticularclientby re-acquiringthe
policy from theclient.

As discussedbefore,the scopeof policies may not be
limited to immediateserviceprovidersonly, it mayinvolve
intermediateentities(e.g. anemailmessagemaygothrough
multiple forwardingentities). To discover and merge the
policiesof all theparticipatingnodesandgenerateanend-
to-enddynamicpolicy, wehaveaddedapolicy dependency
constructcalled PolicyRelation [2] in the AMPol policy
model.Whenanodeadvertisesits policies,it alsoprovides
a referenceto its immediatedependentnodes.The policy
relationinformationis usedto discover policiesof depen-
dentnodes.This policy referenceeitherdirectly points to
anotherpolicy or providesmetainformationto discover the
policiesof dependentnodes.Discoverycontinuesuntil poli-
ciesof all thenodesarediscoveredandmerged. The �nal
policy is an end-to-enddynamicpolicy. Our currentwork
on policy discovery is focusedon static systemtopology.
Our work [2] on global QoS involvesexploring solutions
for policy discovery for dynamicSOAs which dynamically
discoverandcomposeservices.

Policy Mergingis requiredto reconcilethepoliciesof di-
versepartiesin Policy QueryProtocolexchanges(thepro-
tocol descriptionis given later in this section). The prop-
agatedstaticpoliciesaremergedto generatethe dynamic
policy. Theservicerequester(messagesender)is theinter-
estedparty to get the service's (messagerecipient)policy
andgeneratethedynamicpolicy. Themerging canhappen
atdifferentnodesof thesystemthatlie in thepathof there-
questerandtheserviceprovider. For simpleclient-service
interaction,policies are merged at client node. For two-
way adaptation,the mergeddynamicpolicy is alsosentto
theservicealongwith therequestmessage.ThePolicy and
RuleSet constructsof theAMPol modelhave theCombi-
nationAlgorithm structure,which speci�es policy combi-
nationalgorithmssuchasAND, OR,EXACTLY-ONE and
soon.

PQP, thePolicy QueryProtocolis thefundamentalpro-
tocol for generatingdynamicpolicies from static policies
whena messagetransmissionis required. The initiator in
this caseis themessagesenderrequester. We presentPQP
for `four-nodemessaging'(for emailsystems)asillustrated

in Figure2.

Figure 2. Polic y exchang e and merging

SC is the messagesendingclient. It is connectedwith
SS,alsoknownassendingserver. Thesetwo entitiesconsti-
tutethemessagesendingdomain.At themessagerecipient
domain,RS is the recipientserver that receives the mes-
sageandforwardsit to receiving client RC. The four enti-
ties involved have ingressandegresspoliciesspeci�ed by
the policy model. We denotethe ingresspolicy speci�ca-
tion of receiving client (RC) as� I

RC, the egresspolicy of

sendingserveras� E
SSandsoon.

In the policy advertisementmechanismfor four node
system,the policies can be advertisedat the server node.
AMPol proposeseithera pushor pull mechanismto load
ingresspoliciesfrom clientsto anemailserverwhichserves
asapolicy server. Thepolicy server thenmergesits ingress
policy with theclient's ingresspolicies. This resultsin the
merged ingresspolicy for the receiving server and client.
It is denotedas: � I0

RS = Merge(� I
RS; � I

RC). Thesepoli-
ciesarestoredperreceiving client andcanbequeriedby a
uniqueidenti�er whichcanbefully quali�ed emailaddress.
This whole processis a part of policy advertisement.The
pushand pull mechanismand merging of policies in the
server is donein the policy advertisementstepto achieve
betterperformance.Anotheradvantageof this is thatit does
not requireRCto beremotelyaccessibleall thetime.

Clients may usea pull mechanismto improve sending
performance. For example, the sendingclient SC pulls
egresspolicies from the sendingserver and mergesthem
with its own staticpolicies. This stepis doneat the start
of thePQPprotocol. The merging of policiesat theclient
nodereducesthe requirementof any merging during PQP.
It is denotedas: � E0

SC = Merge(� E
SC; � E

SS), where� E0

SC
is themergedegresspolicy of SCandSS.Theequilibrium
statereachedafter exchangeof thesepolicies is shown in
Figure2.

The policy queryphasecannow be described.Step1:
Client SC wants to communicatewith RC; so it queries
the advertisedingresspolicies of its immediatenodeSS:
SC! SS: Queryfor � I

SS and� I
RC. Step2: Server SS

�nds out that its ingresspolicy hasa dependency relation



with RS policy. RS is resolved from theRC (e.g. through
DNS mapping)andSSrelaystherequestto RS.SS! RS
: Queryfor � I

RS and� I
RC. Step3: As thepoliciesat RS

arealreadymergedwith the recipient's policies, thereare
no furtherpolicy dependenciesandtheserverRSsendsthe
mergedpolicy � I0

RSto SS.RS! SS: � I0

RS. Step4. Server

SSsendsthemergedpolicy to SC.SS! SC: � I0

RS. Step5.
SCmergesthereceivedpolicieswith thesendingdomain's
egresspolicies(� E0

SC) andsendsmessagescomplyingwith

� I0

RS and � E0

SC via SS.This goesthroughRS to RC and
RC acceptsit becauseit is compliantto its ingresspolicy.
SC! RC : Messagecomplyingwith � I0

RS and� E0

SC.
For two-way adaptation(i.e. to enforcepoliciesfor the

replymessage)theaboveprotocolcanbeeasilyextendedto
propagatethepoliciesfrom SSto RSandRCin the�rst two
stepsor during the actualrequestprocessing.The merged
ingresspolicy of SC and SS are sentto RS and RC ulti-
matelyso thatall thenodescancomply to ingresspolicies
of othernodesto sendareply message.

The above protocol usesdistributed discovery mecha-
nismin whichPQPcomponentsateachnodearecon�gured
accordingto theapplicationscenarioandsystemsettings.In
conventionalWebservices,thepoliciescanbeadvertisedat
a UDDI or registry service. The servicerequester's PQP
modulequeriesthepolicy of immediatetargetservicefrom
the policy server, and if thereis a policy dependency, the
discoverycontinuesuntil all thepoliciesarediscoveredand
mergedinto dynamicpolicy. AMPol's �e xibility to adapt
the policy discovery protocol for applicationspeci�c set-
ting helpsachieving realadaptivity for any type of system
(e.g. P2P, serviceorientedcomputingor Email system).

We have useda middlewarebasedpolicy framework to
implementall the componentsof AMPol. This middle-
ware policy framework includescomponentsfor publish-
ing, querying,merging, enforcingandcomplying to poli-
cies. It hides the implementationcomplexity from the
coreapplicationlogic andthefunctionalityprovidedby the
middleware can be reusedby different applications. To
achieve greateradaptivity we want automaticsystemex-
tensionmechanismsthatdo not requiremodifyingbaseline
applications. Oncethe dynamicpolicy is negotiated,the
AMPol middlewarecomponentsateachindividualnodeact
autonomouslyto enforceor comply to policies. For one-
way adaptation(client adaptingto servicesor messagere-
cipients),we only needtheAMPol middlewareto beactive
at the client node. But for two-way policy adaptationwe
needAMPol middlewareto beactiveatall theparticipating
nodes.

The AMPol middleware can be integrated to a high
level applicationby developingapplicationspeci�c hooks
or interceptors. We need to identify the message(re-
quest/response)entryandexit pointsin an applicationand

then use hooks to interceptthesemessagesand only al-
low them to proceedfurther if they are successfullypro-
cessedby AMPol underlyingcomponents. Thesehooks
can be directly integratedinto the sourcecodeof the ap-
plication or dynamicallypluggedinto the applicationif it
providesa mechanismfor this. In the caseof aspectsor
pluggablehooks,we do not requiresourcecodeof theap-
plication andintegrationwill be relatively easy. Different
typesof applicationsand distributed systemtechnologies
(e.g. emailclientsandservers,webandapplicationservers,
webbrowsers,.NetCOM+,J2EEetc.) provideframeworks
to developandplug interceptors,hooksor �lters.

Our proof-of-conceptdiscoverymodelfor Webservices
consistsof threemain modules: policy publisher, policy
merger andPQP handler. The policy publisherserviceis
implementedasaC#.NET WebService.It readsthestored
staticpolicy �le(s). The loadedpolicy is mappedinto pol-
icy objectsandmaintainedin key-valuepairs.Accordingly,
a componentis developedfor client middleware to inter-
act with the policy publisher. When the client requestsa
service,theAMPol middlewarehooksintercepttherequest
andinitiate thePQPexchange.It retrievespolicy for a par-
ticular messageby calling thepolicyQuerywebmethodof
the policy server. It then calls policy conformancemod-
ule of theEE componentfor conforminga messageto the
policy. Thereis a policy mergermoduleat bothserver and
clientnodesaspolicy merging is requiredat all nodes.

4. Enforcementand Extension

Oncemutual acceptablepolicieshave beennegotiated,
theparticipatingentitiesneedto determinehow to conform
to the policies of eachother or how to enforcetheir own
policies. AMPol's enforcementandextensioncomponent
ensuresthat the sendingclient conformsto the policy of
the recipient,and if requiredit extendsthe client system.
Therecipientsideenforcementcomponentveri�es that the
incomingmessagescomplywith policy requirements.The
extensioncomponentshouldnotmodify thecoreimplemen-
tationof eachentity. It shouldbeableto control theadap-
tationprocessitself in orderto ensurethatchangesarecar-
riedouteffectively. Eachextensionmustbeimplementedas
a separatemodulethat canbe incrementallyaddedto, and
removedfrom, thecoreapplicationby addingor removing
a rule/assertionfrom the policies. We show how AMPol
ful�lls theserequirementsto provideadaptability.

The enforcementand extensionmodel has three sub-
components,namely, policy conformance, policy enforce-
ment and systemextension(seeFigure 3. For two-way
policy adaptation,thesecomponentsneedto be active at
eachparticipatingentity nodes.Extensionsarerealizedas
third party plug-ins and theseextensiblecomponentscan
bedynamicallyaddedor removedfrom theAMPol system.



The novel ideahereis the decouplingof the conformance
and enforcementlogic in independent,dynamicallyplug-
gableprocesses.Thepluggableprocessis calledextension
whereasthe mechanismto locate,load, andexecutethese
extensionsis calledsystemextension. Theinterpretationof
policy on theservicerequestersideis theexecutionof a se-
riesof extensionson a messageto conformto thedynamic
policy. For policy enforcementat theserviceend,the ser-
viceenforcesthepolicy byexecutingthecorrespondingpol-
icy veri�cation functionalityon therequestmessage.Simi-
larly, theserviceconformstheresponsemessageto thepoli-
ciesof a requestorandaccordinglytherequesterveri�es it.
Thepolicy conformanceandthepolicy enforcementmech-
anismsfollow classicpipesand �lters architecturalstyle,
with the operationsfor enforcementappliedin reverseor-
derof operationsin theconformancecomponent.

Every participatingentity mustbeableto comply to re-
questedpolicy constraintsto ful�ll QoSpolicy requirements
of other entities: we call this policy conformancelogic.
Here we want to distinguishbetweentwo types of con-
formancelogics, pluggableandnon-pluggable.Pluggable
policy conformancelogic canbe supportedindependently
without any signi�cant changeto the core applicationor
policy framework, e.g. an encryptionalgorithm, execut-
ing puzzles,etc. Non-pluggablepolicy conformancelogic
cannotbe supportedby addingan externalcapability, e.g.
processingtime or network bandwidth.Generallyqualita-
tive policy constraints(e.g. security, privacy) arelikely to
be pluggablemoreoften thanquantitative ones(e.g. mea-
surableQoSconstraints).Soa policy conformanceconcept
canonly beappliedto pluggablepolicy logic. Policy con-
formancecapabilitiesmaybepluggablethroughextensions,
while logic for policy veri�cation andenforcementfor both
qualitativeandquantitative featuresareeasilypluggable.

Each AMPol extension modi�es the original request
messageto complywith a particularpolicy constraint.An
extensionfor a puzzlewill generateanoutputmessagethat
will containan original messageappendedwith a puzzle
result. Similarly an extensionfor encryptionwill generate
a modi�ed messagewhich containsthe encryptedoriginal
message.Theseoutputmessageformatsarede�ned in meta
speci�cationinformationof bothextensionandtheTrans-
formation partof themeta-speci�cationfor a staticpolicy
rule.

Our design and implementationof AMPol extension
framework has been inspired by the WSEmail plug-in
framework [18]. It is a white-box framework and is ex-
tendedby inheritance.Figure3 showsthestepsfollowedby
the conformance,extensionand enforcementcomponents
of thesenderandrecipient.

ThePQPmodule,afterretrieving thedynamicpolicy, in-
vokesthe policy conformancemoduleby calling the con-
formancecontroller, which coordinatesall the processing

Figure 3. EE Components

steps.Thecontroller�rst identi�es thetransformationsfor
propertyrulesusingthepolicy conformer, theninvokesthe
extensioncontroller andpassesit thelist of transformations
alongwith thepolicy andthemessage.

The extension controller veri�es the transformations
againstsystemextensionpolicy. If the veri�cation suc-
ceeds,the extensioncontroller calls the extension�nder
to �nd the requiredextensions. If required,it downloads
theextensionusingthemeta-informationin thetransforma-
tions. Thentheextensioncontroller callsextensionvalida-
tor to validatethe authenticityof all requiredextensions.
Finally, the controllercalls the extensionexecutorto exe-
cute the extensions. If any extensionfails then the whole
processabortswith failure.Theresultantmodi�ed message
is returnedto the conformancecontroller, which returnsit
to thePQPmodule.

The messagereturnedto thePQPmoduleis sentto the
targetserviceor therecipientby theunderlyingapplication
speci�c transportmechanism.At therecipientend,thepol-
icy enforcementmoduleenforcesall of theconstraintson a
receivedmessage.Theenforcementcontroller coordinates
all thepolicy enforcementtasks.It �rst performsthesame
policy compliancecheck as the sendernode. The iden-
ti�ed list of transformationsis passedto the enforcement
controller, whichextractstheoriginalmessagefrom there-
ceived message.The sameprocessis repeatedfor a reply
message,in which the recipientexecutesconformanceex-
tensionsto complyto thesender'sdynamicpolicies.

The AMPol middlewaresuspendsthe initial functional
requestuntil the dynamic policy is created. This per-
invocation multi-step approachdoeshave a considerable
performanceoverhead. Cachingthe dynamicpolicy is a
simple solution to improve performance.A policy could
have a lifetime, and,after it expires,the policy is renego-
tiated. However, it is not easyto seta suitableexpiration
time to achieve signi�cant performanceimprovement.Re-
negotiationof policiesrequiresa framework for propagat-
ing policy changesto the interestedentities,and it is not
feasiblefor highly dynamicpolicy constraints(e.g. con-



ventionalQoSconstraintsfor availability andperformance).
We haveaddressedsomeof theseissuesin AMPol-Q [2].

We have implementedall theAMPol middlewarecom-
ponentsin C# .NET andpackagedthe codein DLLs. To
develop pluggableextensionswe have alsoprovided AM-
Pol extensionframework which is packagedin a separate
DLL.

5. Validation and CaseStudy

In current email systems,consider the challengeof
telling potentialemail correspondentssomerulesconcern-
ing the email you wish to receive. For example,you may
wish to specifythatattachmentmustbelessthan500KB in
sizeandmustbe of certainextensiontypes,and the mes-
sagesfrom certainparties,likebanksandmutualfundcom-
panies,mustbe encryptedusingIBE. Suchpoliciescould
bequite helpful in improving security, resistingspam,and
avoidingalot of annoyingemailmysteriesarisingfrom pol-
icy con�icts. Quitea bit canbedoneby �ltering, andthere
arelimits on whatcanbeadvertised(for instance,it makes
little senseto tell spammerswhat criteria you areusingto
identify them as such). But in many cases,it would be
helpful to just let the potentialcorrespondentsknow what
protocolandpoliciesyou would like themto respectwhen
they aresendingyouamessage.Ourcasestudyshowshow
anAMPol solutioncansupporttheuseanddeploymentof
complex policieswithout requiringuniversaladoptionand
changesto thebaselinesystem.

We havecreatedaprototypeof AMPol with Puzzlesand
IBE for a WSEmailmessagingsystem.WSEmail[18] uses
the emerging suiteof W3C standardsandservice-oriented
computingconceptsasa foundationfor messaging,rather
than trying to designon top of the existing SMTP legacy
protocols. It providesa service-orientedMail UserAgent
(MUA) clientandMail TransferAgent(MTA) serverwhich
supportextensiblemessagingwith plug-ins that work for
both theMUAs andthe MTAs. Oneof our key objectsof
this casestudy is to supply the functional componentsof
adaptive messagingwith very few extensionsof theWSE-
mail platform.

Puzzles[13] area mechanismto preventDoSattack;in
particular, puzzle-basedanti-spamemailsystemshavebeen
studiedfor many years[10]. Thereare two generaltypes
of puzzles. One type is the cycleexhaustionpuzzlesuch
ashashcash[11]. Anothertypeof puzzleis a ReverseTur-
ing Test(RTT). If therecipientdemandspuzzle-basedanti-
spam,thesenderneedsto know whatkind of puzzleis re-
quired, what the puzzleproblemis and where it can get
the puzzleplug-in packageto resolve the problem. Iden-
tity BasedEncryption(IBE) [7] is a techniquefor address-
ing someof theburdensof key distribution thathave made
public key encryptionof messageslesswidely usedthan

PKI vendorshadexpected.As in thescenarioof thepuzzle
basedanti-spam,thesenderneedsto know thatthemessage
shouldbe encryptedby IBE andwhat IBE tool the sender
needsto install. AMPol providesmechanismsto addressall
of theseissues.

Our casestudyis basedon the APESpolicy rules. We
haveusedtheEncryption rule to specifythecryptographic
parametersof IBE. Payment rulesareusedto specifythe
RTT or hashcashtypeof paymentimposedon themessage
sender. Another importantsecurityconcernis the attach-
ment,which is the primary mediumfor spreadingviruses
amongemailclienthosts[19]. TheAttachment ruleis used
to specifythepatternsof thecontent,for examplethe rule
saythattherecipientdoesnotacceptanattachmentthathas
a `.pif ' extension.(This doesnot necessarilymeanthatthe
senderwill not senda .pif �le without this particularexten-
sion;propersecuritywouldpreventdeliveryor .pif process-
ing of theattachment.)

Therearefour entitiesinvolvedin thesystem,thesend-
ing client (SenderMail User Agent, SMUA), the sending
server (SenderMail TransferAgent,SMTA), the receiving
server (RecipientMail TransferAgent,RMTA) andthere-
ceiving client (RecipientMail UserAgent,RMUA). MTAs
advertise their clients and their own policies, which are
mergedwith client policies for simplicity. MTA policies
alsocontaininformationfor policiesof dependantentities
(Relaysor RMTAs). In this scenario,we do not consider
intermediaterelays;wesendamessageto onerecipientand
it is transferredthroughanSMTA andanRMTA to there-
cipient(SMUA =) SMTA =) RMTA =) RMUA). Also,
therearetrustedthird-partyplug-in serversto hostthe ex-
tensions. For the currentsetup,we show how an SMUA
canautomaticallyadaptto the target policy constraintsof
services(SMTA, RMTA andRMUA). Figure4 shows the

Figure 4. WSEmail Case Stud y: Architecture

high level systemcon�gurationof thecasestudy.

The AMPol middlewareat the SMUA startsthe policy
queryprotocolby interceptingmessagesat a sendrequest.
After determiningthedynamicpolicy, themessagesentby
the SMUA is veri�ed againstthe policy and,accordingly,
conformanceextensionsare downloadedand executedto
conformthe messagewith requiredpolicy constraints.At
SMTA, thereceivedmessageis �rst veri�ed andthenpro-



cessedby SMTA if the veri�cation succeeds.When the
messageis relayedto the RMTA, it is againveri�ed and
forwardedto the RMUA. The QoS policies are veri�ed,
adheredor enforcedon point-to-pointbasisbut eventually
they all comply with end-to-endpolicy constraintsandre-
quirements.Pluggableextensionsfor policy discovery, con-
formanceand enforcementare automaticallydownloaded
from atrustedthird partyplug-inserver.

Our case study uses IBE packagefrom Voltage for
IBE [26], anRTT packagebasedonCAPTCHA[27], anda
cycle exhaustionpuzzlesystembasedon hashcash[4]. All
packagesarewrappedasCOM components.However, the
aim of AMPol is to facilitatethe deploymentof any tech-
nique that is effective without the needfor a global con-
sensusor changesto the baselinemessagingsystem. For
instance,we could also have explored the useof various
`postage'schemes[1, 23].

We have integratedAMPol modulesinto the WSEmail
implementationof [18] throughhooksdevelopedfor WSE-
mail serversandclients.Thehooksareplacedat appropri-
atemessageentryandexit pointsin anapplicationto inter-
ceptthesemessagesandonly allow themto proceedfurther
if they aresuccessfullyprocessedbyAMPol underlyingser-
vices. Thesehooksare directly integratedinto a source
codeof the client MUA applicationand pluggedinto ap-
plicationserver at theserviceendasa �lter . To implement
RTT andhashcashpuzzleswehaveimplementedtwo exten-
sionsfor eachtype of puzzleby addingto the AMPol ex-
tensionframework. Eachextensionapplicationmodi�es or
appendssomethingto the input message.An extensionfor
anRTT puzzlegeneratesanoutputmessagethatcontainsan
original messageappendedwith a puzzleresult. Similarly
an extensionfor IBE generatesa modi�ed messagewhich
containstheencryptedoriginal messageappendedwith an
encryptedsymmetrickey. Messageformatsareassociated
with policy rules throughthe Transformation part of the
meta-speci�cation.

The RTT Extensiondisplaysa dialog box and user is
challengedto write thedisplayedimagetext in a text box;
thecorrectuserinput is appendedto theinputmessage.The
hashcashextensionsolves the hashcollision problemand
appendsthe result to the input message.For the IBE case
studywe implementedthe IBE extensionin a similar way.
The IBE extension�rst generatesan AES symmetrickey,
andthenencryptsthe messageusing this key. The key is
then encryptedusing the IBE encryptionalgorithm using
therecipientemailaddressasanIBE encryptionkey. Onthe
otherend,thesametypeof IBE extensionis usedto verify
andextract theoriginal message.TheIBE-encryptedsym-
metrickey is decryptedusingtherecipient'semailaddress.
The symmetrickey is then usedto decryptthe encrypted
originalmessage.

Timing delaysmight beanissuefor AMPol. In our pro-

totype, the delaycould comefrom Web serviceoverhead
(comparedto conventionalemailprotocols),theprocessof
publishing,fetching,�nding, merging,adaptingof thepoli-
cies. In our previous work [18] on WSEmail,we carried
out a performanceevaluationof WSEmail througha se-
ries of experiments.Theseshowedthat a singleWSEmail
servershouldbeableto routinelyhandlethenormalloadat
somepublishedbenchmarks.This meansour implementa-
tion is basedon a plausiblyef�cient platform. The delay
causedby policy operationscanbemitigatedby cache.The
SMUA can fetch andcachethe SMTA's staticpolicies in
advance.TheSMTA or RMTA cancachestaticpoliciesfor
other MTAs after the �rst interaction. Even dynamicpo-
licescanbecached.A mechanismto �ush a “dirty” cache
is neededfor this solution. As for policy enforcementand
systemextension,theSMUA needsto downloadandinstall
third party plug-insonly the �rst time it needsthem. The
�e xibility of the AMPol middleware and the consequent
timing delayis a trade-off thatshouldbetolerablefor many
applications.

6 RelatedWork

Therehavebeenanumberof attemptsto exploit service-
orientedarchitecturesto makedistributedapplicationsmore
adaptive andpolicy driven. Metadataapproaches[16, 20]
supportthe description,discovery andcompositionof ser-
vices. Theseapproachesuse languageslike KAOS [25],
REI [14], XACML, WSPL,WS-Policy andOWL-S, to de-
scribeQoS requirementsand policy constraints. Associ-
atedpolicy processingframeworksareusedto enforcere-
quirementsfor individual entities. Adaptivity is achieved
by adding,customizingor replacingentitiessuchascom-
ponents,aspects[15], or concerns[12]. AMPol aims to
integrateandextendthesetypesof mechanismsto achieve
anend-to-endsolutionthatworks in at leastthedomainof
messagingsystems.

Requirement-driven dynamic adaptationhas been ex-
plored[22, 21, 9] in a service-orientedframework to deal
with entitiesthathave differentQoSrequirementson a per
sessionbasis. Their work usesWS-Policy to describethe
QoS requirements;policies are enforcedby a framework
thatsupportsdynamicbindingof non-functionalquality re-
quirementswith applications.Theauthorsprovidesa mid-
dleware to achieve cooperationandagreementof require-
mentsbetweenentities. But their systemdoesnot have
concretenegotiationprotocolsanddoesnotexplicitly spec-
ify which systementity will enforcethe policy. Thereis
work on usingpolicy framework andsystemextensibility
to achieve end-to-endadaptability[5]. But this work does
not supportnegotiationof requirementsand focusesmore
on systemextensibility andpolicy framework. DySOA [8]
is anothereffort to achieveanadaptivesystem.It providesa



framework for monitoringthe applicationsystem,evaluat-
ing acquireddataagainsttheQoSrequirements,andadapt-
ing theapplicationcon�gurationatruntime.Its manualpol-
icy negotiationmechanismis simple,but it doesnot have
supportfor runtime negotiation. Moreover, DySOA does
not addresssystemextensibility andonly re-con�guresthe
alternative variablesfor systemparameters.GlueQoS[28]
proposesa declarative languagebasedon WS-Policy to
specifyQoSfeaturesanda policy mediationmeta-protocol
for exchangingandnegotiatingQoSfeatures.Onelimita-
tion of GlueQoSis thatit doesnot supportdynamicsystem
extensibility; it assumesthatbothendshave thecapability
to perform the requiredoperationsto ful�ll QoS require-
ments.

AMPol differsfrom thesestudiesin its focuson explor-
ing an end-to-endsolution that supportsall the necessary
adaptive featuresfor supportingpolicy-aware messaging.
Our goal was to explore the extent to which adaptivity is
constrainedby domain-speci�cissues.We have foundthat
many importantissuescanbeviewedasgeneralconcernnot
particularto messagingsystems,but thedomain-speci�cfo-
cushasledusto appreciatetheneedfor new featuresin the
generalsolution. For instance,all of the existing systems
focuson adaptivity in a two-nodesystem.Our messaging
scenarioscall for protocolsthat adaptthe policiesof four
nodesin a mannerthat is not just a generalizationof the
two nodeprotocol. We have provideda speci�c treatment
of this four nodecase(PQP);our future work involvesa
fully generalandef�cient treatment.Asidefrom thismulti-
nodeissue,themaindistinctionsof AMPol lie in its added
�e xibility .

Existingefforts [8, 28, 25, 14], XACML, WS-Policy as-
sumea built-in logic to enforcepolicy constraints(QoSre-
quirements)or have a staticbindingwith externalprocess-
ing componentsto handlepolicy rules.In AMPol, thebind-
ing logic of a policy rulewith aprocessingplug-in is speci-
�ed in a policy rule itself insteadof hardcodingit in acore
policy engine(or application). This enablesAMPol to be
more�e xible in its adaptabilitythanotherapproaches.

The efforts discussedabove use WS-Policy frame-
work, which is not genericand adaptive enoughto sup-
port new types of QoS constraints. WS-Policy lan-
guageis an assertionbaseddeclarative languagewhich
is based on domain-speci�c policy speci�cations such
as WS-PolicyConstraints, WS-SecurityPolicy and WS-
ReliableMessagingPolicy. Thesepolicy speci�cationshave
domainspeci�c vocabularyelementsandin orderto provide
a supportfor new type of assertion(non-functionalcon-
straints),the policy schemaneedsto be updatedandeach
underlyingpolicy enginemust install a new codemodule
to understandandprocessthe semanticsof the new asser-
tion type. In contrast,AMPol providesa genericmodelfor
rule speci�cationsin which a policy rule is de�ned asan

attribute-valuepair. Rulesaredomainindependentso par-
tiesextendthespeci�cationlanguagewithoutmodifyingthe
policy schemaandunderlyingpolicy engine.Only thepol-
icy conformanceand enforcementlogic at the end nodes
needsto beupdated.

XACML ful�lls most requirementsof the AMPol pol-
icy model,but we have usedour own light weight policy
languagesbecauseXACML doesnot supportthe AMPol
constructsfor transformation,visibility, policy relationsand
others.In a relatedwork [6] on messagingsystemswe ex-
ploredusingXACML for modelingpoliciesfor email sys-
tems. In this work policiesareusedfor controlling access
to messagesandXACML is anidealchoicefor this.

In other work [17], we exploredan approachto merg-
ing generalwebservicepoliciesin a way thataccountsfor
prioritiesandcon�icts throughtheuseof “defeasiblepolicy
merging”. This work couldbeusedto extendAMPol so it
providesmoresophisticatedpolicy merging thanwe have
usedin our currentsystem.

AMPol-Q [2] extendsAMPol to provide a comprehen-
sive solution to supportand monitor global QoS for dy-
namiccompositeservices.In AMPol-Q we proposeda se-
mantic policy model similar to The AMPol policy model
andimplementedit by extendingOWL-S andSWRL. The
AMPol-Q middlewareenablesclients to dynamicallydis-
cover, select,compose,andmonitorservicesthatful�ll end-
to-endQoSconstraints.Work on AMPol is basedon sys-
temswith staticbinding andhave a domainspeci�c focus
while AMPol-Q hasa moregenerictreatmentandapplica-
tion.

7 Conclusion

We have introducedanarchitectureto supportQoSpoli-
cies for SOAs, explained a detailed design, and imple-
menteda prototypeto illustrate the conceptsand useful-
nessof the idea. Our architecture,AMPol, is basedon
functionalcomponentsfor expressingpolicies,discovering
them,andfacilitatingextensionsto conformto andenforce
them. Our casestudy validatesthe approachand imple-
mentationby showing how to deploy puzzlesandIBE over
aWSEmailplatformto supportcomplex policies.Thispro-
videsoneof the mostcompletestudiesto dateof a proof-
of-conceptadaptive policy systembasedon Web services.
Our future andcurrentwork includessupportfor multiple
recipients(e.g. mailing lists), improvedsecuritymeasures
suchassandboxprotection,featuresto facilitatedynamic
servicecomposition,more sophisticatedand semantically
rich modelsfor representing,discovering and negotiating
policies,policy con�ict resolutionandperformancetesting.
Our projectwebsite [3] includesa videodemonstrationof
adaptivemessagingbasedon theimplementationdescribed
in this paper.
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