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Abstract

Interoperability in a large-scaledistributed systemis
challenged by by the diversity of node policies. We in-
troduce AMPol (Adaptive MessagingPolicy), a service-
orientedarchitecture that facilitates policy-awae, end-to-
end adaptivemessging betweermultiple parties. AMPol
providesservicesfor expressingnon-functionalQoS poli-
cies, nding them,and carrying out systemextensionsto
adaptto them.We implementhis approach with a webser
vice middleware that allows partiesto usepoliciesfor fea-
tureslike attachmentspaymentencryption andsignatues.
Our implementatiordemonstateshowAMPol canenhance
the functionof emailmessging by enablingautomaticde-
ploymentand useof featueslike cycle exhaustionpuzzles,
reverse Turing testsand identity basedencryptionwithout
the needfor global deploymenbr changesto the baseline
messging system.

1. Intr oduction

ServiceOrientedArchitectures(SQAs) usemiddlewvare
with standardizednterfaces,languagesand protocolsto
provide interoperability between heterogeneousystems
with loose coupling. One challengefor this objectie is
to supportnon-functionalquality requirementdike secu-
rity, availability or reliability constraintswithout breaking
the interoperabilityof the system. In a highly dynamic
andvaryingervironmentthesefeaturesandtheir constraints
may changefrequentlywith eachchangeaffecting inter-
operabilityand e xibility. Supportingpolicy requirements
in a service-orientecervironmentis more complex than
traditional distributed computingernvironments(basedon
DCOM/COM+, J2EEand CORBA) since suchbehaiors
cannotbe assumedy client applicationsandtheremay be
no couplingbetweerrequesteandprovider. Suchsystems
canbemadeto functiononalargescalein aninteroperable
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way by allowing requestesto dynamicallyadaptto thepol-
icy requirementf others with whomthey needto interact,
we call it policy adaptation.

In SQA, the term Quality of Service (QoS) refersto
non-functionalpropertieswhich affect the de nition and
execution of a service,while QoS policy refersto a set
of constraintsof the non-functionalbehaior of a service.
In this paper we extendthis de nition to include service
consumerpecauseheremaybenon-functionaktonstraints
from atargetservicewhich affect the executionof a client,
we call this featuretwo-waypolicy. Furthermorethe scope
of theseQoS constraintamay not be limited to immediate
serviceconsumerandserviceproviders;it mayinvolve all
theintermediateentitiesor endparties(e.g. brokers,com-
positeservicesmessageelaysor endnodemessageecip-
ients). We call this featureend-to-endpolicy. End-to-end
policy supportsadaptve messagindetweenthe requester
and the serviceprovider including all the intermediaries.
Currentapproache$8, 28, 21, 9, 24, 29 lack this endto
endandtwo-way notionof policies. Also, adaptatiorbased
on non-functionalquality requirementsvould requiresys-
temupdates.SQAs basedon web serviceswith metadata
speci cationsand adaptve middlewvare approachesffer a
promisingplatformfor realizingthis kind of scalabilityand
interoperability

While avariety of studieshave exploredaspectof how
the promiseof end-to-endadaptve interoperablesystems
canberealized hew casestudiesareneededo revealmore
requirementsanddesignalternatves. This paperdescribes
one sucheffort in which we explore an adaptve architec-
tureto supportQoSpoliciesfor large-scalenessagingys-
tems, such as email, instant messagingchat rooms, list
seners, Wiki pagesblogs, bulletin boards,andsoon. In
mary casesthesesystemdack basicfacilities for adapta-
tion, which breakstheir functionality with the introduction
of new policy requirementsFor instance email messages
areoftendiscardedyy mail relaysfor thereasonsinknown
to senders.In somecasesthesepoliciesare secretof the
relaysor recipients suchasmary anti-spamltering tech-
nigues,while in othercasesthey could have beenadwer-
tisedto potentialcorrespondentto facilitate reliable mes-
saging. Examplesinclude rules for the allowed sizesof



messagegdypesof attachmentsoprigin guaranteesuchas
DNS listing, requiredsignature®r encryption.etc. If these
policiescanbe communicatedo sendersn aneasilyadap-
tive way, the overall messagingystemcanbe mademore
secureandef cient without sacri cing corvenience. This

domain-speci cfocus leadsus to appreciatethe needfor

new featuresn the generakolutions.For instancejn mes-
sagingscenariosve needto considerthe assurancef poli-

ciesatmultiple nodesn amannetthatis notjustageneral-
ization of thetwo nodeclient-servicemodel. Also, thereis

considerabldene tin ourapplicationto enablingdynamic
systenmupdatesAlthoughthecasestudyis domain-speci c,
our adaptve service-oriente@rchitectureshouldbe appli-
cableto arangeof othertypesof systems.

In this paper we proposeAdaptive Messaing Policy
(AMPol), a referencearchitecturefor adaptve interopera-
ble messagindpasedn adwertisableQoSrequirementén a
form of policies. AMPol is basedon the ideathat the en-
tities participatingin messaggrocessinghouldlearnand
adaptto the policies of eachotherin an end-to-endman-
ner This is achieved throughthreefundamentakrchitec-
turalcomponents:

(1) Policy model: describefoSrequirement®f theenti-
ties' dynamicbehaiorsin theform of policies.

(2) Policy discovery: encapsulateprotocolsto publish,
discorerandmemge suchpolicies.

(3) Extensiorand EnforcementiEE): addspolicy confor-
mancecapabilitiesand enforcespolicy ruleson mes-
sages.

Our validation case study realizes AMPol basedon
WSEmail[18], anapproacho emailin which legag/ pro-
tocols,suchasSMTR IMAP, andS/MIME, arereplacedhy
families of Web service(SQAP) calls andemail messages
areformattedin XML. We aimto validateAMPol by show-
ing how email servicescould be facilitatedby the AMPol
architecturego supportQoSpoliciesin anend-to-endadapt-
able manner In particular our implementationis ableto
automaticallysupportaddition of nev QoS constraintsor
availability andsecurityby deploying plug-insfor puzzles
(to raisethe burdenfor spammerspandidentity-baseden-
cryption (which allows sendergo encryptmail for recipi-
entsbasedon email addresses)All this canbe donewith
secureandseamlessntegrationin a large-scalemessaging
system.

AMPol's goalis to supportdynamicand complex QoS
policies and maintainthe interoperabilityof the systems.
Our solutionis basedon the ideaof two-way policy adap-
tion, end-to-endpolicy and an agile middlevare to sup-
port thesepolicies. This papers main contritutions are
its end-to-endand two-way policy solution, adaptie and
generiadistributedpolicy framework, referencearchitecture
of adaptve middlevarefor messagingystemsandappli-
cationof this middlewvarefor WSEmail.

Thepaperis dividedinto sevensections Section, 3, 4
arethe coreof the paper They describeour policy model,
policy discovery, and EE componentsespectiely by pro-
viding the designsof the componentsandreviewing these
with respecto ourimplementatiorof the casestudy Sec-
tion 5 describesa casestudy on WSEmailto validatethe
AMPol solution. Section6 discussesomeof the work
relatedto adaptve messagingand policy. Section7 con-
cludes.

2. Policy Model

The entitiesinvolvedin adaptve messagingvould need
to declaretheir policiesup-frontto allow othersto discover
the policies. The AMPol policy modelprovidesthe frame-
work for specifyinga setof rulesor constraintsdescribing
the QoSrequirementsThepolicy constructshouldbedis-
tinct, modularand supportie of variousrule combination
logics, making the policy languageexpressve and unam-
biguous. The policy model shouldunambiguouslyde ne
which entitiesthe policy is appliedto andwhich entity en-
forcesthe policy. The languagefor expressingthe policy
shouldbe genericsothatthe policy schemendcorepolicy
enginedo not needto be modi ed whennew assertiongre
added.The AMPol policy modelis illustratedin Figurel,
therestof sectionshovs how it satis estheserequirements.

The basicunit of the policy is the constructRule. Each
rule describesan operationor processrequirementfor a
messagee.g. encryptionandsignature.Eachrule hastwo
parts.Oneis the action, which speci esthe operation(e.g.
encryption). The other oneis the property, which speci-

es parametersf this operation(e.g. IBE encryption).The
Rulesarecombinednto aRuleSet with connectvesAND,
OR, EXACTLY-ONE, etc. Oneor moreRuleSets form a
Policy. A Policy is associatedvith the applicationlevel
usage(usingthe App attribute). For example,in amessag-
ing systemthepoliciescanbe speci ed asingress,egress,
or local policies covering message®ntering,leaving, or
within the local domain. Finally, PolicySet containsthe
Policy constructs.

Policiesareclassi ed asstaticor dynamic. Staticpolicy
is de ned by eachentity beforethe communicatioroccurs.
It de nesrulesthatareeffective for all corversations.Dy-
namic policy, which is basedon static policy, is a setof
run-timerulesfor a particularcorversatiorsessionlf there
aremultiple entitiesinvolvedin a sessioneachentity needs
to know the static policiesof othersandthengeneratghe
dynamicpolicy. Section3 describeow to obtaindynamic
policies.

AMPol usegneta-speci cationi.e.“the policiesof apol-
icy”, to elaborateghe policy de nitions. For example,each
Rule or RuleSet needsmeta-information.e.g. who will
performtherequiredoperatiorandwhowill chedk whether
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Figure 1. AMPol Policy Model

the policy constraintis satis ed. In the AMPol policy
model,therulesareapplicableto the Subject entity andthe
rulesareenforcedby the Target entity. In adistributedsys-
tem,thecreatorof therule or the policy mightnotbetheen-
tity whowill verify or enforcethe policy. Soit is necessary
to indicatethe target explicitly. To conformor enforcethe
rulesof a policy, the entity needssomeextendedfunction-
ality to performthe operation.We de ne Transformation
for a Rule that containsall theinformationto identify and
downloada particularplug-in. Policy enginescanparsethe
transformatiorinformationandpassit to systemextension
module. The latter candownload and executethe plug-in.
Thus, if differentdomainspeci ¢ rulesandcorresponding
plug-insare introduced,the policy engineand systemex-
tensionmoduledo not needto change.

In serviceorientedsystemsclientsandserviceshave a
built-in logic to enforceor conformto policy constraints.
Evenif thesdogicsareindependentiyrovided,theunder
lying policy frameworksarenot e xible enoughto dynami-
cally bindpolicy rulesto externalprocessingomponentso
handle(i.e. parse.comply, enforceor verify) policy rules.
In AMPol, we have decoupledhe policy conformanceand
policy enforcementogic from the core policy engineand
providedtheselogicsin the form of pluggableextensions.
Thebindinglogic of a policy rule with a processinglug-in
is speci ed in the meta-speci catiorof a policy rule itself
insteadof hardcodingit in acorepolicy engineor applica-
tion logic.

All of the abore meta-informationis encapsulatedy
MetaSpeci cation , whichalsocontainsentitiesto indicate
the visibility (Visibility) andthe priority (Priority) of the
rule. Oneaspecbf meta-speci cationss thatthey areap-
plicableat differentgranularitiespoth at therule level and
therulessetlevel.

Domainspeci ¢ policy rulescanbe de ned by extend-
ing the AMPol policy model. Our casestudy on messag-
ing systemsds basedon a setof rulescalled APESfor At-
tachmentPaymentEncryptionandSignatue. TheEncryp-
tion and Signaturerulesspecifythe cryptographigparame-
tersrequiredfor encryptionandsignature.For availability,
the Paymentrule speci es the type of cost (puzzles)im-

posedon the messageenders.The Attachmentrule spec-
i es the patternsof the attachmentles, which arethe pri-
marymediumfor spreading/iruses.Theserulesareusedto
put constraint®n differententitiesin themessagingystem
to achieve securitygoals.

3. Policy Discovery

After specifyingpoliciesindividually, the entitiesneed
to exchangethem and negotiate a mutual acceptablgol-
icy setfor the currentsession.We call this policy discov-
ery. Thepolicy discorerycomponentonsistof threefunc-
tional sub-componentsyhich provide the ability to adwer-
tise, memge, andquerypolicies. This componenis ableto
publisheachentity's policy to everyoneinvolvedin the ses-
sion and ensureghe publishedpolicies are accessiblee-
motely. Eachentity is ableto querythe other's static pol-
icy or the nal dynamicpolicy. Policy meiging of two or
more policiesis supportedandit hasthe potentialto sup-
port multi-nodepolicy discovery.

Policy Advertisemenis usedto publishstaticpoliciesto
otherentities. Theissuegelevantto publishingarewhatto
publish, whereto publish,and how to publish. The pub-
lishablepoliciesaredeterminedisinga meta-level attribute
of the policy model. The publishedpolicy is a public sub-
setof the static policy. Policiesof a particularentity can
be publishedat the local node(e.g. serviceitself), or at a
dedicatedpolicy sener (registry or discovery service),or
at ary remotecustomizedsener. The mainrequirements
thatthe seneris availableandremotelyaccessibl¢hrough
someknown protocols. From the policy consumers per
spectve, the mainissueis the protocolandthelocationto
nd thepublishedpolicies. Theprotocolfor nding (query-
ing) policiesis implementationspeci c (eg. HTTP, SSL,
Web ServiceSQAP interface LDAP, or custom-huilt proto-
cols). Thelocationof a policy-hostingnodecanbe known
in advanceor canbelearnedby differenttypesof discovery
protocolssuchas UDDI or DNS. We assumepoliciesare
availablesomavhereon aremotesenerandcanbequeried
for a particularsystementity. AMPol haspluggablecom-
ponentdor adwertisingandqueryingpoliciesandthesecus-



tomizedcomponentganbe pluggedto the AMPol system
to con gure it perapplicationscenario.

Policiesfor email clients (senderor recipients)canbe
publishedat the mail sener. Eachmail sener is responsi-
blefor providing servicedor uploading updating querying
anddownloadingpoliciesfor a particularsystementity. The
entity thatis publishingthe policy also speci es how the
policiesareuploadedandmaintainedn apolicy publishing
sener. This canbedonein eitherthe pushor pull mode.In
pushmode,clientsupload/updat¢he policiesto the sener.
In pull mode,policy sener periodically(or whenrequired)
updateghe policy for a particularclientby re-acquiringthe
policy from theclient.

As discussedefore, the scopeof policies may not be
limited to immediateserviceprovidersonly, it mayinvolve
intermediateentities(e.g. anemailmessagenaygothrough
multiple forwarding entities). To discover and memge the
policiesof all the participatingnodesandgeneratean end-
to-enddynamicpolicy, we have addeda policy dependeng
constructcalled PolicyRelation[2] in the AMPol policy
model.Whena nodead\ertisedts policies,it alsoprovides
a referenceto its immediatedependennhodes. The policy
relationinformationis usedto discover policies of depen-
dentnodes. This policy referenceeitherdirectly pointsto
anotherpolicy or providesmetainformationto discoverthe
policiesof dependemodes Discoverycontinuesintil poli-
ciesof all the nodesarediscoreredandmemged. The nal
policy is an end-to-enddynamicpolicy. Our currentwork
on policy discovery is focusedon static systemtopology.
Our work [2] on global QoS involves exploring solutions
for policy discoveryfor dynamicSQAs which dynamically
discorerandcomposeservices.

Policy Mergingis requirecto reconcilethepoliciesof di-
versepartiesin Policy QueryProtocolexchangegthe pro-
tocol descriptionis given laterin this section). The prop-
agatedstatic policies are mergedto generatehe dynamic
policy. Theservicerequestefmessagasender)s theinter-
estedparty to get the services (messageecipient)policy
andgeneratehe dynamicpolicy. The meiging canhappen
atdifferentnodesof thesystenthatlie in the pathof there-
guesterandthe serviceprovider. For simpleclient-service
interaction, policies are merged at client node. For two-
way adaptationthe mergeddynamicpolicy is alsosentto
theservicealongwith therequesmessageThe Policy and
RuleSet constructof the AMPol modelhave the Combi-
nationAlgorithm structure,which speci es policy combi-
nationalgorithmssuchasAND, OR, EXACTLY-ONE and
soon.

PQP, the Policy QueryProtocolis the fundamentapro-
tocol for generatingdynamicpolicies from static policies
whena messagéransmissioris required. The initiator in
this caseis the messagesenderequesterWe presentPQP
for “four-nodemessaging(for emailsystemsgsillustrated

in Figure2.
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Figure 2. Policy exchange and merging

SCis the messagesendingclient. It is connectedvith
SS,alsoknawn assendingsener. Thesewo entitiesconsti-
tute themessagsendingdomain.At the messageecipient
domain, RS is the recipientsener that receves the mes-
sageandforwardsit to receving client RC. The four enti-
tiesinvolved have ingressand egresspolicies speci ed by
the policy model. We denotethe ingresspolicy speci ca-

tion of receving client (RC) as l?C’ the egresspolicy of

sendingseneras Esandsoon.

In the policy adwertisementmechanismfor four node
system,the policies can be adwertisedat the sener node.
AMPol proposesithera pushor pull mechanisnto load
ingresyoliciesfrom clientsto anemailsenerwhichsenes
asapolicy sener. Thepolicy senerthenmemesits ingress
policy with the client's ingresspolicies. This resultsin the
meiged ingresspolicy for the recei/ing ser\er and client.
It is denotedas: DS = Merge( ). Thesepoli-
ciesarestoredperreceving client andcan%e queriedby a
uniqueidenti er whichcanbefully quali ed emailaddress.
This whole processs a part of policy adwertisement.The
pushand pull mechanismand meging of policiesin the
sener is donein the policy adwertisementstepto achieve
betterperformanceAnotheradvantageof thisis thatit does
notrequireRC to beremotelyaccessiblall thetime.

Clients may usea pull mechanisnto improve sending
performance. For example, the sendingclient SC pulls
egresspolicies from the sendingsener and mergesthem
with its own staticpolicies. This stepis doneat the start
of the PQPprotocol. The meming of policiesat the client
nodereducegshe reqwremenbf ary melglng during PQP
It is denotedas: = Merge( , Where E
is the mergedegresspollcy of SC angSS eequilibrium
statereachedafter exchangeof thesepoliciesis shavn in
Figure2.

The policy query phasecannow be described.Stepl:
Client SC wantsto communicatewith RC; so it queries
the adwertisedingresspolicies of its immediatenode SS:
SC! SS: Queryfor ISS and L. Step2: Sener SS

nds out thatits ingresspolicy hasa dependeng relation



with RS policy. RSis resoledfrom the RC (e.g. through
DNS mapping)andSSrelaystherequesto RS.SS! RS
. Queryfor L < and . Step3: As thepoliciesat RS
are alreadymergedwith the recipients policies, thereare
no further policy 9ependencieandtheseor\er RSsendgshe
mergedpolicy ksto SS.RS! SS: I?S‘ Step4. Sener
SSsendghemergedpolicy to SC.SS!  SC: IFZS‘ Step5.
SCmemgesthereceied policieswith the sendingdomain’s

egresspolicies( EOC) andsendsmessagesomplyingwith

IFZS and EO via SS. This goesthroughRS to RC and
RC acceptgat becauset is compliantto its ingresspolicy.
SC! RC: Messageomplyingwith OSand EOC

For two-way adaptation(i.e. to enforcepoliciesfor the
reply messagetheabove protocolcanbeeasilyextendedo
propagatehepoliciesfrom SSto RSandRCin the rst two
stepsor during the actualrequestprocessing.The merged
ingresspolicy of SC and SSare sentto RS and RC ulti-
matelysothatall the nodescancomplyto ingresspolicies
of othernodeso sendareply message.

The abore protocol usesdistributed discovery mecha-
nismin which PQPcomponentateachnodearecon gured
accordingo theapplicationscenari@andsysternsettings.In
corventionaWebservicesthepoliciescanbeadwertisedat
a UDDI or registry service. The servicerequestes PQP
modulequeriesthe policy of immediatetargetservicefrom
the policy sener, andif thereis a policy dependenyg, the
discovery continueauntil all thepoliciesarediscoreredand
mergedinto dynamicpolicy. AMPol's e xibility to adapt
the policy discovery protocol for applicationspeci ¢ set-
ting helpsachiesing real adaptvity for ary type of system
(e.g. P2R serviceorientedcomputingor Email system).

We have useda middlewvare basedpolicy framework to
implementall the componentsof AMPol. This middle-
ware policy framework includescomponentdor publish-
ing, querying,meiging, enforcingand complying to poli-
cies. It hides the implementationcompleity from the
coreapplicationlogic andthefunctionality providedby the
middleware can be reusedby different applications. To
achieve greateradaptvity we want automaticsystemex-
tensionmechanismshatdo not requiremodifying baseline
applications. Oncethe dynamicpolicy is negotiated,the
AMPol middlevarecomponentsiteachindividual nodeact
autonomouslyto enforceor comply to policies. For one-
way adaptation(client adaptingto servicesor messagee-
cipients),we only needthe AMPol middlevareto be active
at the client node. But for two-way policy adaptationwe
needAMPol middlewareto beactive atall the participating
nodes.

The AMPol middleware can be integratedto a high
level applicationby developingapplicationspeci ¢ hooks
or interceptors. We needto identify the message(re-
guest/respons@ntry andexit pointsin anapplicationand

then use hooksto interceptthesemessagesand only al-
low themto proceedfurther if they are successfullypro-
cessedby AMPol underlying components. Thesehooks
can be directly integratedinto the sourcecode of the ap-
plication or dynamicallypluggedinto the applicationif it
provides a mechanisnfor this. In the caseof aspectsor
pluggablehooks,we do not requiresourcecodeof the ap-
plication andintegrationwill be relatively easy Different
typesof applicationsand distributed systemtechnologies
(e.g. emailclientsandseners,webandapplicationseners,
webbrowsers,Net COM+, J2EEetc) provide framewnorks
to developandplug interceptorshooksor lters.

Our proof-of-conceptiscosery modelfor Web services
consistsof three main modules: policy publisher policy
meiger and PQP handler. The policy publisherserviceis
implementedhsa C#.NET Web Service.lt readsthestored
staticpolicy le(s). Theloadedpolicy is mappednto pol-
icy objectsandmaintainedn key-valuepairs.Accordingly,
a componentis developedfor client middlewvare to inter
actwith the policy publisher Whenthe client requestsa
service the AMPol middlewvarehooksintercepttherequest
andinitiate the PQPexchange It retrievespolicy for a par
ticular messagdy calling the policyQueryweb methodof
the policy sener. It then calls policy conformancemod-
ule of the EE componenfor conforminga messagéo the
policy. Thereis a policy memgermoduleat bothsenerand
clientnodesaspolicy memgingis requiredatall nodes.

4. Enforcementand Extension

Oncemutual acceptablepolicies have beennegotiated,
the participatingentitiesneedto determinehow to conform
to the policies of eachotheror how to enforcetheir own
policies. AMPal's enforcementind extensioncomponent
ensureghat the sendingclient conformsto the policy of
the recipient,andif requiredit extendsthe client system.
Therecipientsideenforcementomponenteri es thatthe
incomingmessagesomply with policy requirementsThe
extensioncomponenshouldnotmodify thecoreimplemen-
tation of eachentity. It shouldbe ableto controlthe adap-
tationprocesstself in orderto ensurethatchangesirecar
riedouteffectively. Eachextensionmustbeimplementedhs
a separatanodulethat canbe incrementallyaddedto, and
removedfrom, the coreapplicationby addingor removing
a rule/assertiorfrom the policies. We shav how AMPol
ful lls theserequirementso provide adaptability

The enforcementand extensionmodel has three sub-
componentspamely policy conformancepolicy enforce-
ment and systemextension(see Figure 3. For two-way
policy adaptationthesecomponentsneedto be active at
eachparticipatingentity nodes. Extensionsarerealizedas
third party plug-ins and theseextensiblecomponentsan
be dynamicallyaddedor removedfrom the AMPol system.



The novel ideahereis the decouplingof the conformance
and enforcementogic in independentdynamically plug-
gableprocessesThe pluggableprocesss calledextension
whereaghe mechanisnto locate,load, and executethese
extensionds calledsystenmextension Theinterpretatiorof
policy ontheservicerequestesideis the executionof a se-
ries of extensionson a messagéo conformto the dynamic
policy. For policy enforcementt the serviceend,the ser
vice enforceghepolicy by executingthecorrespondingol-
icy veri cation functionality on therequesimessageSimi-
larly, theserviceconformstheresponsenessagto thepoli-
ciesof arequestoandaccordinglytherequestereri es it.
Thepolicy conformancendthe policy enforcemeniech-
anismsfollow classicpipesand Iters architecturalstyle,
with the operationdor enforcementppliedin reverseor-
derof operationsn the conformanceomponent.

Every participatingentity mustbe ableto complyto re-
guestegbolicy constraintgo ful I QoSpolicy requirements
of other entities: we call this policy conformancelogic.
Here we want to distinguish betweentwo types of con-
formancelogics, pluggableand non-pluggable.Pluggable
policy conformancdogic canbe supportedndependently
without ary signi cant changeto the core applicationor
policy framavork, e.g. an encryptionalgorithm, execut-
ing puzzles,etc. Non-pluggablepolicy conformancdogic
cannotbe supportedby addingan external capability e.g.
processingime or network bandwidth. Generallyqualita-
tive policy constraintde.g. security privacy) arelikely to
be pluggablemore often than quantitatve ones(e.g. mea-
surableQoSconstraints)Soa policy conformancesoncept
canonly be appliedto pluggablepolicy logic. Policy con-
formancecapabilitieamaybepluggablehroughextensions,
while logic for policy veri cation andenforcementor both
gualitatve andquantitatve featuresareeasilypluggable.

Each AMPol extension modi es the original request
messag&o comply with a particularpolicy constraint.An
extensionfor a puzzlewill generatexn outputmessagéhat
will containan original messageppendedvith a puzzle
result. Similarly an extensionfor encryptionwill generate
a modi ed messagevhich containsthe encryptedoriginal
messageTheseoutputmessagéormatsarede nedin meta
speci cationinformationof both extensionandthe Trans-
formation part of the meta-speci catiorfor a staticpolicy
rule.

Our design and implementationof AMPol extension
framevork has been inspired by the WSEmail plug-in
framework [18]. It is a white-box framavork andis ex-
tendedby inheritance Figure3 shovsthe stepsollowedby
the conformance gxtensionand enforcementomponents
of thesendeandrecipient.

ThePQPmodule afterretrieving thedynamicpolicy, in-
vokesthe policy conformancemoduleby calling the con-
formancecontmller, which coordinatesall the processing

Figure 3. EE Components

steps.The controller rst identi es the transformationgor
propertyrulesusingthe policy conformer theninvokesthe
extensioncontoller andpassedt thelist of transformations
alongwith the policy andthe message.

The extension controller veri es the transformations
againstsystemextensionpolicy. If the veri cation suc-
ceeds,the extensioncontoller calls the extension nder
to nd therequiredextensions. If required,it downloads
theextensionusingthe meta-informationn thetransforma-
tions. Thenthe extensioncontmller calls extensionvalida-
tor to validatethe authenticityof all requiredextensions.
Finally, the controller calls the extensionexecutorto exe-
cutethe extensions. If ary extensionfails thenthe whole
processbortswith failure. Theresultanimodi ed message
is returnedto the conformancecontmwller, which returnsit
to thePQPmodule.

The messageeturnedto the PQPmoduleis sentto the
targetserviceor therecipientby the underlyingapplication
speci ¢ transportmechanismAt therecipientend,the pol-
icy enfocemenimoduleenforcesall of the constraintona
receved messageThe enfocementcontoller coordinates
all the policy enforcementasks.It rst performsthe same
policy compliancecheck as the sendernode. The iden-
tied list of transformationss passedo the enfocement
contoller, which extractsthe original messagérom there-
ceived message.The sameprocesss repeatedor a reply
messagein which the recipientexecutesconformanceex-
tensiongo complyto the senders dynamicpolicies.

The AMPol middlewvare suspendshe initial functional
requestuntil the dynamic policy is created. This per
invocation multi-step approachdoeshave a considerable
performanceoverhead. Cachingthe dynamicpolicy is a
simple solutionto improve performance. A policy could
have a lifetime, and, after it expires,the policy is reneyo-
tiated. However, it is not easyto seta suitableexpiration
time to achieve signi cant performanceémprovement.Re-
negotiationof policiesrequiresa framework for propagat-
ing policy changedo the interestedentities,andit is not
feasiblefor highly dynamicpolicy constraints(e.g. con-



ventionalQoSconstraintgor availability andperformance).
We have addressedomeof theseassuesn AMPol-Q [2].

We have implementedall the AMPol middlevare com-
ponentsin C# .NET and packagedhe codein DLLs. To
develop pluggableextensionswe have also provided AM-
Pol extensionframewnork which is packagedn a separate
DLL.

5. Validation and CaseStudy

In current email systems,considerthe challenge of
telling potentialemail correspondentsomerulesconcern-
ing the email you wish to receve. For example,you may
wishto specifythatattachmenmustbelessthan500KB in
sizeand mustbe of certainextensiontypes,andthe mes-
sagedrom certainparties lik e banksandmutualfund com-
panies,mustbe encryptedusing IBE. Suchpoliciescould
be quite helpful in improving security resistingspam,and
avoidingalot of anngying emailmysteriesarisingfrom pol-
icy con icts. Quiteabit canbedoneby Itering, andthere
arelimits on whatcanbe adwertised(for instancejt makes
little senseto tell spammersvhat criteriayou are usingto
identify them as such). But in mary cases,it would be
helpful to just let the potentialcorrespondentknow what
protocolandpoliciesyou would like themto respectwhen
they aresendingyou amessageOur casestudyshowvs how
an AMPol solutioncansupportthe useanddeploymentof
comple policieswithout requiringuniversaladoptionand
changedo thebaselinesystem.

We have createda prototypeof AMPol with Puzzlesand
IBE for aWSEmailmessagingystem WSEmail[18] uses
the emeping suite of W3C standardsnd service-oriented
computingconceptsas a foundationfor messagingrather
thantrying to designon top of the existing SMTP legag/
protocols. It providesa service-orientedMail User Agent
(MUA) clientandMail TransferAgent(MTA) senerwhich
supportextensiblemessagingwvith plug-ins that work for
boththe MUAs andthe MTAs. Oneof our key objectsof
this casestudyis to supply the functional componentof
adaptve messagingvith very few extensionsof the WSE-
mail platform.

Puzzled13] area mechanisnto preventDoS attack;in
particular puzzle-basednti-spamemailsystemsave been
studiedfor mary years[10]. Therearetwo generaltypes
of puzzles. Onetype is the cycle exhaustionpuzzle such
ashashcash11]. Anothertype of puzzleis a ReverseTur-
ing Test(RTT) If therecipientdemandguzzle-basednti-
spam,the sendemeedsto know whatkind of puzzleis re-
quired, what the puzzle problemis and whereit can get
the puzzle plug-in packageto resohe the problem. Iden-
tity BasedEncryption(IBE) [7] is atechniquefor address
ing someof the burdensof key distribution thathave made
public key encryptionof messagesesswidely usedthan

PKI vendorshadexpected.As in thescenarioof the puzzle
basedanti-spamthesendeneedso know thatthemessage
shouldbe encryptedby IBE andwhat IBE tool the sender
needdo install. AMPol providesmechanism$ addressll
of theseissues.

Our casestudyis basedon the APES policy rules. We
have usedthe Encryption rule to specifythecryptographic
parameter®f IBE. Payment rulesare usedto specifythe
RTT or hashcashype of paymentmposedon the message
sender Anotherimportantsecurityconcernis the attach-
ment, which is the primary mediumfor spreadingviruses
amongemailclienthostg19]. TheAttachmentruleis used
to specifythe patternsof the content,for examplethe rule
saythattherecipientdoesnotaccepianattachmenthathas
a .pif' extension.(This doesnot necessarilyneanthatthe
sendemwill notsenda.pif le withoutthis particularexten-
sion;propersecuritywould preventdelivery or .pif process-
ing of theattachment.)

Therearefour entitiesinvolvedin the system the send-
ing client (SenderMail User Agent, SMUA), the sending
sener (SendemMail TransferAgent, SMTA), thereceving
sener (RecipientMail TransferAgent, RMTA) andthere-
ceving client (RecipientMail UserAgent,RMUA). MTAs
adwertise their clients and their own policies, which are
memgedwith client policies for simplicity. MTA policies
alsocontaininformationfor policies of dependanentities
(Relaysor RMTAS). In this scenariowe do not consider
intermediataelays;we sendamessagéo onerecipientand
it is transferredhroughan SMTA andan RMTA to there-
cipient(SMUA =) SMTA =) RMTA =) RMUA). Also,
therearetrustedthird-party plug-in senersto hostthe ex-
tensions. For the currentsetup,we shov how an SMUA
canautomaticallyadaptto the target policy constraintsof
services(SMTA, RMTA andRMUA). Figure 4 shows the

Figure 4. WSEmail Case Study: Architecture

high level systemcon guration of the casestudy

The AMPol middlevare at the SMUA startsthe policy
gueryprotocolby interceptingmessageat a sendrequest.
After determiningthe dynamicpolicy, the messagesentby
the SMUA is veri ed againstthe policy and,accordingly
conformanceextensionsare downloadedand executedto
conformthe messagavith requiredpolicy constraints.At
SMTA, thereceved messagés rst veri ed andthenpro-



cessedby SMTA if the veri cation succeeds.When the
messages relayedto the RMTA, it is againveri ed and
forwardedto the RMUA. The QoS policies are veri ed,

adheredbr enforcedon point-to-pointbasisbut eventually
they all comply with end-to-endpolicy constraintsandre-
guirementsPluggablextensiondor policy discovery, con-
formanceand enforcementare automaticallydownloaded
from atrustedthird partyplug-in sener.

Our case study uses IBE packagefrom Voltage for
IBE [26], anRTT packageéasecbn CAPTCHA[27], anda
cycle exhaustionpuzzlesystembasedon hashcasiy]. All
packagesrewrappedasCOM componentsHowever, the
aim of AMPol is to facilitate the deploymentof ary tech-
niquethatis effective without the needfor a global con-
sensur changego the baselinemessagingsystem. For
instance,we could also have explored the use of various
“postage'schemesl, 23).

We have integratedAMPol modulesinto the WSEmail
implementatiorof [18] throughhooksdevelopedfor WSE-
mail senersandclients. The hooksare placedat appropri-
atemessagentryandexit pointsin anapplicationto inter-
ceptthesemessageandonly allow themto proceedurther
if they aresuccessfullyprocessetdy AMPol underlyingser
vices. Thesehooksare directly integratedinto a source
codeof the client MUA applicationand pluggedinto ap-
plicationsener atthe serviceendasa Iter. To implement
RTT andhashcaspuzzlesve haveimplementedwo exten-
sionsfor eachtype of puzzleby addingto the AMPol ex-
tensionframework. Eachextensionapplicationmodi es or
appendsomethingo the input messageAn extensionfor
anRTT puzzlegenerateanoutputmessagéhatcontainsan
original messagappendedvith a puzzleresult. Similarly
an extensionfor IBE generatest modi ed messagevhich
containsthe encryptedoriginal messag@ppendedvith an
encryptedsymmetrickey. Messagdormatsareassociated
with policy rulesthroughthe Transformation part of the
meta-speci cation.

The RTT Extensiondisplaysa dialog box and useris
challengedo write the displayedimagetext in a text box;
thecorrectuserinputis appendedo theinputmessageThe
hashcaslextensionsolvesthe hashcollision problemand
appendghe resultto the input messageFor the IBE case
studywe implementedhe IBE extensionin a similar way.
The IBE extension rst generatesn AES symmetrickey,
andthenencryptsthe messageising this key. The key is
then encryptedusing the IBE encryptionalgorithm using
therecipientemailaddressisanIBE encryptiorkey. Onthe
otherend,the sametype of IBE extensionis usedto verify
andextractthe original messageThe IBE-encryptedsym-
metrickey is decryptedusingtherecipients emailaddress.
The symmetrickey is thenusedto decryptthe encrypted
original message.

Timing delaysmight beanissuefor AMPol. In our pro-

totype, the delay could comefrom Web serviceoverhead
(comparedo cornventionalemail protocols),the processof
publishing,fetching, nding, meging, adaptingof the poli-
cies. In our previous work [18] on WSEmail, we carried
out a performanceevaluation of WSEmail througha se-
ries of experiments.Theseshavedthat a single WSEmail
sener shouldbeableto routinelyhandlethe normalload at
somepublishedbenchmarksThis meansour implementa-
tion is basedon a plausibly ef cient platform. The delay
causedy policy operationganbe mitigatedby cache.The
SMUA canfetch and cachethe SMTA's static policiesin
adwance.The SMTA or RMTA cancachestaticpoliciesfor
other MTAs after the rst interaction. Even dynamicpo-
licescanbe cached.A mechanisnto ush a“dirty” cache
is neededor this solution. As for policy enforcemengand
systemextension the SMUA needdo downloadandinstall
third party plug-insonly the rst time it needsthem. The
e xibility of the AMPol middlevare and the consequent
timing delayis atrade-of thatshouldbetolerablefor mary
applications.

6 RelatedWork

Therehave beenanumberof attemptgo exploit service-
orientedarchitecture$o make distributedapplicationgnore
adaptve andpolicy driven. Meta dataapproache§l6, 20|
supportthe description,discosery and compositionof ser
vices. Theseapproachesiselanguagedike KAOS [25],
REI[14], XACML, WSPL,WS-Poligy andOWL-S, to de-
scribe QoS requirementsand policy constraints. Associ-
atedpolicy processingrameworks are usedto enforcere-
quirementsfor individual entities. Adaptuity is achieved
by adding,customizingor replacingentitiessuchas com-
ponents,aspectq15], or concerng12]. AMPol aimsto
integrateand extendthesetypesof mechanismso achieve
anend-to-endsolutionthatworksin at leastthe domainof
messagingystems.

Requirement-dxien dynamic adaptationhas been ex-
plored[22, 21, 9] in a service-orientedramenork to deal
with entitiesthat have differentQoSrequirement®n a per
sessionbasis. Their work usesWS-Polig/ to describethe
QoS requirementspolicies are enforcedby a frameawork
thatsupportsdynamicbinding of non-functionalquality re-
quirementswith applications.The authorsprovidesa mid-
dlewareto achiese cooperationand agreemenbf require-
mentsbetweenentities. But their systemdoesnot have
concretengyotiationprotocolsanddoesnot explicitly spec-
ify which systementity will enforcethe policy. Thereis
work on using policy framavork and systemextensibility
to achieve end-to-endadaptability[5]. But this work does
not supportnegotiation of requirementsand focusesmore
on systemextensibility andpolicy framework. DySQA [8]
is anothereffort to achieve anadaptve system.lt providesa



framawork for monitoringthe applicationsystem,evaluat-
ing acquireddataagainsthe QoSrequirementsandadapt-
ing theapplicationcon gurationatruntime. lts manualpol-
icy negotiationmechanisnis simple, but it doesnot have
supportfor runtime negotiation. Moreover, DySQA does
not addressystemextensibility andonly re-con guresthe
alternatve variablesfor systemparametersGlueQoS[28]
proposesa declaratve languagebasedon WS-Polig/ to
specifyQoSfeaturesanda policy mediationmeta-protocol
for exchangingand negotiating QoS features. Onelimita-
tion of GlueQoSis thatit doesnot supportdynamicsystem
extensibility; it assumeshatboth endshave the capability
to performthe requiredoperationsto ful Il QoS require-
ments.

AMPol differsfrom thesestudiesin its focuson explor-
ing an end-to-endsolution that supportsall the necessary
adaptve featuresfor supportingpolicy-aware messaging.
Our goal wasto explore the extentto which adaptvity is
constrainedy domain-speci cissues.We have foundthat
mary importantissuesanbeviewedasgeneratoncermot
particularto messagingystemsbut thedomain-speci cfo-
cushasled usto appreciatehe needfor new featuredn the
generalsolution. For instanceall of the existing systems
focuson adaptvity in a two-nodesystem. Our messaging
scenarioscall for protocolsthat adaptthe policies of four
nodesin a mannerthatis not just a generalizatiorof the
two nodeprotocol. We have provided a speci ¢ treatment
of this four node case(PQP); our future work involvesa
fully generalndef cient treatmentAside from this multi-
nodeissue,the main distinctionsof AMPol lie in its added
e xibility .

Existingefforts [8, 28, 25, 14], XACML, WS-Polig/ as-
sumea built-in logic to enforcepolicy constraint{QoSre-
guirementspr have a staticbindingwith externalprocess-
ing components$o handlepolicy rules.In AMPol, thebind-
ing logic of a policy rule with aprocessinglug-inis speci-
ed in apolicy ruleitself insteadof hardcodingit in acore
policy engine(or application). This enablesAMPol to be
more e xible in its adaptabilitythanotherapproaches.

The efforts discussedabove use WS-Poliy frame-
work, which is not genericand adaptve enoughto sup-
port nenv types of QoS constraints. WS-Poliy lan-
guageis an assertionbaseddeclaratve languagewhich
is basedon domain-speci ¢ policy speci cations such
as WS-Polig/Constraints, WS-SecurityPolig and WS-
ReliableMessagingPoljc Thesepolicy speci cationshave
domainspeci ¢ vocahularyelement@ndin orderto provide
a supportfor new type of assertion(non-functionalcon-
straints),the policy schemaneedsto be updatedandeach
underlyingpolicy enginemustinstall a nev codemodule
to understandind processhe semanticof the new asser
tion type. In contrast AMPol providesa genericmodelfor
rule speci cationsin which a policy rule is de ned asan

attribute-valuepair. Rulesaredomainindependenso par

tiesextendthespeci cationlanguagevithoutmodifyingthe
policy schemaandunderlyingpolicy engine.Only the pol-

icy conformanceand enforcementogic at the end nodes
needgo beupdated.

XACML fullls mostrequirementf the AMPol pol-
icy model, but we have usedour own light weight policy
languagesecauseXACML doesnot supportthe AMPol
constructgor transformationyisibility, policy relationsand
others.In arelatedwork [6] on messagingystemswve ex-
ploredusing XACML for modelingpoliciesfor email sys-
tems. In this work policiesare usedfor controlling access
to messageandXACML is anidealchoicefor this.

In otherwork [17], we exploredan approacho merg-
ing generalweb servicepoliciesin a way thataccountdor
prioritiesandcon icts throughtheuseof “defeasiblepolicy
meiging”. Thiswork could be usedto extend AMPol soit
provides more sophisticategolicy memging thanwe have
usedin our currentsystem.

AMPol-Q [2] extendsAMPol to provide a comprehen
sive solutionto supportand monitor global QoS for dy-
namiccompositeservices.In AMPol-Q we proposecdh se-
mantic policy model similar to The AMPol policy model
andimplementedt by extendingOWL-S andSWRL. The
AMPol-Q middlewvare enablesclientsto dynamicallydis-
cover, selectcomposeandmonitorserviceghatful Il end-
to-endQoS constraints.Work on AMPol is basedon sys-
temswith staticbinding and have a domainspeci c focus
while AMPol-Q hasa moregenerictreatmeni@andapplica-
tion.

7 Conclusion

We have introducedanarchitecturago supportQoSpoli-
cies for SQAs, explained a detailed design, and imple-
menteda prototypeto illustrate the conceptsand useful-
nessof the idea. Our architecture, AMPol, is basedon
functionalcomponentgor expressingpolicies,discovering
them,andfacilitating extensiongo conformto andenforce
them. Our casestudy validatesthe approachand imple-
mentationby shaving how to deploy puzzlesandIBE over
aWSEmailplatformto supportcomplex policies. This pro-
videsone of the mostcompletestudiesto dateof a proof-
of-conceptadaptie policy systembasedon Web services.
Our future and currentwork includessupportfor multiple
recipients(e.g. mailing lists), improved securitymeasures
suchas sandboxprotection,featuresto facilitate dynamic
servicecomposition,more sophisticatecand semantically
rich modelsfor representingdiscovering and negotiating
policies,policy con ict resolutionandperformanceesting.
Our projectweb site[3] includesa video demonstratiorof
adaptve messagindpasedon theimplementatiordescribed
in this paper
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