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A Overview

A Data modeling approach

A Communication model

A Communication service mapping

A Sampled measured values

A Configuration description language
A Conclusion

A Reference
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Intelligent Electronic Device T ILLINOIS

A Microprocessoibased controllers of power system
equipment
i S®I P OANDdzA U

A Receive digitalized data from sensors and power
equipment

A Issue control commands in case of anomalies to
maintain the desired status of power grid

I e.g. tripping circuit breakers



Why Standards Are Needed T LLINOIS

A Interoperability and Integration

I No standard for data representation or how devices should
look and behave to network applications

A Intuitive device and data modeling and naming
I Hierarchical and structured, rather than plain formatted

A Fast and convenient communication

A Lower cost for installation, configuration and maintenanc
I Wire connected legacy devices
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History of IEC 61850

UCA: Utility Communication Architecture

SECURITY LAB

AProtocols
Con, AData models
I 4 EPRLP pf‘ehensive AAbstract service definitions

IEC
61850

IEC 60870-5
AA communication profile for sending basic telecontrol

messages between two systems
ABased on permanent directly connected data circuits



IEC 61850 Substation Architecturd [LLINOIS

w IEC6185@nabled IEDs get digitalized power grid condition data via process
bus and merge units

w IEDs communicate with each other using substation buses

w Legacy devices use IEC61850 wrapper



