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Abstract. We show how to use an interactive theorem prover, HOL, together with a model checker,
SPIN, to prove key properties of distance vector routing protocols. We do three case studies: correct-
ness of the RIP standard, a sharp real-time bound on RIP stability, and preservation of loop-freedom
in AODV, a distance vector protocol for wireless networks. We develop verification techniques suited
to routing protocols generally. These case studies show significant benefits from automated sup-
port in reduced verification workload and assistance in finding new insights and gaps for standard
specifications.

Categories and Subject Descriptors: C.2Qofnputer-Communication Networks]: Network
Protocols—protocol verification, routing protocoj<C.2.6 [Computer-Communication Networks]:
Internet working—routers, standardsD.2.4 [Software Engineering: Software/Program Veri-
fication—correctness proofs; formal methods, model checkiRg.1 Logics and Meanings
of Programs]: Specifying and Verifying and Reasoning about Programseehanical verification
F.4.1 Mathematical and Formal Language$: Mathematical Logic—mechanical theorem proving

General Terms: Design, Reliability, Theory, Verification

Additional Key Words and Phrases: Formal verification, routing protocols, network standards, distance
vector routing, RIP, AODV, interactive theorem proving, HOL, model checking, SPIN

1. Introduction

The aim of this paper is to study how methods of automated reasoning can be used to
prove properties of network routing protocols. We carry out three case studies based
on distance vector routing. In each such study we provide a proof that is automated
and formal in the sense that a computer assisted the construction and checking of
the proof using formal mathematical logic. We are able to show that automated
verification of key properties is feasible based on the Internet Engineering Task
Force (IETF) standard or draft specifications, and that efforts to achieve automated
proofs can aid the discovery of useful properties and direct attention to potentially
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troublesome boundary cases. Automated proofs can effectively supplement other
means of assurance like manual mathematical proofs and automated testing by
identifying unexpected boundary cases and checking large numbers of cases without
the need for human insight.

1.1. THE CASE STUDIES. The first case study proves the correctness of the
asynchronous distributed Bellman-Ford protocol as specified in the IETF Routing
Information Protocol (RIP) standard [Hendrick 1988; Malkin 1994]. The classic
proof of a “pure” form of the protocol is given in Bertsekas and Gallager [1991].
Our result covers additional features included in the standard to improve real-
time response times (e.g., split horizons and poisoned reverse). These features add
additional cases to be considered in the proof, but the automated support reduces the
impact of this complexity. Adding these extensions makes the theory better match
the standard and hence also its implementations. Our proof also uses a different
technique from the one in Bertsekas and Gallager [1991] and provides additional
properties about network stability.

Our second case study provides a sharp real-time convergence bound on RIP in
terms of the radius of the network around its nodes. In the worst case, the Bellman-
Ford protocol has a convergence time as bad as the number of nodes in the network.
However, if the maximum number of links any source needs to traverse to reach a
destination ik (the radius around the destination) and there are no link changes,
then RIP will converge ik timeout intervals for this destination. It is easy to see
that convergence occurs withink2{ 1) intervals, but the proof of the sharp bound
of k is complicated by the number of cases that need to be checked: we show how
to use automated support to do this verification, based on the approach developed
in the previous case study. Thus, if a network has a maximum radius of 5 for each
of its destinations, then it will converge in at most five intervals, even if the network
has 100 nodes. Assuming the timing intervals in the RIP standard, such a network
will converge within 15 min if there are no link changes. Our main goal is to show
how automated support can cover real-time properties of routing protocols.

Our third case study is intended to explore how automated support can assist
newprotocol development efforts. We consider a distance vector routing protocol
arising from work at MANET, the IETF work group for mobile ad hoc networks.
The specific choice is the Ad-Hoc On-Demand Distance Vector (AODV) protocol
of Perkins and Royer [1999], as specified in the second version of the IETF Internet
Draft [Perkins and Royer 1998]. This protocol uses sequence numbers to protect
against the formation of loops, a widely noted shortcoming of RIP. A sketch of a
proof that loops cannot form is given in Perkins and Royer [1999]. We show how
to tighten some of the AODV conditions and derive this property from a general
invariant for the paths formed by AODV. We use this invariant to analyze some
conditions concerning failures that are not fully specified in Perkins and Royer
[1998] but could affect preservation of the key invariant if not treated properly.
Issues from our analysis and that of others enabled these problems to be addressed in
subsequent AODV drafts. Our primary conclusion is that the automated verification
tools can aid analysis of emerging protocol specifications on acceptable scales of
effort and “time-to-market.”

1.2. \ERIFICATION OF NETWORKING STANDARDS. Automated logical reason-
ing about computer systems, widely knownfagnal methodshas been success-
ful in a number of domains. Proving properties of computer instruction sets is
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perhaps the most established application and several major hardware vendors have
programs to do modeling and verification of their systems using formal methods.
Another area of success concerns safety critical devices. For instance, Heitmeyer
et al. [1998] studied invariants of a weapons control panel for submarines modeled
from the contractor design documents. The study led to a good simulator for the
panel and located some serious safety violations. The application of formal meth-
ods to software has been a slower process, but there has been noteworthy success
with avionic systems, air traffic control systems, and others. One key impediment
in applying formal methods to non-safety-critical systems concerns the existence of
a specification of the software system: it is necessary to know what the software is
intended tosatisfybefore a verification is possible. For many software systems, no
technical specification exists, so the verification of documented properties means
checking invariants from inline code comments or examples from user manuals.

An exception to this lack of documentation is software in the telecommunications
area, where researchers have a penchant for detailed technical specifications. RIP
offers a case study in motivation. Early implementations of distance vector routing
were incompatible, so all of the routers running RIP in a domain needed to use the
same implementation. Users and implementers were led to correct this problem by
providing a specification that would define precise protocols and packet formats.
We find below that the resulting standard [Hendrick 1988; Malkin 1994] is precise
enough to support, without significant supplementation, a detailed proof of correct-
ness in terms of invariants referenced in the specification. The proved properties
are guaranteed to hold of any conforming implementation and of any network of
conforming routers. RIP is perhaps better than the average in this respect, since
(1) the standard seeks to bind itself closely to its underlying theory, (2) distance
vector routing is simpler than some alternative routing approaches, and (3) at this
stage, RIP is a highly seasoned standard whose shortcomings have been identified
through substantial experience. This is not to say that RIP was already verified by its
referenced theory. There are substantial gaps between Hendrick [1988] and Malkin
[1994] and the asynchronous distributed protocol proved correct in Bertsekas and
Gallager [1991]: the algorithm is different in several nontrivial ways, the model is
different, and the state maintained is different. Our analysis narrows this gap and
extends the results of the theory as applied to the standard version of the protocol.

It is natural to expect that newer protocols, possibly specified in a sequence of
draft standards, will have more gaps and will be more likely to evolve. Useful ap-
plications of formal methods to such projects must “track” this instability, locating
errors or gaps quickly and leveraging other activities like revision of the draft stan-
dard and the development of simulations and implementations. To test this agility
for our tools and methods, we extended our analysis of RIP to newer applications
of distance vector routing in the emerging area of mobile ad hoc networks. Ad hoc
networks are networks formed from mobile computers without the use of a cen-
tralized authority. A variety of protocols are under development for such networks
[Royer and Toh 1999], including many based on distance vector routing [Perkins
and Bhagwat 1994; Chiang 1997; Murthy and Garcia-Luna-Aceves 1994; Perkins
and Royer 1999]. Requirements for a routing protocol for ad hoc networks are
quite different from those of other kinds of networks because of considerations like
highly variable connectivity and low-bandwidth links. Given the rapid rate of evo-
lution in this area and the sheer number of new ideas, it seems like an appropriate
area as a test case for formal methods as part of a protocol design effort.
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1.3. \ERIFICATION ATTRIBUTES OFROUTING PROTOCOLS There have been a
variety of successful studies of communication protocols. For instance, Mitchell
et al. [1998] provided a proof of some key properties of SSL 3.0 handshake pro-
tocol [Freier et al. 1996]. However, most of the studies to date have focused on
endpointprotocols like SSL using models that involve two or three processes (rep-
resenting the endpoints and an adversary, for instance). Studies of routing protocols
must have a different flavor since a proof that works for two or three routers is
not interesting unless it can be generalized. Routing protocols generally have the
following attributes, which influence the way formal verification techniques can be
applied:

(1) An (essentially) unbounded number of replicated, simple processes execute
concurrently.

(2) Dynamic connectivity is assumed and fault tolerance is required.
(3) Processes are reactive systems with a discrete interface of modest complexity.

(4) Real time is important and many actions are carried out with some timeout
limit or in response to a timeout.

Most routing protocols have other attributes such as latencies of information flow
(limiting, for example, the feasibility of a global concept of time) and the need to
protect network resources. These attributes sometimes make the protocols more
complex. For instance, the asynchronous version of the Bellman-Ford protocol is
much harder to prove correct than the synchronous version [Bertsekas and Gallager
1991], and the RIP standard is still harder to prove correct because of the addition
of complicating optimizations intended to reduce latencies.

In this paper we verify protocols using tools that are very general (HOL) or
tuned for the verification of communication protocols (SPIN). The tools will be
described in Section 2, and an overview of routing protocols including RIP and
AODYV is provided in Section 3. The rest of the paper consists of the three case
studies. We describe a proof of the correctness of RIP in Section 4, proof of a sharp
real-time bound on convergence of RIP in Section 5, and proof of path invariants for
AODV in Section 6. We offer some conclusions and statistics in the final section.

2. Approaches to Formal Verification

For centuries mathematicians have worked on techniques for verifying that algo-
rithms have the properties they are expected to have. Instantiations of algorithms
in standardized protocols and their implementation on computers is a more recent
phenomenon. While traditional mathematical techniques are extremely valuable in
this new context, there are some noteworthy changes. First, the implementations
of protocols can be automatically tested using computers. This improves the like-
lihood that the protocol and its implementation achieve the desired results, even
when a full mathematical proof is missing. Second, the complexity of the protocol,
and especially its implementation, make mathematical proof of correctness diffi-
cult. Given the second change, it is tempting to skip mathematical proofs and rely
on the advantages brought by the first change. Since testing does not cover all cases
in the way a mathematical proof does, this reduces the level of assurance that the
protocol and implementation have the desired properties. A happy alternative is
one in which automated analysis techniques enable mathematical verification.
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Automated proofs of protocols fall into three general categories. The first can be
seen as an extension of testing wherein automated support is used to create tests
that, in essence, include all possible cases, thus providing a proof of correctness.
Automated tools supporting this approach are often caitedel checkersThe
second can be seen as a formalization of mathematics wherein logic is used to
characterize mathematical reasoning, and automated formal support is used to aid
the creation and checking of proofs. Automated tools supporting this approach
are often calledheorem proversA third category is one in which exhaustive
testing can be achieved in limited cases. This can improve testing by enabling
better coverage, or, if supplemented by suitable mathematical arguments, it can
even provide a complete proof of correctness. This third category can be supported
by a combination of “manual” mathematical reasoning, automated model checking,
and automated theorem proving.

Computer protocols have long been the targets of verification efforts. Protocol
design often introduces subtle bugs that remain hidden in all but auies\of the
protocol, but might lead to serious operational failures. In this section, we discuss
the complexities involved in verifying network protocols and propose automated
tool support for this task. As an example, we consider a simple protocol for leader-
election in a network. A variant of this protocol is used for discovering spanning
trees in an extended large-area network (LAN) [Periman 1985, 1992].

The network consists af connected nodes. Each node has a unique intdger
The node with the least id is called tleader. The aim of the protocol is for every
node to discover the id of the leader. To accomplish this, each node maintains a
leader-id its own estimate of who the leader is, based on the information it has so
far. Initially, the node believes itself to be the leader. Evprseconds, each node
sends an advertisement containing its leader-id to all its neighbors. On receiving
such an advertisement, a node updates its leader-id if it has received a lower id in
the message.

The above protocol involves processes that react to incoming messages. The
state of the system consists of the (integer) leader-ids at each process; the only
events that can occur are message transmissions initiated by the processes them-
selves. However, due to the asynchronous nature of the processes, the message
transmissions could occur in any order. This means that in any peripdset-
onds, there could be more thahpossible sequences of events to which the system
must react. It is easy to see that manual enumeration of the potential event or state
sequences becomes impossibla sincreased. For more complex protocols, man-
ually tracing the path of the protocol for even a single sample trace becomes tedious
and error-prone. Automated support for this kind of analysis is clearly required.

A well-known design tool for protocol analysis is simulation. However, to simu-
late the election protocol, we would first have to fix the network size and topology,
and then specify the length of the simulation. Finally, we can run the protocol and
look at its trace for a given initial state and a single sequence of events. This sim-
ulation process, although informative, does not provide a complete verification. A
verification should provide guarantees about the behavior of the protocol on all
networks, over all lengths of time, under all possible initial states, and for every
sequence of events that can occur.

We discuss two automated tools that can help provide these guarantees. First,
we describe the model checker SPIN, which can be used to simulate and possibly
verify the protocol for a given network (and initial state). We then describe the
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TABLE |. LEADERELECTION IN PROMELA

#define NODES 3

#define BUF_SIZE 1

chan input[NODES] = [BUF_SIZE] of {int};
chan broadcast = [0] of {int,int};

int leader_id[NODES] ;

proctype Node (int me; int myid){
int advert;
leader_id[me] = myid;
do
: input[me]7advert ->
if
: advert < leader_id[me] ->
leader_id[me] = advert
:: else -> skip
fi
:: true -> broadcast!me,leader_id[me]
od

interactive theorem prover HOL, which, with more manual effort, can be used to
verify general mathematical properties of the protocol in an arbitrary network.

2.1. MODEL CHECKING UsSING SPIN. The SPIN model checking system
(netlib.bell-labs.com/netlib/spin/whatispin.html) has been widely
used to verify communication protocols. The SPIN system has three main compo-
nents: (1) the Promela protocol specification language, (2) a protocol simulator that
can perform random and guided simulations, and (3) a model checker that performs
an exhaustive state-space search to verify that a property holds under all possible
simulations of the system [Holzmann 1991, 1997].

To verify the leader-election protocol using SPIN, we first model the protocol in
Promela. A Promela model consists of processes that communicate by message-
passing along buffered channels. Processes can modify local and global state as a
result of an event. The Promela process modeling the leader-election protocol at a
single node is as given in Table |. We then hard-code a network into the broadcast
mechanism and simulate the protocol using SPIN. SPIN simulates the behavior of
the protocol over a random sequence of events. Viewing the values of the leader-ids
over the period of the simulation provides valuable debugging information as well
as intuitions about possible invariants of the system.

Finally, we use the SPIN verifier to prove that the election protocol succeeds in
a three-node network. This involves specifying the correctness property in Linear
Temporal Logic (LTL) [Manna and Pnueli 1991]. In our case, the specification
simply insists that the leader-id at each node eventually stabilizes at the correct
id. The verifier then carries out an exhaustive search to ensure that the property is
true for every possible simulation of the system. If it fails for any allowed event
sequence, the verifier indicates the failure along with the counterexample, which
can be subsequently resimulated to discover a possible bug.

2.2. INTERACTIVE THEOREMPROVING USINGHOL. The HOL Theorem Prov-
ing Systemyww.cl.cam.ac.uk/Research/HVG/HOL) is a widely used general-
purpose verification environment. The main components of the HOL system
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TABLE Il. STATE UPDATE FUNCTION

function Update (state, sender, receiver, mesg, node):int =
if node = receiver then
if mesg < state(receiver)
then mesg else state(receiver)
else state(node)

are (1) a functional programming language used for specifying functions, (2)
higher-order logic (HOL) used to specify properties about functions, and (3) a
proof assistant that allows the user to construct proofs of such properties by
using inbuilt and user-defined proof techniques [Gordon and Melham 1993].
Both the programming model and the proof environment are very general, ca-
pable of proving any mathematical theorem. Designing the proof strategy is the
user’s responsibility.

In order to model the leader-election protocol in HOL, we need to model pro-
cesses and message-passing in a functional framework. We take our cue from the
reactive nature of the protocol. The input to the protocol is a potentially infinite
sequence of messages. Each process can then be representegdgtaiunction
that takes a message as input and describes how the process state is modified. In
our case, the process state consists of an integer representing the current leader
computed by the node. The state of the entire system is then updated in accordance
with the function at eachode, as shown in Table Il.

Note that the generality of the programming platform allows us to define the protocol
for an arbitrary network in a uniform way.

We then specify the property that we desire from the protocol as a theorem that
we wish to prove in HOL.

THEOREM 1. Eventually, every node’s leader-id is the minimum of all the node
ids in the network.

In order to prove this property, we prove three lemmas, all of which can be easily
encoded in higher-order logic:

LEMMA 2. At each node, the leader-id can only decrease over time.

LEMMA 3. If the state of the network is unchanged by a message from node n
to node n as well as a message from to n,, the leader-ids at nand r, must be
the same.

LEMMA 4. Once a node’s leader-id becomes correct, it stays correct.

Finally, we construct a proof of the desired theorem. The proof assistant organizes
the proof and ensures that the proofs are complete and bug-free. We first prove the
lemmas by case analysis on the states and the possible messages at each point in
time. Then, Lemmas 2 and 3 are used to prove that the state of the network must
“progress” until all the nodes have the same leader-id. Moreover, since the leader
node’s leader-id never changes (Lemma 4), all nodes must end up with the correct
leader-id. These proofs are carried out in a simple deductive style managed by the
proof assistant.

The above proof is just one of many different proofs that could be developed
in the HOL system. For example, if instead of correctness, we were interested in
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proving how long the protocol takes to elect a leader, we could prove the following
lemma. Recall thap is the interval for advertisements.

LEMmMA 5. Ifall nodes within adistance k of the leader have the correct leader-
id after t seconds, then all nodes within a distarfke- 1) will have the correct
leader-id within t4 p seconds.

In conjunction with Lemma 4 this enables an inductive proof of Theorem 1.

2.3. MODEL CHECKING VERSUSINTERACTIVE THEOREM PROVING. We have
described how two systems can address a common protocol verification problem.
The two systems clearly have different payoffs. SPIN offers comprehensive in-
frastructure for easily modeling and simulating communication protocols and has
fixed verification strategies for that domain. On the other hand, HOL offers a more
powerful mathematical infrastructure, allowing the user to develop more general
proofs. SPIN verifications are generally boundibymorandexpressivenesslOL
verifications are bound byrogrammer-months.

Our technique is to code the protocol firstin SPIN and use HOL to address limits
in the expressiveness of SPIN. This is achieved by using HOL to jpasteactions
showing properties like: if propert? holds for two routers, then it will hold for
arbitrarily many routers. Or: advertisements of distances can be assumed to be
equal tok or k + 1. In addition, we use the abstraction proofs in HOL to reduce
the memory demands of SPIN proofs while ensuring that the SPIN implementation
properly reflects the standard. We give examples of these tradeoffs in the case
studies and summarize with some statistical data in the conclusions.

3. Distance Vector Routing

Aninternetwork can be viewed as a bipartite graph consisting of nodes representing
routersandnetworks and edges representiiigerfaces A host attached to a net-
work sends a packet with a destination network address to a router on its network.
This router cooperates with other routers to determine a path for moving the packet
toward its destination. Aouting protocolis an algorithm used by routers to deter-
mine such a path. There are many types of internetworks. The connected Internet
operates globally, mainly over wired links. Other kinds of internetworks, like ad
hoc networks of mobile routers on radio links, are a topic of current investigation. In
this section, we provide some general background on routing in these two contexts,
then provide background on the two protocols on which this paper is focused.

3.1. ROUTING IN THE INTERNET.  The Internet is broadly organized into collec-
tions of networks calledutonomous systems (ASah AS may, for instance, be
the internetwork of a company, a university, or an Internet service provider (ISP).
Routing protocols that are used between AS’s are caléelior gateway protocols
(EGP’s), while those that run within the AS’s are callederior gateway protocols
(IGP’s).IGPs fall into two categories: distance vector routing and link state routing.
The principal EGP is the Border Gateway Protocol (BGP), which is similar to a
distance vector routing protocol.

Distance vectomrotocols were among the first to be used in the Internet.
In such protocols, each router maintains, for each destination, the name of an
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adjacent router that is (thought to be) one “hop” closer to the destination and (what
is thought to be) the number of hops to reach the destination. This information is
periodicallyadvertisedto adjacent routers, angpdatedto take account of infor-
mation from the advertisements of adjacent routers. The best-known protocol of
this kind is RIP, which is still widely used because of its early inclusion in Unix
operating systems. RIP is described in a series of IETF RFCs [Hendrick 1988;
Malkin 1993, 1994]. Th&nhanced Interior Gateway Routing Protocol (EIGRP)
(www.cisco.com/warp/public/103/1.html) is another distance vector proto-
col; it is proprietary to Cisco, a major router vendor. The advantage of distance
vector routing protocols is their simplicity. RIP is easy to implement correctly, and
the protocol works acceptably well on smaller networks. However, since the net-
work nodes do not maintain a complete view of the network topology, there are
limits to how much they can know, and hence take advantage of, about the available
paths to a destination. In particular, the information available in RIP is so minimal
that the protocol is unable to avoid slow convergence to correct routes when the
internetwork is partitioned by failures.

Link stateprotocols are based on the idea that each router advertises the state of
its links to other routers. As this information flows into a given router, it is used
to create a map of the complete topology of the internetwork (i.e., the collection
of networks covered by the protocol, such as those of a given AS). This informa-
tion is used to calculate complete routes and determine the correct next hop for
moving a packet toward its destination. The most widely used link state proto-
col is the IETF Open Shortest Path First (OSPF) [Moy 1994]. Another important
link state protocol is ISO’s Intermediate System to Intermediate System (I1S-1S)
[ISO 1990]. While providing routers with global link information is useful in de-
termining good routes, there is significant complexity involved in the subprotocol
that propagates the link states. OSPF, for instance, is one of the most complex of
all RFCs.

BGP[Rekhter and Li 1995] is the dominant routing protocol between ASs in the
Internet. It is a kind of distance-vector protocol in which advertisements describe
complete routes (rather than just hop count) and the selection of a best route by a
router for an AS is a function of both the policies of the AS and the best route as
determined by its neighbors. That is, BGP allows distance metrics based on hop
count to be overridden by policy-based metrics. This flexibility leads to potential
shortcomings. In particular, Varadhan et al. [1996] demonstrated circumstances in
which routes to a given destinatioscillate Such behavior is undesirable in routing
protocols. The extent to which it is a potential problem for BGP on the Internet
is not well understood. Griffin and Wilfong [1999] demonstrated that even if the
BGP topology of the Internet were known, it would not be feasible in principle to
decide whether it might display oscillations. Instead, the focus has been on devising
extensions and restrictions of BGP to guarantee convergence. Griffin and Wilfong
[2000] devised a sufficient condition that guarantees the absence of permanent
oscillations in their BGP model and used it to design a convergent extension of the
protocol. Obradovic [2002] refined that result by extending the model with real-time
attributes and establishing bounds on convergence time. Gao and Rexford [2000]
proposed a way to use the provider-customer hierarchy of the Internet to configure
BGP routers in a way that guarantees convergence. Deeper understanding of the
convergence properties of BGP is likely to be a significant area of investigation
over the next few years.
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3.2. ROUTING IN AD HOC NETWORKS  Routing protocols like RIP make many
assumptions about what is reasonable for the network on which they provide rout-
ing. For instance, it is assumed to be acceptable to exchange routing information
periodically and maintain a route for each destination. These assumptions are justi-
fied by the nature of the elements of the internetwork, which consist principally of
high-bandwidth, reliable links between capable routing elements serving a stable
family of hosts. Consider, by contrast, a collection of mobile computers being used
in an application like disaster relief where a wired infrastructure may be unavail-
able. Links between devices will be low-bandwidth and unreliable. Connectivity
will be determined by signal strengths and the link technology (which will be
sensitive to noise and obstructions), so the mobility of the nodes may cause con-
nectivity to be extremely variable. Indeed, links to neighboring nodes may change
every few minutes or seconds. On the other hand, such a network may not need
complete connectivity between each pair of nodes at all times. In a disaster re-
lief situation, it may be the case that only a few mobiles need to communicate,
rather than every pair. Low bandwidth, unreliability, and rapidly changing connec-
tivity can therefore be balanced against a potentially modest demand for end-to-end
communication links by the use oh-demandouting. That is, routes can be de-
termined when they are needed, thus potentially reducing the overhead of routing
control messages.

Because of its simplicity, distance vector routing is a natural choice for routing in
ad hoc networks. AODV [Perkins and Royer 1998, 1999] provides an instantiation of
an on-demand form of distance vector routing that aims to keep control messages
to a minimum. As mentioned earlier, there are a variety of other approaches to
routing in ad hoc networks based on other strategies. These schemes are all grossly
similar in complexity at the current time. AODV is more complex than RIP, not
only because of the on-demand requirement, but also because of state added to the
protocol to protect against loop-formation. These features will be our primary focus
in analyzing the AODV protocol.

3.3. ROUTING INFORMATION PrOTOCOL The RIP protocol specification is
given in Hendrick [1988] and Malkin [1994], and a good exposition can be found
in Huitema [1995]. This subsection gives a brief description of the protocol. Pseudo-
code is given in Appendix A. Our analysis is for version 2 of the RIP Internet
Standard, but also applies to version 1.

Each router running RIP maintains a routing table. The table contains one en-
try per destination, representing the current best route to the destination. Routers
periodically advertisetheir routing tables to their neighbors. Upon receiving an
advertisement, the router checks whether any of the advertised routes can be used
to improve current routes. Whenever this is the case, the router updates its current
route to go through the advertising neighbor.

Routes are compared exclusively by their length, measured in the number of
hops(i.e., the number of routers on the route). A routing table entry corresponding
to a destinatior contains the following attributes:

—hops: number of hops i

—nextRouter: the first router along the routedt@he one that advertised the best
route so far);



548 BHARGAVAN ET AL.

—nextlface: the interface through which the advertisement fnextRouter was
received. This interface uniquely identifies the next network along the route and
will be used to forward packets addressed to

The value ohops must be an integer between 1 and 16, where 16 has the meaning of
infinity—a destination witthops attribute setto 16 is considered to be unreachable.
RIP is not appropriate for ASs that contain a router and a destination network that
are more than 15 hops apart from each other. The objective behind a relatively low
upper bound on the route length is faster convergence. RIP exhibits a phenomenon
calledcounting to infinity discussed in Hendrick [1988], which permits a worst-
case loop persistence time, and therefore convergence time, proportional to the
maximum allowed route length.

A router advertises its routes by broadcasting RIP packets to all of its neighbors.
An RIP packet contains a list dflestination, hops)-pairs. A receiving router
compares its current metric fdestination to hops + 1, which is the metric of the
alternative route, and updates its routing entry for the destination if the alternative
route is shorter. There is one exception to this rule: if the advertising router is
the nextRouter in the table of the receiving router, then the receiver adopts the
alternative route regardless of its metric.

Normally, a RIP packet contains information that matches the advertising router’s
own routing table. This rule has an exception too, which is designed to prevent
creation of loops between pairs of routers. The exception essentially prohibits
advertising routes on the interfaces through which they were learned. Simply failing
to advertise routes to the given destination over this interface is cafgd horizon.

A more proactive approach is to advertise what is callgdisoned reversever this
interface. Assume that a routetearns a route through an interfacéVhenever
advertises thatroute back through the interfatiee poisoned reverse advertisement
setshops to 16 (infinity). A detailed discussion of these two optimizations can be
found in Hendrick [1988].

Each routing table entry has a timekpire associated with it. Every time
an entry is updated (or created)pire is reset to 180 s. Routers try to adver-
tise every 30 s, but due to network failures and congestion some advertisements
may not get through. If a route has not been refreshed for 180 s, the destination
is marked as unreachable and a spegabageCollect timer is set to 120 s.

If this timer expires before the entry is updated, the route is expunged from
the table.

3.4. AD HOC ON-DEMAND DISTANCE VECTOR PROTOCOL The AODV rout-
ing protocol is specified in a series of Internet Drafts submitted to the MANET
working group gww.ietf.org/html.charters/manet-charter.html) at the
IETF. An introduction to the protocol is given in Perkins and Royer [1999]. This
subsection describes the AODV routing protocol as specified in the version 2 In-
ternet draft [Perkins and Royer 1998]. Pseudo-code for the protocol is given in
Appendices B and C.

In AODV, a route to a destinatioth contains the following fields:

—nexty: next node on a path i

—hops,: distance frond, measured in the number of nodes (hops) that need to be
traversed to reacti;
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—seqnoy: last recordedequence numbéor d;
—lifetimey: remaining time before route expiration.

The purpose of sequence numbers is to track changes in topology. Each node
maintains its own sequence number. Itis incremented whenever the set of neighbors
of the node changes. When a route is established, it is stamped with the current
sequence number of its destination. As the topology changes, more recent routes
will have larger sequence numbers. That way, nodes can distinguish between recent
and obsolete routes.

When a node wants to communicate with a destinationit broadcasts a route
request RREQ) message to all of its neighbors. The message has the following
format:

RREQ(hops_to_src, broadcast_id, d, segno, s, src_seq_no).

Argumenthops_to_src determines the current distance from the node that initiated
the route request. The initi@REQ has this field set to 0, and every subsequent
node increments it by 1. THeoadcast_id field is a unique integer assigned to each
RREQ originated bys—it is incremented after evefRREQ. Argumentseqno
specifies the least sequence number for a rouddhats is willing to accept (node
s uses here the last sequence number it recorded for the destidatr@amely
seqgnoy). Argumentsrc_seq-no is the sequence number of the initiating nade
When a nodéreceives &REQ), it first checks whether it has a routedonarked
with a sequence number at least as bigegno. If it does not, it rebroadcasts the
RREQ with an incrementedhops_to_src field. At the same timet can use the
receivedRREQ to set up a reverse route $oThis route would eventually be used
to forward replies back te. If t has a fresh enough route ¢y it replies tos
(forwarded via the reverse route) with a route regRREP) message which has
the following format:

RREP(hopsy, d, seqnoy, lifetimey).

Argumentshopsg, seqnoy, andlifetimey are the corresponding attributes tesf
route tod. Similarly, if t is the destination itselft (= d), it replies with

RREP(0, d, big_seq_no, MY_ROUTE_TIMEOUT).

The value othig_seq_no needs to be at least as bigdis own sequence number
and at least as big aggno from the request. Parametdly ROUTE_TIMEOUT
is the default lifetime, locally configured dt Every node that receivesRREP
increments the value of theops packet field and forwards the packet along the
reverse route tg. When a node receivesRREP for some destinatiod, it uses
information from the packet to update its own routedolf it already has a route
to d, preference is given to the route with a higher sequence number. If sequence
numbers are the same, the shorter route is chosen. This rule is used Isadhdy
by all of the intermediate forwarding nodes. The preference rule is important for
propagating error messages.

In addition to the routing table, each nagleseps track of thactive neighborsor
each destinatiod. This is the set of neighboring nodes that sas theimextN4 on
the way tad. If s detects that its route tis broken, it sends an unsolicit&REP
(error) message to all of its active neighbors dorThis message contaif®ps
equal to 255 (infinity), andegno equal to one more than the previous sequence
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number for that route. Because of the previously mentioned preference rule for route
selection, such an artificially incremented sequence number forces the recipients
to accept this “route” and propagate it further upstream, all the way to the origin of
the route.

4. Stability of RIP

4.1. FORMALIZATION. We model the univerdd as a bipartite connected graph
whose nodes are partitioned imetworksand routers such that each router is
connected to at least two networks. In other wordstersandnetworksare nodes,
while interfacesare edges. The goal of the protocol is to compute a table at each
router providing, for each networnk, the length of the shortest path ncand the
next hop along one such path. The hop count is limited to a maximum of 16, where
16 meansinreachable

Our proof shows that, for each destinatibthat is less than 16 hops away from
every router, the routers will all eventually obtain a correct shortest pathAm
entry ford at a router consists of three parameters:

—hops(r): current estimate of the distance metriaitan integer between 1 and
16 inclusively);

—nextN(r): the next network on the route th
—nextR(r): the next router on the route tb

Both r and nextR(r) must be connected toextN(r). We say that points to
nextR(r). Initially, routers connected td must have their metric set to 1, while
others must have it set to values strictly greater than 1. Two routeneayleborsf

they are connected to the same network. The universe changes its state (i.e., routing
tables) as a reaction tgpdate messagdmeing sent between neighboring routers.
Each update message can be represented as agriglengt, rcv), meaning that the
routersnd sends its current distance estimate through the netagtrto the router

rcv. In some cases this will cause the receiving router to update its own routing
entry. An infinite sequence of such messagesl{(, net;, rcv;)i>o is said to bdair

if every pair of neighboring routeisandr exchanges messages infinitely often:

Vi.dj >i.(snd; =s) and fcv; =r).

This property simply assures that each router will communicate its routing infor-
mation to all of its neighbors. Distancedds defined as

D(r) = 1, if r is connected tal,
~ | 1+ min{D(s) | s neighbor of §, otherwise.

Fork > 1, thek-circle aroundd is the set of routers
Ck={r | D(r) <k}

For 1<k <15, we say that the universeksstableif the following properties S1
and S2 both hold:

(S1) Everyrouter e Cy hasits metric setto the actual distance: thdta@s(r) =
D(r). Moreover, ifr is not connected td, it has its next router set to the first
router on some shortest pathdothat is,D(nextR(r)) = D(r) — 1.

(S2) For every router ¢ Cy, hops(r) > k.
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Intuitively, in ak-stable universe, all routers insi@g have converged to the correct
routes, while those outside may not have received the advertisements that would
allow them to calculate the correct routes. The aim of the routing protocol is to
expand the&-stable circle until all routers are contained inkit=¢ 15).

Given ak-stable universe, we say that a routeat distancek + 1 from d is
(k + 1)-stableif it has an optimal route: that ispps(r) = k + 1 andnextR(r) € C.

4.2. RROOFRESULTS Our main goal is to show that a universe running RIP
does eventually discover all the shortest paths of length less than 16:

THEOREM6 (CORRECTNESS ORIP). For any k< 16, starting from an arbi-
trary state of the univers#, for any fair sequence of update messages, there is a
time § such that/ is k-stable at all times t t.

In particular, we want to show that 15-stability will be achieved. Note that the theo-
rem applies to aarbitrary initial state. This is important because topology changes
could occur during a run of the protocol and leave it in an arbitrary nonstable state.
After each topology change, RIP effectively has to start from this arbitrary inital
state and recompute all the routing tables. But as long as these topology changes
are not too frequent, Theorem 6 applies to the periods in between, guaranteeing
eventual convergence if a period is long enough.

PrROOF  Our proof, which we calthe radius proofdiffers from the one de-
scribed in Bertsekas and Gallager [1991] for the asynchronous Bellman-Ford algo-
rithm. Rather than induction on estimates for upper and lower bounds for distances,
we carry out induction on the radius of tkestable region around. The proof has
two attributes of interest:

(1) It states a property about the RIP protocol, rather than the asynchronous dis-
tributed Bellman-Ford algorithnCloser analysis reveals subtle, but substantial,
differences between the two. In the case of Bellman-Ford, routers keep all of
their neighbors’ most recently advertised metric estimates, whereas RIP keeps
only the best value. Furthermore, the Bellman-Ford metric ranges over the set
of all positive integers, while the RIP metric saturates at 16, which is regarded
as infinity. Finally, RIP includes certain engineering optimizations, such as split
horizon with poisoned reverse, that do not exist in the Bellman-Ford algorithm.

(2) The radius proof is more informativét shows that correctness is achieved
quickly close to the destination, and more slowly further away. We exploit this
in the next section to show a real-time bound on convergence.

Theorem 6 is proved by induction &n There are four parts to it:
LEMMA 7. The universé/ is initially 1-stable.

LEMMA 8 (PRESERVATION OFSTABILITY ). For any k < 16, if the universe is
k-stable at some time t, then it is k-stable at any tinte t.

LEMMA 9. Foranyk < 15and routerr such that r) = k+ 1, if the universe
is k-stable at some timg, then there is atime k > tx such thatr igk 4 1)-stable
at all times t> t; .
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LEMMA 10 (FRROGRESY. Forany k < 15, if the universé/ is k-stable at some
time §, then there is a timgt, > tx such thatl/ is (k 4+ 1)-stable at all times
t Z tk+1.

Lemma 7 serves as the basis of the overall induction. Lemma 8 is the fundamental
safety property, ensuring that once the universe converges to the correct routes, they
stay correct. Lemma9is the main progress property in the proof and gets generalized
to Lemma 10, which is the inductive step.

4.3. RROOFDETAILS AND TOOL SUPPORT  First we write RIP models that can
be analyzed by SPIN and HOL. The Promela model of RIP follows directly from
the pseudo-code in Appendix A. The process declaration translates te@ &ype,
constants become C-style macro constants, and state is expressed using C-style
structs and arrays. All events are expressed as message events on channels; adver-
tisements are asynchronous messages. The process body consists mainly of event
handlers for the different events guarded by a case statement and enclosed in an in-
finite do-loop. The individual event handling routines are translated into the C-style
syntax that Promela uses. We simplify the model to deal with only one destination
and a fixed number of interfaces.

The HOL theory consists of definitions of the routing table andugatefunc-
tion that modifies the routing table based on received advertisements. These def-
initions extend to a natural definition of the state sequence, which represents the
successive states of all the routers in the univitras the protocol is executed. Then
the network model is defined as a relationship between routers and netwofks in
Finally k-stability is defined and the correctness theorem and lemmas formalized.

Lemma 7 is easily proved by HOL.: it follows from the definitionlektability,
and the state sequence induced by RIP. The safety property, Lemma 8, is proved
twice: once completely in HOL, and the second time using both HOL and SPIN. We
compare the two proofs statistically in Section 7. To prove this lemma, one needs
to show that &-stable universe remaitsstable after an arbitrary update message.
Our first HOL proof proceeds by separately verifying that each of the conditions
S1 and S2 remain true after an update. This cannot be directly modeled in SPIN,
since, for instance, the number of routers insidektloércle is unknown.

However, it turns out that-stability gives rise to a nicabstractionof the system,
which can be usedto encode the systemin SPIN. We know thitéteble universe,
thek-circle always advertises the distarkce the outside world. On the other side,
all the distances that are advertised toktercle from the outside world are strictly
greater thark. Therefore, thé-circle can now be modeled as a single router that
always advertises the distancekolfiops. The outside world can be modeled by a
process that always advertises arbitrary distances greatek.tBarfor the router
suchthaD(r) =k + 1, we can abstract its environment and replace it with one node
representing thk-circle and one process representing the rest of the outside world.
Using this abstraction, the effectively reduces to three nodes, for all properties
that need to be proved abautin addition, the hop counts are abstracted to the
conditionshops < k + 1, hops = k + 1, or hops > k + 1. So our abstract hop
count,abs_hop_cnt € {LT, EQ, GR}, corresponding to which of the conditions is
true ofhops.

It is crucial that our abstractions afiaitary and property-preservingAn ab-
straction is finitary if it reduces the system to a fixed, finite number of states. It is
property-preserving (with respect to a specific property) if whenever the abstract
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system satisfies the property itis also the case that the concrete system satisfies the
property. Finitary abstractions, like the one we have described for RIP, are useful
because they enable proofs using state-space exploration in a model checker. Our
first proof in HOL does not make use of the abstraction and is fairly long, needing
nine intermediate lemmas and 903 steps of deduction. For the second proof, we first
prove in HOL that, in &-stable universe, our abstraction is property-preserving for
the router at distance + 1. The relationship between the abstract system and the
real system is represented as an invariant of the stat@ad is proved inductively

using key properties df-stability. This is a fairly large proof as well and reuses
large chunks of the first HOL proof of Lemma 8. However, once the abstraction is
proved correct, we can use it to reduce the universe to a finite three-process system
that can be model checked in SPIN. Proofs that can be carried out in either tool are
typically done in SPIN, since it provides more automation.

Lemma 9, the main progress property in the proof, is proved with SPIN, using the
Lemma 8 abstraction again. The proof as a whole illustrates well how verification
can be split between the two systems: we justify the abstractions using a theorem
prover and then we prove the property of the abstract system using a model checker.
These two parts are independent and therefore can be done in parallel. More-
over, once a suitable abstraction has been proved, it can often be reused to prove
many properties.

Lemma 10is the inductive step, whichis derived in HOL as an easy generalization
of Lemma 9, using the fact that the number of routers is finite. Statistics on the
lengths of the proofs and models are presented in Section 7.

5. Sharp Timing Bounds for RIP Stability

In the previous section, we proved convergence for RIP under the assumption that
the topology stays unchanged for some period of time. We now calculate how

big that period of time must be. To do this, we need to have some knowledge

about the times at which protocol events must occur. In the case of RIP, we use
the following:

Fundamental Timing Assumption. Thereis a valueé\, such that during every
topology-stable time interval of the length, each router gets at least one
update message from each of its neighbors.

This is the only assumption we make about timing of update messages. RIP routers
normally try to exchange messages every 30 s; a failure to receive an update within
180 s is treated as a link failure. Thias= 3 min satisfies the Fundamental Timing
Assumption for RIP.

Asinthe previous section, we will concentrate on a particular destination network
d. Our timing analysis is based on the notion of wadtability. For 2< k < 15,
we say that the univerdg is weakly k-stabléf the following conditions hold:

(WS1) The universé/ is (k — 1)-stable.

(WS2) For all routersr on thek-circle: that isD(r) = k, eitherr is k-stable
(hops(r) = k andnextR(r) € Cy_1), orhops(r) > k.

(WS3) For all routers outsideCy (D(r) > k), hops(r) > k.

Weakk-stability is stronger thark(— 1)-stability, but weaker thak stability. Condi-
tions WS1 and WS3 are similar to the conditions S1 and S2-&ability. However,
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we make a distinction for the routersn thek-circle. The only restriction on is
that it cannot have the correct hop coumtfs(r) = k) and an incorrect next pointer
(nextR(r) ¢ Ck_1). Thisensures thatwill get the correct route when it gets the next
advertisement from insid&. The disjunction in WS2 (which distinguishes weak
stability from the ordinary stability) will typically introduce additional complexity
in case analyses arising from reasoning about weak stability.

As with k-stability, we have the following:

LEMMA 11 (PRESERVATION OFWEAK STABILITY ). Forany2 < k < 15, if the
universe is weakly k-stable at some time t, then it is weakly k-stable at any time
t'>t.

We must also show that the initial state inevitably becomes weakly 2-stable after
messages have been exchanged between every pair of neighbors:

LEMMA 12 (INITIAL PROGRESY. Ifthe topology does not change, the universe
becomes weakly 2-stable aft&rtime.

The main progress property says that it takes one update interval to get from
a weaklyk-stable state to a weaklk {+ 1)-stable state. This property is shown
in two steps: first we show that condition WS1 for we&k+H 1)-stability holds
after A:

LEMMA 13. Forany2 < k < 15 if the universe is weakly k-stable at some
time t, then it is k-stable at timef A.

Then we show the same for conditions WS2 and WS3. The following puts both
steps together:

LEMMA 14 (RROGRESY. Forany2 < k < 15,ifthe universe is weakly k-stable
at some time t, then it is weaklyk 1-stable at time t A.

Theradiusof the universe (with respect th is the maximum distance frouft
R = maxD(r) | r is a route}.

The main theorem describes convergence time for a destination in terms of its
radius:

THEOREM 15 (RIP GNVERGENCETIME). A universe of radius R becomes 15-
stable withinmin{15, R} - A time, assuming that there were no topology changes
during that time interval.

The theorem is an easy corollary of the preceding lemmas. Consider a universe
of radiusR < 15. To show that it converges R - A time, observe what happens
during eachiA-interval of time:

afterA weakly 2-stable (by Lemma 1P)
after 2- A weakly 3-stable (by Lemma 14)
after 3- A weakly 4-stable (by Lemma 14)

after R — 1) - A weakly R-stable (by Lemma 14)
afterR- A R-stable (by Lemma 13)
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1 2 3 k
Fic. 1. Maximum convergence time.

R-stability means that all the routers that are not more tRdrops away fronmd
will have shortest routes . Since the radius of the universeRs this includes
all routers.

An interesting observation is that progress from (ordin&rgjability to (ordi-
nary) k + 1)-stability is not guaranteed to happen in less than me (we leave
this to the reader). Consequently, had we chosen to calculate convergence time us-
ing stability, rather than weak stability, we would have gotten a worse upper bound
of 2. (R—1)- A. Infact, our upper bound is sharp: in a linear topology, update
messages can be interleaved in such a way that convergence time becomes as bad
asR- A. Figure 1 shows an example that consistk oduters and has the radiks
with respect tal. Routerr; is connected td and has the correct metric. Router
also has the correct metric, but points in the wrong direction. Other routers have no
route tod. In this stater, will ignore a message from, because that route is no
better than what, (thinks it) already has. However, after receiving a message from
rs, to which it points,r, will update its metric to 16 and lose the route. Suppose
that, from this point on, messages are interleaved in such a way that, during every
update interval, all routers first send their update messages and then receive update
messages from their neighbors. This will cause exactly one new router to discover
the shortest route during every update interval. Routevill have the route after
the second intervalz after the third, . ., andry after thekth. This shows that our
upper bound ok - A is reachable.

5.1. RROOFDETAILS AND TOOL SUPPORT.  The proof of RIP convergence time
is similar in structure to that of RIP correctness described in Section 4. The main
result: Theorem 15 is broken down into Lemmas 12, 14, and 11. An abstraction
is used to create a finite abstract model of the universe, for which the lemmas are
proved by model checking in SPIN.

Recall that the abstraction used to prove results about stabilitykusedbility to
reduce the universe to a three-process system: representing those inkididhes
those outside it, and a router on the edge of the circle. Since WwepH J-stability
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implies k-stability, the same abstraction is applicable for weak-stability as well.
In addition, we abstract hop counts abs_hop_cnt € {LT, EQ, GR as before,
representindiops < k + 1, hops = k + 1, andhops > k + 1. This abstraction
yields a finite property-preserving model, for which Lemma 11 is proved automat-
ically in SPIN. Lemma 12 is similarly proved, using the abstraction instantiated
for k = 1. For Lemma 14 we extend the abstract hop countbghop_cnt €

{LT, EQ, EQ, GR} corresponding ttnops < k+ 1, hops =k + 1, hops =k + 2,
andhops > k+ 2. Lemma 14 is then proved automatically in SPIN as well, com-
pleting the proof.

SPIN turned outto be extremely helpful for proving properties suchas Lemma 14,
which involve tedious case analysis. To illustrate this, assuming wstédbility at
timet, let us look at what it takes to show that condition WS2 for weak-(1)-
stability holds afterA time. (WS1 will hold because of Lemma 13, but further effort
is required for WS3.)

To prove WS2, let be a router withD(r) = k + 1. Because of weak-stability
at the timet, there are two possibilities far. (1) r has ak-stable neighbor, or (2)
all of the neighbors of havehops > k. To show that will eventually progress
into either a k + 1)-stable state or a state witlops > k + 1, we need to further
break case (2) into three subcases with respect to the properties of the router that
points to: (2a) points tos € Ci (the k-circle), which is the only neighbor ofrom
Cx, or (2b)r paints tos € Cy, butr has another neighbore Cy such that # s,
or (2¢)r points tos ¢ Cy. Each of these cases branches into several further sub-
cases based on the relative ordering in whrick, and possibly send and receive
update messages.

Doing such proofs by hand is difficult and prone to errors. Essentially, the proofis
a deeply nested case analysis in wifiolal cases are straightforward to prove—an
ideal task for a fully automated model checker. Our SPIN verification is divided
into four parts accounting for differences in possible topologies. These differences
arise from the case analyses similar to the one sketched above. Each part has a
distinguished process representingnd another processes modeling the envi-
ronment forr. An environment is an abstraction of the “rest of the universe.” It
generates all message sequences that could possibly be observdd byder to
simplify the model, our abstraction allows the environment to also generate some
message sequences that are not possible in reality. Such abstractions will still be
property-preserving for “all path” properties, stating that something hol@s-in
ery possible run of the system. SPIN considered more cases than a manual proof
would have required, 21,487 of them altogether for Lemma 14, but it checked
these in only 1.7 s of CPU time. Even counting setup time for this verification,
this was a significant time-saver. The resulting proof is probably also more reliable
than a manual one. We summarize similar analyses for our other results in the
conclusions (Section 7).

6. AODV Loop Freedom

As mentioned before, loop-freedom is an important property for distance vector
routing protocols. In the context of mobile, ad hoc networking, the topologies are
much more dynamic. As a result, the routing protocol is always in a transient
state, and loop-freedom becomes even more important. Perkins and Royer [1999]
sketched a hand-proof that AODV is loop-free by appealing to the rules by which



Formal Verification of Standards 557
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FiG. 2. Sample three-node network.
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FiG. 3. Initial routes.

AODV routes can be formed. However, it is not clear that the proof applies to
the AODV standard in all its complexity, especially since significant parts of the
standard were still unspecified at the time of that work. We aim to analyze the
AODV standard, version 2, to verify that the routes formed by AODV indeed have
no loops.

We first attempt to prove loop-freedom for the simple network shown in Figure 2.
The tool we use for this finite-instance verification is the model checker SPIN. We
write a Promela model of AODV, along the lines of the standard pseudo-code shown
in Appendix B, that SPIN can analyze.

We run AODV processes at all three nodes—A, B, and D. D is the only destina-
tion, and both A and B attempt to send data to D. The link B-D is fragile and may
be broken at any time. The challenge to AODV is to gracefully discover that the
B-D link has broken and there is no longer any route from A or B to D. Note that,
if A and B form a routing loop, they will never discover that D is unreachable. We
model the network and the processes in SPIN and attempt to verify that there is no
sequence of events that can result in a routing loop between A and B.

6.1. Loor CONDITIONS. Let A and B have active routes to D to begin with
(Figure 3). When we try to verify using SPIN that this configuration will never
result in a loop between A and B, SPIN finds a number of counterexamples. On
analyzing these counterexamples, we discover three scenarios in which a routing
loop will indeed be formed. We describe the scenarios below as sequences of events
that lead to routing loops.

(S1) When the link B-D goes down, B generates a RREP with hop count infinity
and increments its sequence number for D. If the RREP gets dropped, and B
deletes its route before A's route expires, there will be a loop. This scenario is
depicted in Figure 4, and is due to Joshua Broch and Dave Maltz who found
it by manual inspection. It is also found by SPIN automatically.

(S2) Suppose B's route expires while A is still pointing to it. The standard does
not explicitly say what happens when a route expires. Consider the following
alternatives for an implementation:

a. Suppose B deletes the route on expiry. Then, there is a sequence of events
that lead to a loop as shown in Figure 5.

b. Suppose B keeps the route, unchanged, as an expired route. Then again,
there will be a loop (Figure 6).

c. Suppose B keeps the route as an expired route, increments the route’s
sequence number for D, and deletes it after some time. B may even decide
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to send an error message to A. Even in this case, there is a sequence of
events (Figure 7) that leads to a loop.

d. Finally, suppose B keeps the route as an expired route, increments the
route’s sequence number, andverdeletes it. In this case SPIN cannot
find a loop. Since an AODV process has unbounded state, SPIN cannot
authoritatively say that this alternative will produce no loops. However, it
is a good indicator that we have found a loop-free solution.

(S3) Suppose the AODV process at B is restarted suddenly, because of a reboot
following (say) a crash. If A does not detect the restart as a link-breakage, and
continues to point to B, then there will be a loop when B comes back up and
looks for a route to D. This scenario is depicted in Figure 8.

Here, we assume that B restarts in a vanilla state, so this case is essentially
equivalent to one in which all the routes at B suddenly expire and are deleted.
This leads to the problems in case S2a above.

Each of the scenarios described in this section illustrates gaps in the AODV stan-
dard that allow routing loops to be formed despite the loop-prevention mechanisms
builtinto the protocol. However, these counterexamples also indicate the conditions
that must hold for loop-freedom to be guaranteed for AODV.

6.2. TooL SuPPORT In this section, we explain what we mean when we say
that SPIN found a counterexample that demonstrates a loop. We have described
earlier in Section 3.4 how AODV can be specified in a pseudo-code notation. The
pseudo-code for AODV is shown in Appendix B.

The Promela model for AODV follows directly from the pseudo-code in Ap-
pendix B. The process definition in the pseudo-code is translated to a Promela
proctype, as in the case of RIP. The main issue that we have to deal with in the
modeling is timing. Promela has no notion of real time, whereas AODV depends
crucially on timeouts that trigger various events. We omit the precise timer values
and make all timeouts nondeterministic events that can take place at any time. This
clearly allows a much larger set of event sequences to occur. As in RIP, we limit
the AODV Promela process to one destination and a fixed number of neighbors.
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After generating a satisfactory Promela model for AODV, we describe the en-
vironment: the three-node AODV network. There are three processes, named A,
B, and D. The destination node is set to D. The neighbor relation is encoded as
follows: B is the only neighbor known to A; A and D are known to B; B is known
to D. Each node is only capable of sending messages to the in-queues of its known
neighbors. This topology can be hard-coded into the processes themselves or can
be implemented by a “connections” process running in parallel that captures all
sent messages and delivers them when appropriate. For a small topology like this
one, hard-coding has significant performance advantages in SPIN.

To denote the fragility of the B-D link, we add a nondeterministic clause to the
environment process, which at any one point in the execution can send link-broken
events to both B and D.

Finally, we define the loop-free property in LTL as a state-invariant:

o (!((nextp(A) == B) A (nextp(B) == A)))

That is, never during the execution of the three-node AODV network, does there
occur a state where the next pointers of A and B (for the destination D) point to
each other.

The Promela processes and LTL definitions are then handed over to SPIN. SPIN
is a push-button tool that compiles the Promela process definitions and LTL prop-
erty definitions into an executable callegh@tocol analyzerWhen executed, the
protocol analyzer compares the three-node AODV network model against the de-
sired loop-free property and generates the counterexamples we have shown. The
counterexamples are presented in the form of executals, which can be vi-
sually simulated using the XSPIN graphical environment. We view the simulation
and read the trail, in conjunction with reading the Promela code, to uncover the
sequence of events and possible bugs that led to the counterexample. The scenarios
presented in this section are our analyses of the SPIN counterexamples, highlighting
the main events that led to the formation of loops in each case.

6.3. AMBIGUITIES IN THE STANDARD. Virtually all standard specifications con-
tain ambiguities and omissions. Version 2 of the AODV standard is no exception.
A programmer implementing the standard will naturally attempt to resolve the
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ambiguities reasonably, taking account of special knowledge of the aims of the
standard. We have outlined some scenarios in which the AODV standard, ver-
sion 2, allows loops to be formed; in these scenarios, the standard fails to anticipate
some sequence of events that consequently leads to the loop. Each of the scenarios
points to an instance in which an implementation could conform to the standard
but fail to satisfy a desired property. In the next section, we propose some fixes to
the standard, and an invariant-based proof of loop-freedom for the fixed standard.
In this section, we outline some other ambiguities in the standard and how we
resolved them.

Here are the primary areas we felt needed some further specification.

—The standard does not describe the initial state of the AODV process. Intuitively,
it seems clear that the AODV process should start up with empty routing tables;
this choice is indeed safe with respect to loops. However, if we choose to start
with somedefaultroutes, then SPIN can demonstrate cases with loops. For our
analysis, we assumed that an AODV process begins with an empty routing table.

—The event handler for the reception of RREP packets is not fully described in
the standard. An incorrectly written RREP handler could easily cause loops.
We resolved this based on the description in Perkins and Royers [1999]. This
matched the approach subsequently described in Section 9.5 of version 4 of
the standard.

—When an AODV node discovers that the next node on the way to the destination
is no longer reachable, the standard says that it must send a route error message
in an RREP packet to its neighbors. This RREP packet has a hop count of infinity
and a sequence number one more than the sequence number stored at the node.
However, the standard does not explicitly say that the sequence number stored
atthe node must also be increased by one. Indeed, if the stored sequence number
is not incremented, SPIN finds a scenario in which there will be a loop. This
omission was fixed in later versions, and we believe that it was always intended
that the AODV node would increment its stored sequence number as well.

In a related omission, when AODV was revised to version 5, a new kind

of packet (RERR) was introduced to denote route errors, thus simplifying the
role of the RREP packets. However, the standard failed to require the incre-
menting of sequence numbers in the outgoing RERR packets. This error leads
to a looping scenario that was discovered by Madanlal Musuvathi using Mur
(http://sprout.cs.stanford.edu/dill/murphi) .

Our model of the AODV protocol needs to take these ambiguities into account.
To remove these ambiguities, we change the standard pseudo-code described in
Appendix B. We make the first three modifications as described in Appendix C,
and it is this modified pseudo-code that we model in SPIN and use for the analysis
described in Section 6.1.

6.4. QUARANTEEING AODV LooPFREEDOM. Guided by the looping scenarios
demonstrated in the previous sections, we describe three assumptions under which
we claim that AODV will produce and maintain loop-free routes. These assumptions
are to be treated as recommendations for changes to the AODV protocol.

(A1) When a node discovers that its route to a destination has expired or broken,
it increments the sequence number for the route.
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(A2) Nodesneverdelete routes.

(A3) Nodesalwaysmmediately detect when a neighbor restarts its AODV process.
The restart is treated as if all links to the neighbor have broken.

We need to modify the AODVv2 pseudo-code in accordance with these assump-
tions, and the resultis shown as the fourth modification to the pseudo-code described
in Appendix C. This modification guarantees assumptions Al and A2. A3 is an en-
vironmental assumption and is not reflected in the pseudo-code. To ensure A3,
the environment must seMiChangeevents to all neighbors of the restarted node
before the node comes up again (before the restart is completed).

Hereafter, we shall analyze the modified version of the AODV pseudo-code.

THEOREM 16. Consider an arbitrary network of nodes running AODVV2. If all
nodes conform to the assumptions A1-A3, there will be no routing loops formed.

To understand why this theorem is true, note that A1 avoids looping scenario
S2(b). Assumption A2 avoids the scenarios S1 and S2(a,c). Finally, A3 avoids the
scenario S3.

As mentioned before, a hand proof of AODV loop-freedom is sketched in Perkins
and Royer [1999]. That proof does not take into account many details of AODV like
route expiry. We provide a complete automated proof of Theorem 16 using the SPIN
model checker and HOL theorem prover. Moreover, the proofin Perkins and Royers
[1999] was by contradiction, while our proof is a corollary of the preservation of a
key path invariant of the protocol. This invariant is also used to prove route validity.

For arbitrary nodes andd, we write seqnoy(n)(t) to denoten’s sequence
number for the destinatiom at the timet. We use a similar notation fdrops and
next. In nontemporal properties, we shall omit the time argument, when it is clear
that we are talking about the current values at some given time. Firestgyt(n)(t)
is true if and only if the node was restarted at timte Note that the timé we use
in this notation is not real-time. It simply indicates points in the execution trace of
the model. In particular, if an eveabccurs at time, the event-handler(s) ferare
executed and finish executiontdtself. The state at the nodeat timet is the state
after all event-handlers for eventstdtave finished executing.

The following is an invariant (over time) of the AODV process at a nogier
every destinatio:

THEOREM 17. If nexty(n) = n’, then

(1) segnoy(n) < seqgnoy(n’), and
(2) seqnoy(n) = seqnoy(n’) = hopsy(n) > hopsy(n’).

The theorem says that the paigeqnoy, hops,) strictly decreases in the lexico-
graphic ordering whenmexty pointer is followed. This invariant has two important
consequences:

(1) (Loop-freedomn Consider the network at any instant and look at all the
routing-table entries for a destinatiah Any data packet traveling towa
would have to move along the path defined byribgty pointers. However, we
know from Theorem 17 that at each hop along this path, either the sequence
number must increase or the hop count must decrease. In particular, a node can-
not occur at two points on the path. This guarantees loop-freedom for AODV.
In other words, Theorem 17 implies Theorem 16. We prove this in HOL.
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(2) (Route validity. Loop-freedom in a finite network guarantees that data paths
to a destination are finite. This does not guarantee that the path edda at
property we callroute validity However, if all the sequence numbers along
a path are the same, hop counts must strictly decrease (by Theorem 17). In
particular, the last node; on the path cannot have hop count INFINITY. In
AODV, a node with noninfinite hop count must have a routd.t8incen, does
not have a next pointer fat, it must be equal td.

To prove Theorem 17, we first prove the following properties about the routing
table at each node, now considered as a function of time:

LEMMA 18. Ifty <tp, andVt : t; < t < tp.—restart(n)(t), thenseqnoy(n)
(t1) < segnogy(n)(ty).

LEMMA 19. Ift; < tp, andsegnoy(n)(t1) = seqnoy(n)(tz), andVvt :t; <t <
to.—restart(n)(t), thenhopsy(n)(t1) > hopsy(n)(t2).

Intuitively, Lemma 18 states that the sequence number for a single destination
never decreases over time, as long as the node is up and running. Lemma 19 says
that if the sequence number stays unchanged over some period of time, then the
hop count does not increase during that time.

Supposeaexty(n)(t) = n'. Intuitively, this route must be the result of a route
update message sentrtdoy n” at some earlier time. The following lemma captures
this intuition, in terms of this last update timleit):

LEMMA 20. If nexty(n)(t) = n’, then there exists a timet < t, such that:

(1) seqnoy(n)(t) = seqnoy(n’)(lut), and
(2) hopsy(n)(t) = 1+ hopsy(n’)(lut), and
(3) Vt' : lut < t’ < t.—restart(n’)(t').

This lemma says that if points ton’, this must be a result of the last update
sent fromn’ to n (at timelut). Moreover,n’ cannot have restarted in the meantime,
because A3 assures us that if it had themould no longer be pointing at'.

It is not hard to see that the three lemmas together imply Theorem 17. First,
assume that at time nexty(n)(t) = n’. Then we have from Lemma 20 thet’ :
lut < t’ < t.—restart(n’)(t).

Now, we use Lemmas 18 and 20, applieduibandt, yielding

segnogy(n)(t) = seqnoy(n’)(lut) < segnoy(n’)(t),
which is the first part of Theorem 17. Furthermore, séqnoy(n’)(lut) =
seqgnogy(n’)(t), then we have

hopsy(n)(t) — 1 = hopsy(n')(lut) > hopsy(n')(t)

because of Lemmas 19 and 20. This shows thagisy(n)(t) > hopsy(n')(t),
which is the second part of Theorem 17. As indicated earlier, Theorem 17 suffices
to guarantee loop freedom (Theorem 16).

6.5. RROOFDETAILS AND TOOL SUPPORT In the previous section, we showed
how loop-freedom for AODV networks (Theorem 16) reduces to three local prop-
erties: Lemmas 18, 19, and 20. The proof that these lemmas together imply
Theorem 17 is carried out in HOL and involves a few steps of simple deductive
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reasoning, along the lines of the informal argument in the previous section. Using
Theorem 17, we also prove Theorem 16 in HOL. This proof is slightly longer and
involves the definition of a loop and deductive reasoning on how the loop-free
invariant between neighbors (Theorem 17) extends to loop-freedom over a path
(Theorem 16). This again is just a formalization of the argument presented in the
previous section.

Each of the Lemmas 18, 19, and 20 is individually proved in SPIN. This is
possible because these lemmas express properties of the state at one or at most two
AODV processes.

We have earlier described how AODV processes are modeled in SPIN. For
Lemma 18, we take one AODV process and try to prove that the sequence num-
bers are monotonically nondecreasing. This can be done by composing the AODV
processA with an environment proceds that generates all possible messages as
input to A. Then, we wish to prove that, in this model, the sequence numbgr of
never decreases. As long as both the number of states of the AODV process and
the number of possible messages have low enough bounds, we can carry out the
automatic verification in SPIN. However, sequence numbers in AODV are 32-bit
integers, and exploring the entire sequence number space for this property is not
feasible.

We solve this problem by introducing a property-based abstraction for sequence
numbers and hop counts at every node. Note that all we need to show is that for
any states, the sequence number atis greater than or equal to the sequence
number at the next stat. So we manuallyslice the Promela code with respect
to this property and discover that all the boolean conditions it depends on involve
comparisons between the current sequence number and hop cosiniv{g the
sequence number and hop count in the message. Therefore, we abstract the state
and the messages as follows:

Let s = (seqno, hops, next). For every stats’ = (seqno’, hops’, next) or
messagen’ = (seqno’, hops'):

—Instead of the sequence numisemgno’, we record only whethesegno’ >
seqno, segno’ = seqno, orsegno’ < seqno. The abstract sequence number,
abs_seqgno € {GR, EQ, LT accordingly.

—Instead of the hop countops’, we record only whethehops’ > hops,
hops’ =hops, or hops’ <hops. The abstract hop coungibs_hop_cnt e
{GR, EQ, LT accordingly.

—Instead of the next pointeext’, we record only whetharext’ = next or next’ #
next. The abstract nexgbs_next e {EQ, NE accordingly.

We then modify (abstract) the Promela code of the AODV process, so that it
reacts to abstract messages, and maintains the abstract state of the process. The
required modifications are well known for such abstractions [Clarke et al. 1994].
They simply involve modifying all boolean conditions involving the abstracted
variables and assignments to the abstracted variables. Observe that now both the
state space and the message space are very small. We can now ask SPIN to verify
that the new state after one transition must have sequence number greater than
or equal to the sequence numbesaSPIN compares the abstract AODV model
with this property, and verifies that it is true, by generating all possible (abstract)
messages and events and executing all the event-handlers in the AODV model. The
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events include link-breakage and node-restart. Lemma 18 is thus proved. The same
abstraction is then used to prove Lemma 19 automatically in SPIN.

Finally, to prove Lemma 20, we need to add some information to the abstract state.
We also need the following information for every staite= (seqno’, hops’, next)
or messageY = (segno’, hops'):

—For the sequence numbeegno’, whethersegno’ = segno(n’)(lut), or
seqno’ # seqno(n’)(lut). Now, the abstract sequence numbadys_seqno e
{GR, EQ, LT x {EQ, NB, where the first component is as before and the second
component represents the new information.

—For the hop counhops’, whetherhops’ =hops(n’)(lut) +1, or hops’ #
hops(n’)(lut) + 1. The new abstract hop couabs_hop_cnt € {GR, EQ, LT x
{EQ, NB accordingly.

—For the next pointenext’, whethemext’ = n’ or next’ # n’. The new abstract
next:abs_next € {EQ, NB x {EQ, NB accordingly.

Subsequently, Lemma 20 is also automatically verified by SPIN.

One aspect of the proof remains incomplete. How do we know that the abstrac-
tions described above are correct? We have argued informally that the abstraction
works for the particular case of the property described in Lemma 18. However, we
have not formally proved that the modifications are property-preserving. In fact, it
is not clear whether it is possible for an abstract AODV process to compute its next
abstract state based on the reduced information available about the messages and
previous state. In this case, we were able to manually modify the code in accordance
with the abstract state and messages. Instead, it would be desirable to specify the
modifications and prove them correct in HOL, and find an automated strategy for
carrying out the abstraction. However, in this case, we choose not to carry out the
proof, as it would require too much effort, not commensurate with the expected
gain. We acknowledge that the methodology we outlined for RIP has limitations in
applicability as the protocols grow more complex. For larger protocols like AODV,
formally specifying all abstractions and carrying out complete end-to-end proofs
may not be feasible with current tools.

6.6. ALTERNATIVE STRATEGIES In Section 6.4, we proposed a way to ad-
dress loop-freedom problems in the AODVv2 standard based on the assumptions
A1-A3. We then proved that the modified specification, as shown in Appendix C, is
loop-free. However, there are certainly other ways to ensure loop-freedom without
making a strong assumption like ARl¢des never delete roudedn fact, at the
time of this writing, the AODV standard has been revised to version 10, and from
version 5, it contains alternative strategies, proposed by us, for addressing the issues
that we have found.

In particular, A2 is replaced by a weaker assumption:

(A2) A noden does not delete its route as long as some other node is using the
route @n’.nexty(n’) = n).

However, it is not obvious how assumptions like’Ahd A3 are to be guaran-
teed. One possibility is to add some reliability to the routing protocol: ensure that
error messages always reach the intended recipient. However, this would involve
substantial changes to the protocol, such as adding new kinds of packets. Our pro-
posal to the AODV standard team involved using existing timers in the protocol to
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TABLE lll. PROTOCOLVERIFICATION EFFORT

[ Task | HOL | SPIN |
Modeling RIP 495 lines, 19 defs, 20 lemmas | 141 lines
Proving Lemma 8 Once| 9 lemmas, 119 cases, 903 stefs
Proving Lemma 8 Again| 29 lemmas, 102 cases, 565 stgp207 lines, 439 states
Proving Lemma 9 Reuse Lemma 8 Abstractions | 285 lines, 7116 states
Proving Lemma 11 Reuse Lemma 8 Abstractions | 216 lines, 1019 states
Proving Lemma 12 Reuse Lemma 8 Abstractions | 221 lines, 1139 states
Proving Lemma 14 Reuse Lemma 8 Abstractions | 342 lines, 21804 states
Modeling AODV 95 lines, 6 defs 302 lines
Proving Lemma 18 173 lines, 5106 states
Proving Lemma 19 173 lines, 5106 states
Proving Lemma 20 157 lines, 721668 states
Proving Theorem 17 4 lemmas, 2 cases, 5 steps
Proving Theorem 16 4 lemmas, 5 cases, 49 steps

guarantee the assumptions. Informally, we ensurebfnaking sure that when-
evernexty(n’) = n, the lifetime of the route oft’ is less than the lifetime of the
route ofn. In this way,n will never delete its route befor® does. To ensure A3,
we stipulate that when a noderestarts, it must idly wait for a long enough period
so that all routes using expire. Essentiallyn must wait for a time interval of
max{lifetimegy(n’) | nexty(n’) = n}.

These changes are different from those described in this paper but try to achieve
the same logical behavior by using subtle relationships between timers. A full formal
analysis of AODVV5 or later versions would require tools that can analyze real-time
behavior beyond what SPIN, as it currently stands, is able to achieve. Arguably,
the standard should have been modified to aid simpler reasoning strategies based
on assumptions like A1-A3 rather than more minimal but subtler conditions on
timers. Progress in addressing this kind of balance should be an area of research
for achieving higher assurance in networking standards.

7. Conclusion

This paper demonstrates the feasibility and value of automated verification of rout-
ing protocols. Our results show that it is possible to provide formal analysis of
correctness for routing protocols from IETF standards and drafts with reasonable
effort and speed, thus demonstrating that these techniques can effectively supple-
ment other means of improving assurance such as manual proof, simulation, and
testing. Specific technical contributions include: the first proof of the correctness
of the RIP standard, statement and automated proof of a sharp real-time bound on
the convergence of RIP, and an automated proof of loop-freedom for AODV.

Table Il summarizes some of our experience with the complexity of the proofs
in terms of our automated support tools. The complexity of an HOL verification
for the human verifier is described with the following statistics measuring things
written by a human: the number éhes of HOL code, the number demmas
anddefinitions and the number of proaiteps Proof steps were measured as the
number of instances of the HOL constraeiEN. The HOL automated contribu-
tion is measured by the number cdisesdiscovered and managed by HOL. This
is measured by the number DRENL'’s, weighted by the number of elements in
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their argument lists. The complexity of SPIN verification for the human verifier is
measured by the number tifies of Promela code written. The SPIN automated
contribution is measured by the numberstdtesexamined and the amount of
memoryused in the verification. As we mentioned before, SPIN is memory-bound;
each of the verifications took less than a minute and the time is generally propor-
tional to the memory used. Most of the lemmas consumed the SPIN-minimum of
2.54 MB of memory; Lemma 20 required 22.8 MB. The figures were collected
for runs on a lightly-loaded Sun Ultra Enterprise with 1016 MB of memory and
four CPUs running SunOS 5.5.1. The tool versions used were HOL90.10 and
SPIN-3.24. We carried out parallel proofs of Lemma 8, the Stability Preservation
Lemma, using HOL only and HOL together with SPIN. The HOL proof scripts
and SPIN models used in this paper are available for reference on the World Wide
Web @ww.cis.upenn.edu/verinet/RoutingVerification).

Perhaps because of the difficulties in adapting unbounded or infinite state veri-
fication to finite state verification tools, there have been relatively few attempts at
verifying routing protocols. However, there are successful efforts that verify spe-
cific configurations or search for defects. One study [Jackson et al. 1999] used a
tool called Nitpick gww.cs.cmu.edu/~nitpick) to discover the possibility of
caching loops in the internetwork protocol Mobile IPv6. Another study [Cypher
et al. 1998] analyzed the ATM network routing protocol PNNI using SPIN as the
verification tool and Promela as the specification language. A verification [Wang
et al. 2000] of an active network routing protocol for a specific network configura-
tion was given using the Maude systemagde . cs1.sri.com). Our own work on
bug searching has focused on the analysis of network simulation traces. A toolset
called Verisim for logical testing of network simulations is described in Bhargavan
et al. [2002] and applied to AODV. If an error is found in an implementation, it is
important to know whether it comes from an incorrectly implemented standard or
from a flaw in the standard itself. We provided an automated approach to making
this determination using a technique we call Fault Origin Adjudication [Bhargavan
et al. 2000c]. A broader survey of tool-specific issues for specification, verifica-
tion, and testing of routing protocols can be found in Bhargavan et al. [2000a]. A
classification of logical testing techniques is presented in Bhargavan et al. [2000Db].

Appendix

We provide pseudo-code for the RIP and AODV protocols in this appendix. The
pseudo-code for a protocol process is broken down into six sect@msstants
lists some fixed or locally configured constants that the routing processSiass.
describes information that the router keeps in variables and tables as well as timers
that generate timeout events after a certain amount of time has pasitiaty
describes the initial state of the variabl&ventslists the events that the routing
process recognizesltility functionsdescribes functions that the routing process
can invoke; these may cause events recognized by other routing prodesses.
handlersdescribes how the events recognized by the process are dealt with. Events
and their handlers generally fall into two categories: receipt of a packet and expi-
ration of a timer. The former is represented abstractly here as an event with some
associated data, typically the contents of the received packet.

Timers can be thought of as “stopwatches.” A timer is a special kind of variable
that continuously decreases its value as long as it is greater than zero. When a timer
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reaches zero, it generatesraeoutevent. Just like a stopwatch, one caata timer
to a specific value, ateactivatet. The current value of a timer (the remaining time
before timeout) can be read at any moment.

Our syntax for any kind of “packet send” operation requires that contents of the
packet be enclosed in rectangular brackets. Our packet format generally reflects
logical, rather than physical, structure. In some cases, AODV needs to use the IP
destination field of an IP packet. We include that field at the end, after the logical
contents. A typical packet is hence denotedagial contentsDestIF.

A.1l. RIP BsEuDO-CODE.

processRIPRouter

state:
me /I'ID of the router
interfaces /I Set of router’s interfaces
known /I Set of destinations with known routes
hopsest /I Estimated distance test
nextRouteyest /I Next router on the way tdest
nextlfacqest /I Interface over which the route advertisement was received
timer expirgyest [/l Expiration timer for the route
timer garbageCollegles: // Garbage collection timer for the route
timer advertise /I Timer for periodic advertisements
initially:

{
known < the set of all networks to which the router is connected.

for deste known
{
hopgest=1
nextRoutefesi= me
nextlfacgest = the interface that connects the routedast

}
setadvertiseto 30 seconds

}

events:
receive RIRrouter, dest hopCn} over iface
timeout(expirejes)
timeout(garbageCollegtes)
timeout(advertisg

utility functions:
broadcast{msg iface)
{

Broadcast messagesgto all the routers attached to the network on the other side
of interfaceiface

}
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event handlers:
receive RIRrouter, dest hopCn) over iface
{
newMetric<— min (1+ hopCnt 16)
if (dest¢ knowr) and (newMetric< 16) then
{
known <« knownu { dest}
hopgjest < newMetric
nextRoutegest < router
nextlfacgest < iface
setexpirgyestto 180 seconds
} else
{
if (hopsiest< 16 and router= nextRouteges) or (newMetric< hopgies)
{
hopgiest < newMetric
nextRoutefest < router
nextlfac@est < iface
if (newMetric=16) then
{
deactivateexpirgjest
setgarbageCollegiesito 120 seconds
} else
{
deactivategarbageCollegfest
setexpirgyestto 180 seconds
}
}
}
}

timeout(expirges)

{
hopgjest < 16
setgarbageCollegiesito 120 seconds

}

timeout(garbageCollegfes)
{

known<« known— { dest}

}

timeout(advertis¢
{
for each deste knowndo
for eachi € interfacesdo
{
if (i # nextlfacges) then
{
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broadcast([RIP (me dest hopsiesy], i)
} else

{
broadcast{[RIP (me dest 16)],i)  // Split horizon with poisoned reverse

}

}
setadvertiseto 30 seconds

A.2. AODVv2 Pseubpo-CODE.

processAODVRouter

constants:
oo (INFINITY) =255 /I Maximum expected network diameter
NET_DIAMETER =35 Il Set according to network size
NODE_TRAVERSAL _TIME =40 millisecond$/ Set according to link characteristics
RREP_WAIT_TIME =3* NODE_TRAVERSAL _TIME * NET_DIAMETER
ACTIVE_ROUTE_TIMEOUT = 3000 milliseconds
MY_ROUTE_TIMEOUT = 6000 milliseconds

2 * RREP_WAIT_TIME
RREP_WAIT_TIME
30000 milliseconds

BAD_LINK_LIFETIME
REV_ROUTE_LIFE
BCAST_ID_SAVE

state:
me /11D of the router
mySeqgno /I Router’s own sequence number
myBcastID /I Router’s current broadcast ID
known /I Set of destinations with known routes
neighbors /I Set of known neighbors
seqnQ@est /I Last destination sequence number knowndest
hopSiest /I Distance in hops tdest
neXtest /I Next hop towardlest
activeyest /I Set of active neighbors using routedest
timer lifetimeyest // Route expiration timer

timer activeTimegestn // Active neighbor timer

events:

receive RRE@hopCnt bcastID, dest destSeqnasource sourceSegrjofrom sender

/I Received a Route Request broadcast by some neighbor
receive RRERhopCnt dest destSeqndifetime); DestIP from sender

/I Received a Route Reply, to be forwardedestIP
receive NChange /I Triggered when the set of neighbors change
receive PacketDestIP from sender  // Received a IP packet that is not an RREP,

/I to be forwarded t®estIP

timeout(lifetimeyes) /I Triggered wherifetimeyesitimes out
timeout(activeTimegest,n /I Triggered wheractiveTimegest ntimes out



Formal Verification of Standards 571

utility functions:
seen(source bcastiD
{
Determines whether a RREQ frasnurcewith the same or more recent broadcast ID as
bcastiDhas already been received by the router within theB&AST_ID_SAVE milliseconds.
}

updateRoutédest destSeqndopCnt nextHop Itime)
{
Update the routing table with a new routedest which ishopCnthops long,
continues viamextHopand has the attached destination sequence nudas¢seqno
If no previous route talestexists or if the new route is better than a previously existing one,
install the new route witlifetimeyegitimer set tdtime and includedestin known

}

updateTabl€)

{
Invalidate all entries in the routing table that use a non-neighbor asibeidop
by setting theithopsto infinity and theitifetimeto BAD_LINK_LIFETIME.

}

broadcastmsg
{Broadcast the messagesgto all neighboring nodek.

neighborcas{msg n)
{Send the messagmesgto the neighbon.}

computeNeighbor§
{Return the current (most recent) set of neighBors.

event handlers:
receive RRE@hopCnf bcastID, dest destSeqnasource sourceSeqnofrom sender
{
if not seerfsource bcastiD
{
hopCnt<«— maxhopCnt+ 1, co)
if (dest=me then
{
updateRoutésource sourceSegndopCnt senderACTIVE_ROUTE_TIMEOUT)
mySeqnoe— maxmySeqnpdestSeqno
neighborcas{{RRERO, me mySeqgnd/Y_ROUTE_TIMEOUT); sourcd, nextource
} else
{
updateRoutésource sourceSeqgndopCnt sender maXREV_ROUTE_LIFE,
lifetimesourcd)
if (deste knowr) and (hopgiest< 00) and (seqn@est> destSeqgnathen

{
neighborcas{{RREP(hopsies; dest seqnQ@es; lifetimeyes); sourcd, nextourced
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N < NeXest
activeyource < activesourcel { N}
setactiveTimegoyrce nto ACTIVE_ROUTE_TIMEOUT

} else

{
broadcast{[RREQ@hopCnt bcastID, dest destSeqnasource sourceSeqnd)

}

}
}
}

receive RRERhopCnt dest destSeqndifetime); DestIP from sender
{
/I The standard does not specify exactly how to handle incoming RREPS.
/I They are supposed to be forwarded towdbastIPwith incrementechopCnt
}

receive NChange
{
newNeighbors— computeNeighbor§
disconnected— neighbors— newNeighbors
neighbors< newNeighbors
mySegno— mySeqne- 1
for deste known
{
if (nextjest€ disconnected
{
for n € activayest
{
neighborcas{{[RRERoo, dest 1+ seqn@es; 0); ], n)
}
}
}
updateTabld)
}

receive PacketDestIP from sender
{
if (DestIP#£mé
{
if (DestlPe knowr) then
{
activeyestip < activepestip U {sendef
setlifetimepestip to ACTIVE_ROUTE_TIMEOUT
setactiveTimepestip sendert0 ACTIVE_.ROUTE_TIMEOUT
neighborcas{[Packet DestIF, nexbesyp) // Forward the packet towardestIP
} else
{
myBcastlD« myBcastiD+ 1
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broadcast{[RREQ(0, myBcastID DestIP, seqn®estip, Mg mySeqny)
Queue the packet and forward it upon establishing a roubeesil P
}
}
}

timeout(lifetimeyes)
{
if (hopglest= o) then
{
Mark entry fordestas ‘erasable’. Erasable entries can be garbage collected.
Garbage collecting ses®gn@esito 0, andnextesito some undefined value.
} else
{
hopsiest <— o0
known <« known— { dest}
setlifetimeyestto BAD_LINK_LIFETIME
}
}

timeout(activeTimefiest n
{
activgyest < activgyesi— {n}

}

A.3. MoDIFIED AODV Pseubo-Cobe.  Below we list four modifications to
the original AODVv2 pseudo-code. The first three modifications account for the
ambiguities in the standard that needed to be filled in before the verification. These
ambiguities are discussed in Section 6.3. The last modification is a real addition to
the standard that is needed to prevent loops. It is based on the recommendations
Al and A2 from Section 6.4.

(1) We include the initialization section:

initially:

{
mySeqno— 0
myBcastID« 0
known<« ¢

}

(2) We include the handler for RREP events, which was missing in the standard.
Given the rest of the specification, we believe that the following code accurately
describes the desired functionality:

receive RRERhopCnt dest destSeqndifetime); DestIP from sender
{

if (DestlP=mg then

{
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if (hopCnt=00) and (deste known) and (seqn@est< destSeqgnathen
{
updateRoutédest destSeqnaoxo, sendey BAD_LINK_LIFETIME)
for n € activeyest
{
neighborcas{[RREP(co, dest destSeqnd); n], n)
}
}
else
{
hopCnt<« maxhopCnt+ 1, co)
updateRoutédest destSeqndiopCnt sender lifetime)
}
}
else
{
hopCnt<« maxhopCnt+ 1, co)
updateRoutédest destSeqndiopCnt sender lifetime)
neighborcas{{RRERhopCnt dest destSeqgndifetime); DestIH, nexbestip)
}
}

(3) Ifalocal topology change breaks the node’s route to some destination, the node
should increase the sequence number for that destination. Notice that this is
consistent with the sequence number that the node advertises in an unsolicited
RREP inthat case. Below is the modified pseudo-code faX@leangeéhandler.

The shaded part is the addition.

receive NChange
{
newNeighbors— computeNeighbor§
disconnected— neighbors— newNeighbors
neighbors< newNeighbors
mySeqno— mySeqne- 1
for deste known
{
if (nextjest€ disconnected
{
for n € activeyest
{
neighborcas{{[RRERoo, dest 1+ seqn@esy BAD_LINK_LIFETIME); n], n)
SeqNQest < S€UNQest+ 1
}
}
}
updateTabld)
}
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(4) Nodes should never “forget” sequence numbers unless they restart the AODV
process. This simplifies the handler for route expiry, which only disables the
route and increases the sequence number.

timeout(lifetimeyesy)
{

hopsjest < o0

SeqnQest < S€qNQest+ 1
known<« known— { dest}

}
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